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F59E MMERS 59-428
591 BRGEETIAITEEE oottt 59-428
59.1.1 BB RGIELIEITHIRTIA] oo eee e ees e senes 59-428
59.1.2 BEARGYETHIEEAFIBTIE] ...ooooeieeeeeeeeeeeeeee s 59-428
59.1.3 BEBRGEEATHTIITER oo 59-428
59.1.4 BEB RGEZATHTITER ..o 59-429
59.1.5 FENEE ARG YETAIEEAFIETIE] ...cooooeeeeeeeeeeee s 59-431
59.1.6 1 F ntp W E RGEATAIITIE] ...oovooeee e 59-431
59.1.7 1 F ntp STENEFTZRGERTIE] ...oooeeee et 59-432
59.2 E-mAil TEE ...ttt 59-432
59.2.1 BEE SMTP RSB EEBFRTUEHIIE ..o 59-432
59.2.2 BLE MR IEZEBREEMIE oo 59-432
59.2.3 HECEBREEREBTE BRAHIIIE oo 59-433
59.2.4 BB A IEBB AT BB TEETIAIE oo 59-433
59.2.5 BLEZFEIBHEIAEE BRI oo 59-433
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59.2.6 BCE & EMBEERTIAIEIE FIBUZERD ..o 59-433
59.2.7 BB SSL B ..o 59-434

5.3 BB IBITITTE oottt 59-434
59.3.1 RIBITIETMEIR ..oooovooeeeeeeeeee e 59-434
59.3.2 Bl B I BB TID IR oo 59-434
59.3.3 BB Z2IT ..ot 59-435
594 BEFREETE oottt 59-435
59.4.1 BEFEEIRHEIR ...ooovieieeeeeeeee e 59-435
59.42 BEHEIEALE AETE oot 59-436
59.4.3 B AT ITIIER ..o 59-436
Fe0E ILEEHEGARAR 60-437
60.1 LB EETEDT oottt 60-437
60.1.1 BB AIBRER oo 60-437
60.1.2 B ZRHBFIFT oo 60-438
60.1.3 FILE RADIUS B B B T oot 60-438
60.1.4 FEE LDAP BIR TP o oo 60-438
60.15 BCBEEIEF A FRIEIEHIIE oo 60-438
60.1.6 BB B R BRI LIS H T oot 60-439
60,2 B B B R TR T oottt 60-439
60.3 BLE TN ..ot 60-440
6031 BCBEEIE TR AU IR ZRIIAE oo 60-440
60,8 FEBBESIHT ..ot 60-442
0041 T R R et 60-442
00,42 BB T BT e 60-442
ol E BEBRAEE 61-443
61.1 RGBT REL B BIMRE . oot 61-443
61.1.1 FRIFFRIEIELBEIRE oo 61-443
61.1.2 BHERE B TNFZRETE ..o 61-443
6113 BRBEIREB oottt 61-444
61.2 BRBEFEZRZRNI oottt 61-445
61.2.1 FENFFRERBERETR <ot 61-445
61.2.2 FENFBIFIEHEEERTZR .o 61-445
61.2.3 ZRBEIREB ..o 61-445

% 62 VRRP 62-447
62.1 VRRP BRI ... s s s s e s seee s eeeeeseees 62-447
62.2 FEEE VRRP ... e e s e e e eee s s e eee s ees e eeseeeeeseees 62-447
6221 EE VRRP BABLEATHEIE ....oooeoeeeeeeeeeeeeeeee s 62-447
62.2.2 BUH VRRP BABLEATHEIE ....coooeoeeeeeeeeeeeeeeee e 62-448
62.2.3 8 VRRP ZARBIEAM—NEEILIP ..o 62-448
6224 M VRRP ZARBEMIBE—NEEILIP ..o 62-448
62.2.5 EE VRRP D EBITETED oo 62-449
62.2.6 TRE VRRP B3 E A IR T TE D oo 62-449
62.2.7 B VRRP BB EAIFE AR .o 62-449
62.2.8 ZFH VRRP ZBEAMIE EHET ..o 62-450
62.2.9 RE VRRP ZREBIRRATETN ..oooooeeeeeeeeee e 62-450
62.2.10 #%E VRRP &M ARIERE BRARFETN oo 62-451
62.2.11 B E VRRP EEBITATERET ..o 62-451
62.2.12 BIGE VRRP BADLEBTTATE ..o 62-451
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62.2.13 & E VRRP FZ DR AIEERTEIBIFR ..o
62214 RE VRRP AR E B ERTEIBIFR ..o
62.2.15 B VRRP ZRERIELL IP B PING..orvvieeeieeeeeeeiee e
62.2.16 2 VRRP ZNERIEDLL IP AT PINg..oooovveeeee e
62217 JBF VRRP AR ..ot
62.2.18 ZEF VRRP B H. ...
62.3 FLE TN oottt
624 BEIEEHEIF oot
6241 BEFE VRRP ELE ..o

62.5 BB AIHT .ot es s
62.5.1 BHBEIMER Tt oot

% 63E HE HA
63.1 HA BTIZ ..o
63.2 TEE HA ... ees s
63.2.1 BB BB E .o
63.2.2 BEBELEITIZD oo
6323 BLBIEIEEIZD o oot
6324 BB I EIEELE . oot
63.2.5 FEBIRLE/B0E HA THEE oo
63.2.6 BB HA RS B T BE oottt ettt

63.3 BB ZEM oo
6331 BEEBRMG 1: BELETRBAETN oo
6332 BEBRM2: BLETERETN oo
63.4 HA BEFESEIR ..ot
6341 BEF HA BB oot
63.4.2 BEE H A RS oo
63.4.3 IR .o
63.5 BB ZTHT oottt
63.5. 1 HA JoiR G T I S oot

% 64 E BELE SNMP
64.1 SINMP IUABEIZ ...t
64.2 FLE SINMP ...t s e eesiees
64.2.1 BRI BB EL oo
64.2.2 BB JEFH SNMP ACTE .o
64.2.3 T B BEAIFRIT B oo
64.2.4 TLE trap HIHE oot
64.2.5 PILE COMMUNILY ..ot
64.2.6 TICE SNMP HZS ..ot
64.2.7 T SNMP USM FH 7 oo
64.2.8 T SNMP ZEBE TP ... ee e e e e see e

64.3 FLE TN oottt
64.3.1 FLE XK 1: @#id MIB Browser Uj 1] B8 MIB JE .....oooooeeeceeeeeee

64.4 SNMP BEFE S HEIF .ottt
G441 BT T USTIL T oottt e e et et e e et e s en e
64.4.2 B T IRIE JE oo

64.5 B TLBIFE ST oo
64.5.1 WFEIR 1. B BB ARET M ACEESE MIB JE oo

E 65 E KEEE

65-475
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65.1 TTERMMZRITIE ..ottt 65-475
65.2 BEE TTERINLE < ..ottt 65-475
65.2.1 TCLE WI-FI cooooieeeeeeeee e 65-475
65.2.2 BEEREBSFETIMLE ..ottt 65-475

65.3 LB TN oot 65-476
65.3.1 FEERMIBREL B IR ..o 65-476

65.4 EEILEIEE I AT oottt 65-478
65.4.1 Wi-FI EEFELRIEL ..o s 65-478
65.4.2 FEENERIBTTIEVTIBIEEER ..o 65-478

£ 66 = WEB M ARG 66-479
66.1 BBEIZR ...t seeees 66-479
66.2 BLE Web RI BT IRIE ..o 66-479
66.2.1 BUEE Web BRI B BT oottt 66-479
66.2.2 THBE WD BRI A BT R oottt ettt et neneneeeeas 66-480
66.2.3 BB —EBRAITTEI SR oo eraees 66-480
66.2.4 2538 web R BT SRMRATBEL B ..o 66-480
66.2.5 5 web N ARG REGHIITECNTT ...cocvvveveeee e 66-481
66.2.6 FHN WeD RIFIBTFPTEME ..o 66-481

66.3 B B BT BE oo 66-481
66.3.1 BB EEIFEE oo 66-481
66.3.2 MHIBRIEAEEE ..o ena e 66-481
66.3.3 BFHHIEETEEE oot 66-482

66.4 FLE TN oottt 66-482
6641 ABRBEEELE ALL A oo 66-482
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-

RGEE

RGUE X RGUEATE Y M EE TR, M RGE AL T RS A
%, PCUEAE B AT B, T AR AR E SO, W ARG, BRI BR A 3

HIECR

1.1 TSOS#RER G A

TSOS & F—R&&fy &R & M HRIERS. T LEd G AT E, tnrbldEd A
S BHATHCE . Ky AT AL ERR 7 T LUl console Hi&Hz, B rf LLilid SSH, Telnet
&Pz, BRI IEAH P B/S B3, nf L@ HTTPS Al HTTP 7 . AT A
i@ AT 17 AT R B

1.1.1 < THME

X EPA RN A AT REAT BC BN P EHEAT B 2D R S R AT LUK R4 L
TR T ar AT E RS 2

A AT 0 (CLD, 5T P ER:

81D BHEANGATED MBI A SRR e, EHINEA RN FIRER . K2 e & ar &
HOT B P E B A BUR

%20 BAWLSHRK.

A TSOS G 41T ¥ 89 P Ay & A Fe KB FHAR AN B

==
A=

RN ETEA P MARSE, WA BRI 3 2. iR & & 2= P M
SHL BAGRELLUIT D RR:

D mRaGLFE-ANSHE, A NSEUE. ERMASHUER, ATREERmA R’ T .
2) AR MSHUEE D — AR E T IERZRM AT ARS8, ISR EBE, 587
Fres i 1P uhik. KRBT R P ERIERXT R .

3) RS HEZNSHAE, EHa L NIRRT AR TN SHE . BEIR
5 A H IR % ] 2R g ROk

F 34 MANTENGAYE, HKE R,

ol

“exit” e MAESHF BTG L. BN exit;

“ip address A.B.C.D/IM” Z&—"NEHSHAKBFHmL. KL Aip, KEF
4y address, Z#{{t 5 A.B.C.D/M.
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1.1.2 &L

AT O W EA AN I WERERRA & BIER AR R E, A Za &
KBRS, RIEHA 27 BB 7 7. ar AT SR E S A BER 23 i & e
SRR3R T BE D i 05

1.1.3 (EREEBBIHITFHES

TSOS ‘MM A “Tab” 85, Xy HATANFIIIIRE. JEHMA T Mo L)E,
FHIA “Tab” 8, WIRILEMGSHZA, WHIHATRER) a5 5, WERILECH) fr 4 A
A=A Watw2ir = B AR 64055, LR Eia .

114 HSHHNFS

T Re AL S TEIE D B B MRS
ARG M —AE5r . TR KRS AT
* 1-1 LIPS

, XTSRRI Z T RN Z a2, (HR AR
T

MEEE UL .

] iR
K57 KB FBERIR %A 2 HIZ R4 D i N — A 745 8 2 5. 1l
Wi 2

usergroup NAME firewall
L ZFENAMETEA A BN — SR AR & 5
YERSE PRI A 7.

A.B.C.DMIA.B.C.D/M AB.CDERIPHLE, MEREIL. Flinags:
ip route A.B.C.D/M (A.B.C.D|INTERFACE)

FES OMBEL | [ 455 — AN 2 E 2R A o 355 FE AR I3 R ix
oy 2 JUA S B R IT I LT, A AUk PR
Hp—T0,
BN 4

timezone (utclcst)
R4S S A S E A BRI PR AT I, B i
utc FlestH A HI—14

TS [] T 5 R B SR BT AR -
Bl

show access-user [USERNAME]
T3 A SHIR N R BB R AR E P A RREE
HER, IRARALR BRI H AN HE R

AT AN v I 5 MV B 27 B N 1) 2 S50 ) BV L 00 P 4 2
EZ RS H

il ndr4: policy <1-5000>
PP C B 15 4% b I SRS 1D AT LA 1 225000 (AE AT — /.

115 HSHE

il 2 ) 5 i A AT LU i iy & B SO 7 (K AT 8 20 3 B, HERER O - REAN 2 I I
B, Al LB R B R ST % & B ZH A S50 PPPOE RAR I 4 755,
FERRIN . Bl

ip address 192.168.1.1/16

A LA S H: ip add 192.168.1.1/16
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Zﬁ& 5 A R B B, LTS S R A AARA D S
= b R L

1.1.6 HEIER

B SRR E Mo, TRII 7T e
*® 12 BRI AR SER

AR RrH BN
SRl Sy FW> RGEGIFHKE, WMNEY
R FW # TR A A T TS
ENGl Nt FW (config)# TERFRUSE R TR
configure terminal
PAOK W # DL & FW (config-gel/0)# 14 R B XN N interface
A IFNAME, filf: interface gel/0
VLANPL B FW (config-vlan1000)# TERC BRI TR
interface VLANNAME

117 ERBSNE

% 13 BERA THERAGONE

ik R

enable HENFFBUE, ] DU 5% AT i B R 5 R A

exit 1B M Ei s, R EE] g

ping -¢ <1-10000> -s <0-65507> -w <0-10> 4% % i@ P4 3L AR T, WORD A%t 7 41

WORD Mtk -cRRpingBLIIANEL, -sRARELHIRN,
-WAE S AH B Y I []

list B AR T 6 4

show running-config BoRYATHIREEEE (AT LL&BA RAFRD

show startup-config B CARAN RS ERFE

show version BRRA(E S

1.2 LW ARG R E IR

] LU LN g R S AT

" i F 2o (P R ) IER R & I T (Console) MM 1s 1] 1% 4% [ iy
AATH (CLD

" i ] Telnet & B 4%

" {fi ] SSH & % %

" it Web #4748 5

1.21 BB OSSN RGEEE

u IERES : 9600
n EAEI T IA : 8
n AR : G
] f'%'—‘“ﬂi{ﬁ : 1
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u ViR E kil : G

1E## E 5¢ Console FIZHURR &N, 7T LUE B3 8 sk tn 5 B .

1.2.2 @i TelnetSEH ARG E

AT —/MA Telnet T RER) TAF L #RAEIEIT TCP/IP M4 1 EHR ¥4 . w LLE
Telnet ¥ H| 1% %

it Console H A& H G ' (K 5 6 % B e . BE N Dﬁﬂﬁffiﬁiﬁ
ARG RN ONE 1P bk, 48 OECE 1P bk ] BUSEAT B 4
ip address A.B.C.D/M

BC B #: H fiF Telnet 53¢, W LA THIE

allow access telnet

PR 5 AT DA Z 43 11 1 BLiZ 32 G 1P Hiuhik Telnet B S 2 % dr S AT#E 1.

1.2.3 EIFSSHE RSN RLEE

NN

W&, IR 2G0T RS 2442 4E T Telnet iS5 5121 . Telnet IRSSA — D Ear i
g m——e U SR 2 & 04, Brbh, IREZSHENEROHAGRE4. B
i, —FhA 2R E Telnet IR HH H%I/Ewinm SSH lt5% - SSH %% F iy 15 Hle 55 2% ity 38 TR
FH P4 R A 51347 7 s, AR IE T 6 DA B . W S LL SSH K 7 26 £

AR

fEAT—AN SSH TIRER) LAESG#TREIE T TCP/IP M4 R 3% % . n L&
SRENB

it Console FIJERE 53 ]/ (K 5 8 R B e . HE R IC B A
IRIGEWAATENEORE P bk, SAEOECE (P kvl DUSH DU dr 4
ip address A.B.C.D/M

e B #: H SUVF SSH &3, AT DMEFH R i a4

allow access ssh

U JE T A4 1 1 PAiZ 4% ) 1P kil SSH iy 4 8 5k B W & dr 47

1.3 R HEE

IURDN A o

U?

RGO IE B RS R X TR E S . RGN IRE T SR 4Ed RV . 0T RGOS

B, ERA RO, R AR T R AR

1.3.1 copy®<{EH

copy fir & [ AT
copy tftp A.B.C.D RemoteFile (version|config| license| applib)
BARSH @R
version :  FRIREHTIRA A
config :  F/RFELE A
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license :  RRBEUCCLE
applib  :  RORFFIEE ST
1.3.2 REFEEXH

Zﬁ& Bk TRANREL, LARRERAN LA S E
BAE, BELEEERE,

==
b =%

e B SO DR AT P TR AN R P i -

Jiik 1

R write memory PR E SRR R G
Jiik 2:

R write file PR E SRR R G

A 1) AEAANGAERANRE, #5EIAKAEE ARk,
£=  2) startup-config & & 45 s ITABCE M, @ running-config
AR ATRARRFHG LA EN, B R LG G E TR A
running-config ¥ , % %4 R & 37 B, running-config #t &
startup-config.

1.3.3 ZEENXH

Z R E ST 0 D PR T iR -
| copy  (running-config|startup-config) Kt iz 47 ic B sl 5 S C B 4 13
backup-config
NBCE ST I RS B -

I write  (startup-config|backup-config) D B SRR N IAR(E B
(default|<0-9>)
description .DESCRIPTION

W FE— M ESCAE N T IR B B
I Copy backup-config startup-config Y AN B S R YR B B
IRC B

134 BEXHH EESTEH

F I8 AT LT — 40 47 B B SO AR A7 BSOS, FERR ZERII i (B an A/ F8 v i
BRGEL T, AREERRC B 2 LURT RSN D) FHERCE SO T # B . il
FH R T ) 2 5 FC B ST T

copy tftp A.B.C.D RemoteFile config
MCHE 3 tH A2

copy (running-config|startup-config) tftp A.B.C.D RemoteFile
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1.35 RGHEK

R A] DL — A RRCAS SCPE R 3 B g b ol s F T T i 2 58 R G SR T 2K
copy tftp A.B.C.D RemoteFile version

14 ERAGEEGS

1.4.1 FBTelnetfi %

T Telnet k45 B2 58

B2 allow access telnet FFiETelnetlR %%, $AT Z A& 54 R 1F
HoAt L 28 Telnet B/ % 4%

1.4.2 B SSHARS

TFJ SSH RS 115 3%
B allow access ssh TF R SSHIT G, BT i 4 i i 7e
LB SSHE %

143 BEFEERSG L

WhO [13] \ /\él ﬁﬂ}jlglkbj;ﬁ/ﬁzﬁ /\éﬁo

144 BRERAR

ﬁu%ﬁ%}/\ﬁ?ﬁﬁﬁ"%iﬁ%éﬁ AR LT S, SEANE B 5] DA Ath A 2 0%
f‘%t[j/%éﬁ Al L@ clear user #iy4-5e XTI RE

I clear user USERNAME address 4R NI 74, Hudik, IFIE)GE R xS
AB.C.D time TIME NI F

145 EBERGHMA

show version A A UIEE RGRIRARELE, GFEWHEED, DREOK MAC H
ik, RERAEE. Bl

FW# show version

Serial number: 001000000000001308065216

TBOS : V0206R0100B20161209
Compile time :Dec 92016 15:00:24
Copyright 2013-2017 T1 Networks Corp.

mgt: €1000e v2.1.4-NAPI MAC address: 00:€0:4c¢:08:2¢e:68
0e0/0: e1000e v2.1.4-NAPI MAC address: 00:€0:4c:08:2e:6a
ge0/1: e1000e v2.1.4-NAPI MAC address: 00:€0:4c:08:2e:6b
ge0/2: e1000e v2.1.4-NAPI MAC address: 00:e0:4c:08:2e:69
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ge0/3: e1000e v2.1.4-NAPI MAC address: 00:e0:4c:08:2e:6¢
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AR5

ARG 5] SAREE — ML A, F7 2 N bootLoader. bootLoader 45 L
A ThEE:

1. ARG RIVIEL RS R B H5] 5.

2. RGWAR I

2.1 bootLoader#f it

bootLoader ¥ 45 /& — MU & VIR IR R G 5] T LK FBCAS S B Dh RE B JSL AR AR B
—RCRUL, I RGP T EETCIE R SR T, AT RABE N A AT R Gt
MITHRAMER . £ —RIEF RO, RSN ZRAIT A8

A GRS E T @B he, —MA PR RAE Rz

==
ba =

2.2 fi EbootLoader

2.2.1 i#AbootLoader

SR EFE bootLoader P55, F0¥ console 454 E] PC HLI COM [, 38 PC #Hl
BRSO, WEE 9600, HUENL 8, 1=ib46r 1, WL,

JR BB, A AT E

Press Ctrl+c to stop auto-boot.
3 seconds left.

JEES$% Ctri+c 7] RLHE bootLoader 445, iR 3 #eh Wk EF TN, W BEI B3R
QM. 1% Ctri+c J5, RASHHNWTTHEL:
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** *kkkkkkkhkhhhhhhhhrkkkkkkhhhihx ** *kkkkk *kkhkhkkk *% *kkhkkkkkkkk

* *
* BOOT MENU: *
* 1. Configure network parameters. *
* 2. Download version image by ethernet port to disk. *
* 3. Download version image by serial port to disk. *
* 4. Download version image from USB device to disk. *
* 5. Misc functions. *
* 6.Reboot. *
* *

kkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkkhkkhkkkkkkhkkkkhkkkkkkkkkkhkkkk

2.2.2 bootLoaderIifE1 B EMEESH

BIIRE M T, IO R AR R BT R S . SE A S HULR 2-1

FR2-1 B TR )5k BB B

T RERE &
T eth0 ANBETE SO B
ARG 44 tsos.bin S E
(Startup image)

AR 1P hE 192.168.1.176 A SR E
(Startup local)

AR 1P b 1k 24 AR E
(Startup mask)

i 55 2 1P itk 192.168.31.177 QEE s
(Startup server)

W 2 1P HbHE 192.168.31.1 A E
(Startup gateway)

T ESRA T B HE S ARG, KA AR ORI PC LAY AT 46 (0 R 3 T CR 3
PICIALER 2-1 ) AHIE; {E PC HL_EJA 3) TFTP server B4 [al A S

fic & M 4% 2408 i bootLoader 2 HL 1) Th g
1. Configure network parameters.

RS, R 1 ACE M S

Please input your choice:1

Do you want to edit startup script - continue (y/n)? y

Startup image: tsos.bin

Startup local: 192.168.31.176

Startup mask: 24

Startup server: 192.168.31.177

Startup gateway: 192.168.1.1

Are you sure to store the parameters above - continue (y/n)? Y

ERSHIE LW
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Startup gateway: IR PC HLFI# ¢ EUEBALE —DNRBM A, ITATRELELSH (&
BCRBGXFEEAD . a0k PC A& A AEAN R ) R N, X AN bl FH R 6 B 1026 1 1Y
FH k.

Startup local: T #ARAKS &4 B8 A H 1P Hidik.
Startup mask: N R A B 4% BT A 1P shhEHERD .
Startup server: PC HLi IP Mkt

Startup image: WA SCHFSCHE4

2.2.3 bootLoaderThgE2 MILE T &4

FEEERIRIRBIGI IR . PR M S HO B IEFIIG LR, g%
2. Download version image by ethernet port to disk.

A AR SO N8O B B R R . TN 2R E R
Downloading tsos.bin......

Download success, vsos.bin length:26800640

Begain to install files......

Install /boot/kernel.img......success!
Install /boot/rootfs.img......success!
Install /boot/sign_rul.gz......success!
Install /boot/security.gz......success!
Install /boot/av_lib.gz......success!
Install /boot/ips_ver......success!
Install /boot/av_ver......success!
Finish to install version file!

TECEHEEEE e, RGUILA ARSI VSOS FA

2.2.4 bootLoaderZhgE3 BOTEH A

N ERAT LT console 1{# F XMODEM il R # A SO ik
3. Download version image by serial port to disk.

filan

Please input your choice:4
Please change baudrate to 115200 and transfer file by XMODEM protocol.

BB LR IR)E, 15K windows 2 b 1R R BB DY 115200 CF 1 ANTR T 3G,
FFEBERE, NG ADER A IRN “RIESCME” %4, EFE XMODEM Bl &S LRI
R, IFHERIE . SCHAE IR IR .

SCPHARRATHR, ARG ITH:

Download complete, please change baudrate to 9600.

PACK]
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BE ERRRE, 1R windows 2 AR E Y 9600
THGEERRER W, RG] LLEN SRS A ROA

2.2.5 bootLoaderTigE4 USB T &k 4~

BN U SIFE3I)5, 7T LAE bootLoader 3¢ HHik %

4. Download version image from USB device to disk.

ERE U i AUl A SO tsos.bine REESBRRCASTIE I U A Hh 3z H 7476 2143
b

TEGERE R E R B, ARG AT LUEE N SRS AT RRA

2.2.6 bootLoaderLhgE5 Z:INThEE

TR
5. Misc functions.
SRENIRTDIRE TR, RASFTENH 7R sk I

kkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkhkkkkkkkkkkhkkkhkkkkkkkkkkkk

* *
* MISC FUNCTIONS MENU: *
* 1. Clear current configure file. *
* 2. Recover backup configure file. *
* 3. Modify system clock. *
* 4. Reset administrator passowrd. *
* 5. Fix CF card file system (EXT2) *
* 6. Fix hard disk file system (EXT2/EXT3) *
* 7. Exit. *
* *
R

FN LI BE T -

1.Clear current configure file.

THER AT RSB E I, 2R ORI, WA
2.Recover backup configure file.

WU HTAC B SR NS IR, RERE AW S, E SR !
3.Modify system clock.

MBS RGN B IEFRZIET, RESE IR, WFPIR:

Do you want to Modify system clock - continue (y/n)? y

Year: 2008
Month: 2
Day: 20
Hour: 6
Minute: 39
Second: 17

Current time: 2008/02/20 06:39:17. Are you sure - continue (y/n)? y
NG, RGN RE .
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4.Reset administrator passowrd.
ZIRIUATAE N R SRS B RN B R 112, 1ZZhBE RAE R — IR s A28,
PR Bl 2 7 B N Bk B i 4
5.Fix CF card file system (EXT2)
ZIETUHE B HEE CF RIS RS
6.Fix hard disk file system (EXT2/EXT3)
TR B B AR B S R G
7.Exit.
ZIUR A B E— e,

2.2.7 bootLoaderThft6 ER &

TR
6.Reboot
CIRYSEER7 &
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ES

Hor
FP
1

3.1 #fiAk

ARG R RS R R, HHGBARERA)E, HTRE.

3.2 R E LK IEIT

AGREL TR RIE RS CPUL. WAE. IRBEAERSRIE, MM BIAIREHL R
BEATIE .

3.21 BEESIFCPUFIAZE

WA IR
A ER HE R 5 2T cpufl AR
FW# show cpu usage
Core 1Min 5Min 15Min
BOS 0.07% 0.10% 0.10%
Appl 0.85% 0.86%  0.86%
HIR2 BEAN R IEECE T R
FW(config)# sysmon
WIS RCE M RGCPUAII

FW(sysmon)# sysres cpu 85 FIRALE R4t CPU I F AL N 85%, %
GBI R LB Y 90%.
ABRA HUHH EH ORCE R cpuliizEfl, IKE RGROME
FW(sysmon)# no sysres cpu
FORBUE A H CRLE CPUMR ISR, IRE R GBI MR 4H90%.

322 MEBMIFHEFIAZE

Rt

HE B RGN ARG
FWH# show memory
Memory total 13903 MB
memory free : 950 MB
Shared memory Total: 2046 MB
Shared Used: 563 MB
Total Hugepages: 1023
Free Hugepages: 731

FWH# show memory usage
BOS Mem Usage  :48.79%
Shared Mem Usage: 27.545% (563 MB)
HIR2 EANRERET A
FW(config)# sysmon
SRS BCEMERFNAER
FW(sysmon)# sysres memory 85

PRI E RGN AT R MR 20y 85%, R BN 2B 90%
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LIRS

BOH A A CRCE A IR E, KRR GE0AME

FW(sysmon)# no sysres memory
FoNBGHE A A RS E P memory IS L (H, WE RS BIA AL A
90%.

3.2.3 B ENSIFCPUIR

Wb B8

g

TE RS A Aicpuili [ R1{E

FWH# show sysmon monitor cpu_temperature
sysres cpu_temperature 80

L2

BEN ML B A

FW(config)# sysmon

L3

fic & 1% RS CPUIR JE BIMH

FW(sysmon)# sysres cpu_temperature 80 /At B ¥ 4T 3Lk N
80, FRZGEKIAEN 90

IR

O R B Fcpu I P, WAL Bk

FW(sysmon)# no sysres cpu_temperature
FOoNBUE B CRERICPUIR B IRIE A EH, KE RABIAGIEILLE
90,

3.24 MEBIFRGEERY

IR

G2 HENRFERCE T A
FW(config)# sysmon

HIR2 ME R RREEL

FW(sysmon)# sysres session 20000
Foril B RGER UL 20000 4, RS BRI LA 10000

IR

BOHR T B SR E RN R E, KERSEBOAME

FW(sysmon)# no sysres memory
FoRBUHRIT H G B R R GUE RS E, E RGBSR
1610000

3.3.1 EEREKE

IR

pZd HENRAERCE T A
FW(config)# sysmon

AR LB E N

FW(sysmon)# sysres flow 1024000
FoRBCERE RS, WARARGRE AT 1024000 /% .

L3

O I e 4

FW(sysmon)# no sysres flow
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3.4 R HE

3.4.1 ELERSCUE

LS R
| Nl
FW(conflg)# sysmon
2 Fie B4R S 4z
FW(sysmon)# sysres packet 1000
FoamBEHRCEE, R RS SCHOCT 1000 MHRE .
F I3 HUH RS 4z
FW(sysmon)# no sysres packet

3.5 NAT EIEHUSIE

3.5.1 ERENATERER KIS

WA IR
A ER HENRFERCE T A
FW(config)# sysmon

HIE2 B EnatEEEUNE

FW(sysmon)# sysres nat-session 1000

For BB nat ERHUE S, WIR nat BN AGEFBUE AR T 1000 JUHRE .
AR UM natiEEHUR R

FW(sysmon)# no sysres nat-session

3.6 Az MIEEE AN

3.6.1 REAZKESESR

Ui log (netlcpulmemory|cpu_temperature|session|flow|packet)
(local|sysloglemail)

KETFMSH B
(net|cpulmemory|cpu_temperature|sessio  netFE 7 [ 2% s 42
n|flow|packet) CPUFR IR R BECPUR I 2R WA %

memorys& 7~ £ 4t A7 26 1
cpu_temperature & 7~ CPUIR & 4%
sessionF s RGEEFUL S
flowZ /R it it I 4%
packetF /s SCER

(locallsyslog|email) local /R0 EEE B RIERIAM B &, BN
syslog /L 1 15 & k:é%ﬂsvsmeﬁ&%%%
email 3 7 40 15 A5 2 R B BT T L ) S A b
HE
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3.7 B ARG EIEEERER

371 BERAGEHIETLEER

HE TRRGRERE

FWH# show sysmon config

sysmon
log net syslog
log net enail
log cpu local
log cpu syslog
log memory local
log memory syslog
log cpu_temperature local
log cpu_temperature syslog
log session local
log session syslog
sysres cpu 85
sysres cpu_temperature 85
sysres memory 85
sysres session 15000
sysres flow 1024000
sysres packet 1000

3.8 B & =

3.8.1 SEME

FERT AT W E RS IE

FW (config)# sysmon

FW/(sysmon)# sysres cpu 85
FW(sysmon)# sysres cpu_temperature 85
FW/(sysmon)# sysres memory 85

FW (sysmon)# sysres session 20000

FW (sysmon)# sysres flow 1024000
FW/(sysmon)# log net syslog

FW (sysmon)# log net enail

FW/(sysmon)# log cpu local

FW/(sysmon)# log cpu syslog

FW (sysmon)# log cpu_temperature local
FW (sysmon)# log cpu_temperature syslog
FW (sysmon)# log memory local

FW (sysmon)# log memory syslog
FW/(sysmon)# log session local

FW (sysmon)# log session syslog

BEARGHEEMSR, TEGH web 7H, HAAE> REAE>RGEFF, AFHE.
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RESEE

KA E FRA
SIEEHEH.

UELIhRE, HIEETOIRASKI BTSSR FW B

EAIT S, B IR RO IR 2 2 B .

JRE R B SS JA, BOR R T REAT M, R X 0 O e A A
WEER KN ERE RN A& — BT ERIRS, HERR LN E 4 2 REERRE.
B G IR, AT T e R B T, IR e 2 O S AR EE

SEEHFEEIR:

MBS
et (B L )

B

B

SET/ I 1P/ 038 110 1
UpTE!

FASRARTEARRE:

RGUER DA A e B AL
RGER S P U F e B Bz A,
AGAERER LA P U E B R S M .

o MICEREH: ZBCHATERE, SIS AERANER.

o MMICHIEREH: R UCHATITE R P AL T A E BRI

o IHMUCEHESEAREH: M UCERT— 2B A T U T AR T E RS IR
42 iLESTRETE

421 BEEREER

®ALSEEERERERSE

R AR E A

i fe/2% EIRZS (enable/disable) enable ] B i
TCP SYNSENTIRZS Z AL 7] 20 QEB g
TCP SYNRECV IR Z AL I 8] 10 QER:
TCP ESTABLISHED:R 222 Ak i} 1A 3600 ] O
TCP TIMEWAITIRZ Z LIt} a] 5 QB
TCP LASTACKIRZZ AL I 1A 5 QEB g
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TCP FINWAITR A Z AL I [A] S A B
TCP CLOSE R &AL [a] S QEE g
TCP CLOSEWAITIRZAZ AL 8] 5 QER
UDP HALFOPENIR 7 Z Ak It ) 10 QER
UDP STREAMIR Z52& 1L ] 30 QER g
ICMP AL [ 10 QER g
GRE & Z A ] 10 QER
GRE STREAMUARZS ZZAKINH[A] 30 A
HE W UECEAE [R] 30 QEE
422 XH/BIIEIEEERSE
BL B DR
B2l configure terminal HEN 4 R i B A
5 IR2 no ip inspect service FIE SR E RS
IR exit B H 4 R B

] ip inspect service 7] LA ¥ 3 s G B E RS, HHKE BIEERLE .

12k 2 EERIRS G, S agH T 2] 5 —m K

NG

TCP SYNSENTIRZ Z AL [i] 120
TCP SYNRECVAR A ZALET ] 60
TCP ESTABLISHED!R 4 % {1 i) 43200
TCP TIMEWAITIR 45 % L1 5] 120
TCP LASTACKAR A& ZALE ] 30
TCP FINWAITIR A Z {b B[] 120
TCP CLOSEMR A5 & (LB 1] 10
TCP CLOSEWAITRZS Z LB i 60
UDP HALFOPEN:E 75 3% £b, Bt i 30
UDP STREAMR A& 2 AL i} ] 180
ICMPZ LI} ] 30
GRE -3 2% 1L I [ 30
GRE STREAM:R 2 {b B[] 180
HE P E AL ] 600

4.2.3 BLESEERE L

FoE AV IR

2

configure terminal

HEN )R B AR

£ Ix2

ip inspect idletime tcp synsent-time
<0-1728000>

B B TCP SYNSENTIRZA Z 4L |

s

ip inspect idletime tcp synrecv-time
<0-1728000>

it B TCP SYNRECV R 7 & {LInt 7]

AL YRA

ip inspect idletime tcp finwait-time
<0-1728000>

Bt B TCP FINWAITIRZS Z AL 8]

YRS

ip inspect idletime tep
closewait-time<0-1728000>

fit B TCP TIMEWAITIR A Z 40 18]

A I%6

ip inspect idletime tcp timewait-time
<0-1728000>

fit B TCP CLOSEWAITRZA 240 8]
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P | ip inspect idletime tcp close-time JLE TCP CLOSEARZSZZ (LI [A]
<0-1728000>

F I8 ip inspect idletime tcp established-time it % TCP ESTABLISHED I 75 & 4k i
<0-1728000> ]

F 9 ip inspect idletime tcp lastack-time BB TCP LASTACK:RZ Z AL A]

<0-1728000>

10 ip inspect idletime udp halfopen
<0-3600>

fit B UDP HALFOPEN:{R 7 (kI |A]

N ip inspect idletime udp stream
<0-1728000>

fit B UDP STREAMUR & 2 4k IN ]

12 ip inspect idletime gre timeout it B GRE: %1 H (L IN ]
<0-3600>

PIR13 ip inspect idletime gre stream [t B GRE STREAMIRZS Z AL [A]
<0-1728000>

SEN ip inspect idletime it & 4% B S L i)

(tcp-idletime|udp-idletime|icmp-idleti
me|generic-idletime) <0-1728000>

#1892  no ip inspect idletime tcp all

TCP R4 2 AL I ] 4 3  R  BR A
Iz}

J;0%23  no ip inspect idletime udp all

UDP £ 1R &5 22 AL I [R] 438 Pk 2 o BRAA
18

#1594  no ip inspect idletime gre all

GRE &R & & AL Ik 1] 4= &k B2 9 BRI
18

126 no ip inspect idletime
(tcp-idletimejudp-idletimelicmp-idleti
me|generic-idletimejall)

B BCE A K N ER A

JPIET  exit

IR H 4R e A K

51228  show ip inspect idletime all

SR 2 ETIP INSPECT AL 8] Iic B

L L &2 m ] no A & HUH & A & 1 E, EHKR RIS E .

SR«
2% ] RELE
<0-1728000> EALI A, BALED T

(tcp-idletime|udp-idleti

melicmp-idletime|generi 4% fE Ak I A
c-idletimelall)

B BCELETA], tepBiudp  TC

4.2.4 FE MY ERE

W0 2 50 2 AN R DR EE S AR A RN IR e, DAORIP B (MEE B £ FW 1,
X TCP P4 d, BRUGEIN I [A) 2 1 /8, UDP #1305 30 #5.

AN R P R 5, RO

R LR B AT A5, A RIE AL, 4

e FBOERGREIN MR, J5SE 8 ok % .
PAUCE P Th RESR (Bt 150 B AT 8 IR SR N I TB] B DI E, T AR R Ao 7 A I W) 2 PR i

el P

Mo & DR

P configure terminal

HEA 2R B A K

p Y protocol manage NAME

He B — TP O BRI N P U BT
=1

I3 description LINE

e B 4k

4-43



R TQ-2000 P ks 247 FM

R4 protocol <TCP | UDP> it & Hp i

6 port <1-65535> ACE H s

L I%6 timeout <1-65535> JiC BRI IR 1], B Dy o)
REWNNERE, FNaWntl 2R seyikid, S3HEeitis
ﬁaﬁ 7J_ /K\i )01( o

EUESE

4.3.1 EFESETHE

FI show ip inspect count
host# show ip inspect count
System
Connect sum count: 38441
Complete connect count: 38418
Connect rate count: 6298

4.3.2 EFESERINELATE

NG
55
-t

show ip inspect idletime all

host# show ip inspect idletime all
TCP syn sent time: 20 seconds
TCP syn rec time: 10 seconds
TCP idletime: 3600 seconds
TCP fin wait time: 5 seconds
TCP close wait time: 5 seconds
TCP last ack time: 5 seconds
TCP wait time: 5 seconds

TCP close time: 5 seconds

UDP Halfopen time: 10 seconds
UDP idletime: 30 seconds

ICMP idletime: 10 seconds

GRE idletime: 10 seconds

GRE stream idletime: 30 seconds
Other idletime: 30 seconds

4.3.3 EFIEELAERE

A show ip connection all [<1-1000>]
host# show ip connection all
Protocol: TCP  PolicylD:122 State:Complete Expire: 00:00:04
SrclP:20.20.2.2 DstlP:12.1.1.22 Existed:00:00:03
SrcPort:26386 DstPort:21 Coreld:1

(RouteCacheOrigi)Outif:vlan201  Nexthop:00:15:2a:6e:5d:36 HHCache:14
(RouteCacheReply)Outif:vlan21 Nexthop:50:12:13:05:15:00 HHCache:14
Application:ftp
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HIR2 show ip connection protocol (tcpludplicmplgenericjall) ip source (IPADDRESS |
any) dest (IPADDRESS | any) port (DESTPORT|any) state (complete|halfopeniall)
[<1-1000>]
host# show ip connection protocol all ip source 20.20.2.2 dest any port any state all
Protocol: TCP  PolicylD:122 State:Complete Expire: 00:00:04
SrclP:20.20.2.2 DstlP:12.1.1.22 Existed:00:00:03
SrcPort:26386 DstPort:21 Coreld:1

(RouteCacheOrigi)Outif:vlan201 ~ Nexthop:00:15:2a:6e:5d:36 HHCache:14
(RouteCacheReply)Outif:vlan21 Nexthop:50:12:13:05:15:00 HHCache:14
Application:ftp

S«
4 i R E
[<1-1000>] R RN IE R I
§tcp|udp|icmp|generic|alI EZanISVAUN AT I
(IPADDRESS | any) FIPHLHEVTAC 7R Any
(DESTPORT[any) 22 H 5 K VLA R Any
(completelhalfopenfall) % BR AT EE BoR G

IPADDRESS = VL4 A\ IP 3o ht/36 B /46 5L 3 4491 X,
DESTPORT ] A% \3% 12 5 /30 B 2 #75 X

4.3.4 BRI & EIERE

R clear ip connection all

Mtk L AT % & PR E 4,

4.3.5 Gt ELAIER

R show ip connection statistic (source-ip|dest-ip) [IPADDRESS]

host# show ip connection statistic dest-ip
dest-ip 207.46.113.221 count 3

dest-ip 207.46.120.32 count 2

dest-ip 207.46.108.15 count 1

dest-ip 65.54.195.185 count 1

dest-ip 192.168.31.103 count 1

dest-ip 207.46.26.127 count 1

1152 show ip connection statistic port [DESTPORT]

host # show ip connection statistic port
dest-port 1863 count 2

dest-port 80 count 1

dest-port 53 count 1

dest-port 1940 count 1
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S«
4 i R E
(source-ip|dest-ip) R IPIE A H (1IPSEit p
[IPADDRESS] IP kit B 1Pt
[DESTPORT] SR An] Jr A ity I

IPADDRESS T A% A P ¥ ht/38 B /3675 3 A4 95 X,
DESTPORT ] A% A\ 3% 12 5 /50 B 2 #4715 X
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£

5.1 Bt & LK M im

5.1.1 LKW O #Rid

TR IS P DA A D ity 11 AT DA SI AL B e PR R L O AR R DA R i 1 6 S5 5 ) e
XF T DA 4, Witks2g 1000M MR, WZFRETZN ge, thin ge0/0, gel/0 %545%; N
H 72 10000M M+, WIAZFRATSN xge, Hhin xgel/l S555 . B4 RIFTA it Sk IRE R
AT A

5.1.2 ELEPAK Mg O

1. BREECE

R1-1 i 1 E R E G S
HE Y RE &
Ui T E P Bc B (auto-negotiate on/off) on ] DL R
¥ FIMTU(mtu) 1500 AT OLE
Ui 14 BEUIR 25 (shutdown/no shutdown) no shutdown ] LAR ik B

2. RH B ETIRE

BOAEOLT, I 2402 AU, EE BT, K PrE S80S H 3h P R
ff, BB H S

JE 3 1 P T BE IR 2D R -

S configure terminal AL R E L
U2 interface IFNAME HE K — interface
%3 auto-negotiate on J& Hvm D E Wi Thie
IR end JEEL S N

125 write terminal SRl E

3. BRI
BOAEOLT, s DS HCE AR K. A BREIIREE, WL DS Bt T E .
5 P 3 1 PR Dh e 2D R -

FIA configure terminal AL R B

L IR2 interface IFNAME HE K — interface
pI%3  auto-negotiate off 2% F i L B Pr i 2hRg
A4  end BRI AT

HIR5  write terminal o E

SO % 0 8 BT R RATI 9, R P L K I 30 8
S WBEARET MBS TRE.
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4, WLHE

KT 5k 22 AR 77 1) BT DL RIS AR 55 8 o 280 T AT DASE IR ) (345, (HAREE A
Jy ) BRI AT, AR A B it AT . HIEE A HUB AERS, BB DKM E A X T
FR; S5 LAN SWITCH #HER, —E LUK O 4 TR,

e B i 1 X ASE ) A 3R

ol | configure terminal N4 R B AR
5182 interface IFNAME HEH—interface
L3 duplex (fullhalf) e 3 1 A TR
Sl end B RS T
JGIEG  write terminal R E

SR

duplex (fulljhalf):
e ] REAE
full AT XA RE
half X T iy E

5. HRRE

Ui IR RN T i SCR e B A %, 38 % N 1000M, T IR 345 i % 5 10M . 100M
F1 1000M ., A8 WX 2% FLIBE R £ 1T DA IE R TAE, 0 0GR UE AR B2 (1 5 1 ity 11 FC 2B A AR [F)

1B
S 13 R L 2D PR

S configure terminal NN
FE2  interface IFNAME Y Ainterface
;%3 speed (10]L00[1000|10000) eI
Ss  end SRR T
HIR5  write terminal S E

= J F k3% 0 R AL % E 1000M & %,

6. FRH%G O
Uity G A JE B A FRUSOR B0 s BT R G i R LA B, (EZ 8 1 0L N AR X
FEA
R P IR
I configure terminal HEAA R B
HIR2 interface IFNAME N H—ANinterface
%8 shutdown KA O
4 end B RS A T
JGIES  write terminal WoRICE

7. BBEE O IP Huht

it 118 1P ik vy DAGE e 4 75 2GE

1. ERARCE: FRATEE P itk

2. DHCP J53kHL: i#id DHCP J7 M DHCP AR5 2535 E IP ki, [5] B A B 21 A o
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1 DNS % &

Ao 1 #RRE 73 A EC E AR 1P Mkl 7 =, (R AL E — M7, i al i 4Hix
PFHAN[A] :
1. #& P
e B v 1 ERAS 1P [R2P IR

| configure terminal AL EAEEAER

Py ] interface IFNAME N F— interface

#I%3  ip address A.B.C.D/M T8 E D IPHLLE, AB.C.D/IM NP

H b FIHFERS K R

il end B RS T

IG5 write terminal BRI E
2. DHCP 5=
A & o 13853 DHCP 77 SR b (1) 2 3R «

2 configure terminal N2 R B A

%2 interface IFNAME HEFE—/Ninterface

#0%3  ip address dhcp metric <1-255> gw it B #1138 - DHCP 3R B IP Hu bt
(reset|default) dns (reset|default)

JEg end B ERARUEA T
ARG write terminal Bl E
ZHA :
ip address dhcp:
28 TiEg REME
metric <1-255> Bo B B DHCP R B ik 6
HANEE, U <1-255>
gw (reset|default) o B eI 3, reset ZRIAA A%k
4 f#i Fil DHCP I 45 %% 35 &
BRI, defaultofs F & 4
JEAT (T 5%
dns (reset|default) fic B DNSHIFREUT 20, reset  BRIMNAA) %
i f#i Fil DHCP I 45 %% 45 &
HIDNS, default}yffi | &4t
54 IDNS

81 M no ip address 7] DA R 24 A £2 L 1P bk &
[ no ip address dhcp =] PLERIH 4% 171115 dhep client % & ;

8. LB N MTU
FECH) MTU FH T4 il 11 R S CRIE K
SR B 1 (430 5K -
ol | configure terminal N4 R B AR
35189 interface IFNAME N — interface
H I3 mtu <68-1500> T g 1 KRR UK, B4 1500
il end B R T
] write terminal oL E

9. HCE 3w D EE) I
S 1 71 SR 2 R A3 1 e 0 0 4% ORI JER S T 3 1 2
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U7 ia) m] AR 1l X6t i ) 2R 1], PRI & I 2 18T
TiC B Uiy 1 R ) f1 2

HIA configure terminal HEN A R i B AR
S UR2 interface IFNAME HEA I —ANinterface
At ] allow (http|https|ping|telnet|ssh) i B S 5 TR )
IR end B BB
025 write terminal BRI E
SHULE
allow access:
24 PiEH BETEE
http RYFEE 2 @ HT TPy
NEH B &
https fu VPE#E 2R 18 I HTTPs
ﬁgﬁu%
telnet FOVFEEEE id Telnet 5
X%
ssh B 2E E it ssh oy =
B &
ping g VF BY AR L A TR
Pingi% 4%

LB I B RAE [F]— A L AT BLRIINHT IR 24, WA &

10. Fc B % M 542

VA AE T AR S 1 P44 AN 4% TR 1 42 7 R — 350 E&%%ﬁ%tﬁ*
AT AE T HEEANC AR DAL, 75 O SUR R B 4 7. B aliasname 4
Al AL AN b 1 B — AN B 3 4

A& B0 11 3l 42 1) 25 3R

R configure terminal HEAL R B

S IR2 interface IFNAME HEAHE—ANinterface

123 aliasname NAME Jic B 3 15048, NAME s E1 1 5 44
IR end B BB

UG write terminal o E

5.1.3 EREEH

EVTERPA
Hiﬂﬁlﬂ geO M Z % BN 100Mbps, X TR E T, KM gel.

| HEN DAOK 4 i 170 B A 2
host(config)# interface ge0

W2 KB
host (config-if)# no auto

HIRS e & 31 1 geOF) 117 & y100Mbps
host (config-if)# speed 100

L IRA i 5 i 1 ge0 g 4= X L LAE AR
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host (config-if)# duplex full

] oK M3 1ge0
host (config-if)# shutdown

5.1.4 WAKME O sz 5S4

1. BERmOfER
BIRFEA GG 045 B 5 5%,

| WRFA I O HE B
FW_A¥# show interface ethO

eth0 Link status is up,Admin status is up

aliasname ethO

mtu 1500

HWaddr: 00:92:25:26:00:08

auto negotiate: ON speed: 100 duplex: UFLL

inet addr; 192.168.0.10 Bcast: 192.168.0.255 Mask:255.255.255.0

UP BROADCAST PHYUP RUNNING MULTICAST MTU:1500
Metric:1

RX packets:8738 errors:0 dropped:0 overruns:0 frame:0

TX packets:6556 errors:0 dropped:0 overruns:0 carrier:0

collisions:0

RX rate: 2 packets/s 370 bytes/s

TX rate: 0 packets/s 0 bytes/s

Show interface i< AN & F A 11U 27 i A 3 1 AR A A2

5.1.5 &FESHT

PN 5 U DA W g 1 2 75 IR LA

FEMZAAE/NE, A PCHL (PC HLS B A T 17— RN Ping B i LLKRI L, W
ST RE IERAIR (7] 4 5 0T

FE R L8 BRI, B EEEOUT (A0 e a6 AAS e BL) ) 3 1 8 T 2, LSRR RIS i) £
TR ARG

p X P T A A AT — TS e, AT DA R e 4 K BRI I TAEAS IR 3

FEFIN LKA #8225 a2 Rk Hr s

B YELR& IER R T IR

TEPIFR G A IR B BT, X2 ity 10 B9 Link F 2R 4T B2

BB EREI T HE R E R

W —J7 TAEF 1000Mbps #=, i 55— )5 TYET 100Mbps 0, i DAL IER T
fE. WFERIMA: FLE N 1000Mbps B —J7 & A down; ACE 9 100Mbps 15
S — 77 W A 1 UP. S Fax piighes, R 2§ speed iy &% 52 X7 138 2 ic A
— & RIA],

B EFERUT 2 4T 7] — W 2%

TERRUT W AAE T IR — W 4%, B 38 W 2 bk —AE 7 R AL EEAS [F], BR3P 2 M i
AN—FE, iEM ip address #r 4 IERfE IP k.

BB ERXTT TR B —8 (Hrh—T7 A%

O TARA 8, BI—77 TAE T AT, 1 50— 77 TAE T TR, s RBA
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L RO, iR B TR — 7 o R (i R Hub %8

AP B TG LS SR o) BB A TR A — 5 U e B K
s, IR, SUFEOTE.
7] il show interface [IFNAME]fir4 85 LAK WIS (0 FRS B 36, b B4 — T L st 79
BEVNSS BN ApIEST]
EERIE I Hub I, REZ AR TR T AR 7636 4% Lanswitch I, — e ffl il 4000 T4
R TAE.

5.2 Bt B VLANEEO

AT K4 VLAN G E, WA B
VLAN HEi&
fic B 422 1 5 28 1 B % )2 BN VLAN

5.2.1 VLAN#iA

FE—/ BRI P 5 38 30 g 1 ) K143 s 8 R 3 X P 1) 45 43 DR LA & B ML B,
FHZE N5 £ 2 [A) T DL B @ T, T 2220 S8 AS (R 4 ) i o5 B AT s TR, 20T
=2 B B o I IR R 3, — AN R 3 g [ R 43 R LA A LR R R
X AN ] AR LEL AR O R ADL R 8k (VLAND . IINE] VLAN g4 1y A or 2 tag 5
untag, tag 77 20 E ] 802.1q PMTREALBEHMIR ST, untag 75 =) R BEALFE A vian
PR I i LR AR SC

VLAN 32#F STP #i%, STP (Spanning Tree Protocol) J&4 st il (3L 455 . %
ORI IR R R4, 3B — 5 AR SE LR AR U4, TRI IR 0 14 19 48845 BY 1 T 38 i F A
TR, I JRE G R SCHE A 1% P9 265 v P 33 26 N TE BRI 38

5.2.2 BIJEVLAN#EO

VLAN ID 18 B8 81 «
BE45 K VLAN ID {H a2 1-4094, XAMEZEILEA vian vianid 84 BE R, #la,
WA T —/> VLAN ID A4 10 [#] VLAN, 4544 vian 10.

et B 422 11 358 26 (O 4% 2 WSO VLAN 25 3R

22 vlan <1-4094> I T-A1EVLAN, <1-4094>KVLAN ID.
LIR2 Interface VLANNAME 5B i PRI P b b 2%

5.2.3 FEOMAVLANF

L untag 77 20K NN VLAN ()25 5% .
G interface NAME 3N 1
HIR2 Pluntag ) 75 208 A% A0 —SVLAN, Al I 1% 5%
untag VLANNAME C1 74 1P LB e

L tag 177 20K DI\ VLAN (125 3%
B2 interface NAME HEN—N
L2 bhtag ) 77 306 A< CIIN —NVLAN, R %3 0
(29 VLANNAVE BT 47 1P A WO
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524 BEEERHNER

VLAN BB (5 B Enmé:
R show interface BoREOER

é 1) F—Aspo i AN —A VLAN BF3%35 2 697 A 1P #e bk 3545 M
1298
E2 2) e N AkETE4Y 3% 0 R A A VLAN,
3) Fl—AN3% 2 R & untag 2] — 4> VLAN,
4) Bl—/ im0 ALBE tag X untag ] B —A> VLAN ¥,

5.2.5 BCEMFSTP

STP (Spanning Tree Protocol) J& 4 St i I 0E 3465 o i FSUnT L T30 2% I 2%,
T RS AR TUAR [R5 X 245 B R TE B 2% (B B IR 285, WA 3 G 4R S
TEIR IR 245 v (1) 386 4= RO G PRAE 2R

RIEFKIGTED, FFERE STP Thfg

Fic B AP 3R -
iy | configure terminal SN B AR
AyE2  Vian <1-4094> HEANVLANE: O E
Jye3  bridge stp (enableldisable) T 5tk HISTP I fig
B E MR SE R
fic & P BR
P | configure terminal HEAR BB
2 vlan <1-4094> HEAME DA E
513 bridge priority <0-61440> Hic B R O S %
SR -
M k] REBE
priority MO RE, T 32768

0-61440

it B M#F &% bpdu hello B E]

fic & AP PR

51 configure terminal HEANTLE R

I 7] vlan <1-4094> HEAME AR E

13 bridge hello-time <1-10> fic B & i%bpdu hellof} &
SR

M k] REME

hello-time JziZhello bpduf[a][alkE, 2

Vi 1-10

BB M STP B RZALET ]
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o B DR
P, | configure terminal T B
i) vlan <1-4094> AN O E
4pg  bridge max-age <6-40> AL B STPIR A Z LI 7]
SR
S5 PiBH R ALE
max-age STP i K& )|, 8 20
6-40
i B P RS T 2
B B DR
P | configure terminal HEAR BB
iy ) vlan <1-4094> WA O E
g bridge forward-delay <4-30> Hic B iy 1 RS P S
SR :
S5 PiEH RETE
forward-delay R AR ZE, JuE 15
4-30

A B RS, & ERE PR AR .

\ 3h D #E3REF A 2 45 FF B STP &, 3% 2 A listening 2| learning
B %) forwarding % 4 &4 B 18] 18] [

5.2.6 E RES

VLAN T¥EIEH TAE
e TEVLAN BB AN I C1 2 ) 5048 To 4
ST S R 1) R T5He IR %5 NN BRI
2) BB IEH
3) UGPSR T IR GZi 0 ADminiR S £ 5 ZEup)

5.3 Bt & 1E AN
KA AR EONRE, NETEAFR:
% W M ML iR
Hic & A

5.3.1 BEAELAE

EH MM DhRe W) 2 tH DEC ARIFEH, FF# 802.1 & M2 RN Al . 35 B RS IR
W 2GR SRS R, TR, &) T2 3% . M S RF STP #1%, STP (Spanning Tree
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Protocol) & ZE s B IS 3C4E S o WM AT I H] T IR B N 2%, JEIE 2 SRR S LS
FRICAR, (RIS RE IR X 2% 2 BY TSI % FROAR RS O 2, AT 3 e 41 SCHE A B I 24 v ) 4 2B
TEBRAEHA -

5.3.2 fIEHHEO

PEIE N PR
7 Interface bvi <0-255> TR BE 11, <0-255> WHfdl = .
A2 Interface BVINAME BB R IP L4

5.3.3 HEOMAERRFH

YR LU 3133 B M 20 3R
AP interface NAME HEN— AR
22 dge-group <0-255> Kl DU BEAMRALS IIE N, R 2230 11 1)
B A 1P b4 45 ) o

534 BEEFERHNER

ERMEERE B ErmS:
P show bridge-group <0-255> SR EHANE R

é 1) F— Ao N—ANERHI D G P #hb 34k Ml
%,
G 2) T NTE A kS 6055 O AL e N iE A
3) A F|EIAH R VLAN 6935 0 T 4% Ao N & B4R,

5.3.5 ECEM#FSTP

STP (Spanning Tree Protocol) & S T4 S o i Wit n] B F T 3R B 9 265,
T SRS AR TUAR [R5 B Bl TE 2R % R 28 I 28, AT 38 B AR SC
TE I I 28 v (1 188 A2 R TG BR A A

RIEHHIGTE L, FFERXM STP Zhfg

fic & AP IR

1 configure terminal HEANTLE R

159 Interface bvi<0-255> BEAMFZ I C B

LIRS bridge stp (enable[disable) HEFEIT R TR HISTP I RE
i B SE
fic & AP BR:

5 configure terminal HENFCE RS

LR Interface bvi<0-255> BEAMFE I BC &

L3 bridge priority <0-61440> W B R S 2
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SHRY:
BN i RARE
priority W ORI gE, o 32768

0-61440

BB M K% bpdu hello B}E]

BB P IR
iy | configure terminal N E R
i) Interface bvi<0-255> MO E
S 1E3 bridge hello-time <1-10> fit & 2 % bpdu hellos ]
SR -
ZH BLE REE
hello-time K i%hello bpduff[AIfFIEG, 2
JuF1-10
BC B MIHF STP B KEALIT 8]
Pic &V IR :
P | configure terminal T B
iy ) Interface bvi<0-255> M O E
g bridge max-age <6-40> B B STP R R Z A I [H]
SR :
28 BiBA REIE
max-age STPH K& i), & 20
6-40
B B R RS R i
e E VIR
P | configure terminal T B A
Py ) Interface bvi<0-255> HEAMFE OB
513 bridge forward-delay <4-30> TR s 1R B ) 28
SR :
28 BB REIE
forward-delay Ui FUIR S B e b 32, 75 15
4-30

A ZRFMRERS. ZERETCHFNELERRS,

\ S O B3B8 & 45 FF & STP &, 3% 22 A listening £] learning
B 2| forwarding 2 AL &4 i 18] 18] 13 .
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5.3.6 E= R EES T

B TIEER T/E
HUPEI 5 FEZE WM B WA S 11 2 1) 08 TE i R
T AT SRR 1) F& 54 IR A R 5 1IN R A
2) BRI
3) I FUIRAS A& 7 IR (%3 1 Admin{RaS 2 15 /& up)

5.4 fip & B A Trunkiz O

5.4.1 #EEE Trunkifiid

BERR R G Trunk 2l & 2 DMER SO — ME RN RERE, T 3Emioe. £k
DK T IR DOREA, 35 B R G4 i 17 Y 2 [ 3 VP & ) A A R] . 7
B AN IR BT IR UK R BN IRAE — dDOR 5 vy i 98 (R A AR IO TUAR M - BRI A
IR T G T 0 7 FORAE BB NG, S IR ATEI e T UM BERE T, A2 AT gl
— MR B I BERR TR A, TP AT DA VR 2 ] TR AR B SERR AR AL S R TSRS
R e, EHBIA B, AR O 2 B R IR O = i 98D

54.2 REEHEEEES Trunki®O

QUEHTH Trunk 80, YEEDIMA Trunk 5

(W= d
s configure terminal HEHC B A
HIR2 Interface tvi0 B2 Trunk$% Htvi0
A3 Interface ethO PJEE eth0. eth1 A A Ftrunk 021
trunk-group 0
Interface ethl
trunk-group O
SR -
28 Pi B REME
TrunkZd 5 0-255
BEE Trunk FIERABER
e B D IR
2 configure terminal HE N B
1% Interface tvi0 A Trunk$ Htvio
5153 trunk lacp disable Bt B Trunk3Z COtvi0 R SRR AT TE
G
5153 trunk lacp enable fic & Trunk$z Mtvio R A8 sUNLACP B
PR
SR -
¥ Pi B RENE
FITRAERR A A Trunk®: D4 F A

BT EPAT, AT LRI
L, IF HAERIERSC
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Rt Rk, BN — B
THRORE - MMHET

B ORI R i%

LACPE &3 A BN B Trunk it 4) 3 1
O _ AT )5 LACP ML,
5t ity ) ER B 1R AT

LACPIT, 75 arRastt
PLDE e

B E Trunk 0 untag # VLAN

(W= 3
HIE configure terminal HEAELE B
%2 Interface bvi0 MR O E
IR Interface tvi0 HEATrunkd D fic &
| untag vlanl untag#|VLAN

B E Trunk #0 tag 3| VLAN

B B DR
S5 configure terminal HEARC B
%2 Interface tvi0 A Trunkd D E
SIEI tag vlan 1 tag®|VLAN
SRt
¥ HiEH RETE
Trunkf#jvlan ID vlan IDS5¥FFE Cvlan 1D

1

5.4.3 B RWES R

B R 1. Trunk 8 OARUURIR
/E S Trunk % FABERMER SO AN BE R IR L

Sail ] RE R Trunk5E S RS AR, 5B T Hinactive
fif TR trunk DECE, { Trunk PSS PR I

5.5 it EGREE

5.5.1 GRE#id

GRE (Generic Routing Encapsulation, i #% fdsf 2% ) P02 Xf 2 2 B 30T Bt ik 5L
HEAT HF 25, 3K MU 2 PR B R ST BB LE 5 — N X8 2 P s A& % . GRE K T Tunnel

(B&i#) A, /& VPN (Virtual Private Network) (5 = 2B il #id GRE £
GEEHICE, LR ESI N GRE FRIE £

5.5.2 BEE GRE#EO

BT GRE 8O
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(W= E
P | configure terminal HENHE B
B2 Interface gre0 7 GRE#% [1gre0
SR -
e Pi B REME
GREAH 5 0-255
B E GRE 2%
o B IR
s configure terminal HE i B AR
W2 Interface gre0 # AGRE# 1 gre0
FIE3 source Jic B GREFEIE fYR, IPHLhEEE B4
(A.B.C.D|INTERFACE_NAME) 7
F IR destination (A.B.C.D|dynamic) e E GREFEIE Y H I, IPHIEEZ) S
Fiy
B2l key <1-9999> Jic & GREF% 1 i key
B ttl <1-255> fid B GRE#R LI TTL
%6 keepalive <1-86400> <1-1000> fii. B GRER% i [¥Tkeepalive
SR
e ] REAE
GRER%1E 15 GREFZIE MR, BAxIPHIE
B R AR (LUK 2
M. Mr82 00, viang 0 . trunk
%)
GREFSIE 17 H 1) GRERIE M HI, BAKIPH
Bk B AR, SR
W75 F 3 %o it o Bl
GREB%iE ff1key FR7NGREF%IE, JiH1-9999
GRERXIEMTTL GRE % i 3 22 1P 4 3T 1
TTL
GRE[#% & ¥y keepalive GRE [# 8 fR G SCHI ik BRARIFRL0RD, Hi3iK
TF 5 EE R B

5.5.3 & WEEES T

HENR 1: GRE BEORKERIRC
Y GRE 2 11 AN B ISR ST A B R 3RS0
Hr ] % 1 GREF¥3H 9 3 [ key i A< 7]
S o Y R o 0 1 4% GRE 45 15 A0 key {H M

5.6 Bic B 1% OBz

P2 VBBl AT DL e B I BEh AL U7 5, B MBI DR AE i, KR —Bkahdl
P 2 TR B IR ORF — S D e -

EEHTE MR DS, 85 M include fiv 4 15 VRSN A b RN 7 EASUEC N 1M B R
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Mo — MR DREh 4 h /0 75 S0 B AN VAT AR LK), i RSl 4 3% e

BT ANRA & L.
(W= E

1 configure terminal HENHE B

H 2 bind-interface-group NAME HE 4 INAME (3% DB 21

H I3 include interface IF_NAME ¥ 4 NIF_NAME )42 CUIMN %I 3 41

|:':|

S 14 show bind-interface N DA AR B AE R
f# /1 no include interface IF_NAME 1] DA B 42 M X 3h 2H F i85 include interface v &
I .
SR -
#r4 (1): bind-interface-group NAME

25 i BRARE

<NAME> O BR ) H A FR "
4 (2): include interface IF_NAME

28 BB HREME

<IF_NAME> LypLikpmp i "

5.6.1 ELERH: FmMEOBIEOBKIAF

SR HE WA OB E ks 4l .
e & VIR
2 AR AR STIISSIES
host(config)# bind-interface enable
HIR2 Bl AN O BEhA
host(config)#bind-interface-group groupl
L IR FEIEANEE CVBCEh 4L s im0l
host(config-zone)# include interface ge0/0
host(config-zone)# include interface ge0/3

{5 show fir 4 £ G L B 45 R :
host# show bind-interface
bind-interface enable

bind-interface-group groupl
include-interface ge0/0
include-interface ge0/3

5.6.2 HFEIISR

e PR P R I A B
G A AR IR E IR RS 51 R, SRR A B e ks At .
LIRS A DASE IR AN LAt B2 BREh A P B, FR AN 20 75 ZmA BB A

5.7 BLEZEOER

5.7.1 FEORGER

P BHAR D e IR — A B2 MR E 1B iR e R B — N E 1 R ST R 2%
AT, AT DA B AR O 2 R AT M AT . SCRFIR DB R 4% D SRR
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B¥:5 GRE #:11,

5.7.2 BEEOEG

JBREOES
BC B DR
IR configure terminal HEAC B R
IR mirror NAMEL i & 4 NAMEL )4 i &8 14 5

(inbound|outbound|both) to NAME2 NAME2

ZHA :
e P8 REAE
inbound g M UR &
outbound BB O R I% T
both BUB DR ki =
BUHBO5A
BB P IR:
Al configure terminal HENBC B AR
IS no mirror NAME HUJH 44 AUNAMEL 3 DO 855

5.7.3 {FEIISR

BE OB B 5.

BailE RO, gredz D] DIEC B 04515, ARSI EED, Rl E NIEEB
B,

S WOH Ve oy H B3k 1, EORTIC B 4% D OISR D
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BcEZR S

6.1 Z TR

R DA, WUE MR A Z AR, ER M ERONERET M. R
OB SAERAT, wASRE I i%4% D T E

6.2 FiL & [a)ig PR niE O

Al LLA include & g R s — AN 82 0.

(W= E
Al configure terminal ENBC B AR
B IR2 zone NAME HE 44 JINAME H 380 =X,
F I3 include interface IF_NAME H4% NIF_NAME fR4 110\ 248k
g show zone NAME BRI ERE R
f#H no include interface IF_NAME ] LA x4 1 26 Hid i include interface i &8I0
B,
SHUL A :
4 (1): zone NAME
¥ PiEH BAEmE
<NAME> 19,4 75 I
#r4 (2): include interface IF_NAME
3% ] Y E
<IF_NAME> B4R T

6.3 fic EXHNEO G

7] DL A allow intrazone 74 SkIlC B X 35 A 82 1 H 1

fic & AP PR
P | configure terminal 3L B AR
5 %2 zone NAME HE 44 JINAME H 38 =X,
) allow intrazone FOVF X35 9 42 0 B
6.4 fic & X151

6.4.1 BLEZRF: HRMFEORE G

E SR
B B —M% DB E kb

e B D PR
i A — Mg
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host(config)#zone all

HIR2

FERXA T m— Mz

host(config-zone)# include interface ethO

Wi B 4%

host# show running-config

zone all

include interface ethO

6.5 ZEIHIEIE 5%

6.5.1 EFEHER

AP IR
S BREAEER

host # show zone all
!
zone all
include interface ethO
host #

all 23 A FR; ethO=& 87 hn 38k p#: 0 2 FK .

6.6 ' WLEIFE 74

6.6.1 FFEINR :

e

#47no zone NAME LG, 1Z3AT SR A AE

s

M MMFAEAER G I, B REIE no i M .

figE- ok

A DASE RO L E I B IR 5, #E H B 51 22 )5 F M no i & MR 1%
T A

e

LARIIEIR I A .

i

T A NN A4 AR e 2 A L e 9 kA S P A 5T

LIRS

B BN AL TR B 8 e s K S 5 o RS, R
PR e iR E 5 S AV INB12% 2 4xdg, B B £ T RC B A
I B 22 42380
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BlE IPv6

7.1 IPV6IEiA

IPv6 (Internet Protocol Version 6, PEHFMIBMARANG) A& W48 2 Hiris i1 28 —ACKRHE Bl
WHFRNIPNg(IP Next Generation, N —AXH5EM), ‘B2 IETF(Internet Engineering Task
Force, Internet TA#(L54D) &itM—FEMIE, ZIPv4 BIF fRAIPVE FlIPv4 2 [H]
B X AP Mk A BE 32 LURFIE N £128 EuE.

7.1.1 IPveihid 4

KRN AES SN 5N

LK IPvA RSk BB BRI AN BN ek Sk, I T IPVe AR ST Sk
rtdk, Ml 7H AR B &S IPve $ROCHTAEE, $m JHRRCR. R IPve ik
KEERIPVA HIEFE AT D05 fHIPVE FEAR SR R 40 595 4IPv4 kORI
(AEFEIEITBO P

1] I 15 31 a0 7 15 31

‘-.-'er| |—||_| TOS Totsl Length "."er| TI;T: | Flow Label
Flext

Header

Idenfification F | Fragment Crffset FPayload Length l | Hop Limit

TTL | Protoco Header Checksum

Source Address(22bits) Source Address
128kits

Ciestination Address(32bits)

Options Padding

1Pvd Header
Dizstination Address
128bkits

PG Header

E7-1 IPVAIRIC L FAIPVE E AR ST kA& A EE AR

2. FERRHAEAS A

IPV6 [t 5 H bR R EE R 128 S (16 7)o B A AR AL 18 3.4x10% FhA]
Reffdb b2 1], 524 a] LU R 2 Bk bl R T8, LA B MKFINIA N S FA
P4 28 18] i ik 43 i

3. EALR LS

IPv6 HIMhE S AR 1RO R AR SR, AR TR U &4k, [AI AT LA Bh B i
Ra, AROEAIPY6 R 5 H R G 5

4. HikHAIACE
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NT TN E, 1Pv6 STRPA IR A Ik FE B Ao IR 25 bk e 5 -

o ARGSHLHEE B E4E MRS 2(WIDHCP R4S #3)3EUPVE Hudik & AH 515 K,
o  IRSHUHEE B FR FHURYE B SR BE 2 bk & RS R AR SR A
AL B IPV6 bk K AH 5415 B,

I, EALHR TR E ORI BERS 2 bk 2 BT 28 (FEBO::/64) TR I BE B A bk, SEL
SAHEH b H A R IR

5. WEZaM

IPV6 K IPSec 18 E MARIED i€k, AT LLSR (M o 21 (4 22 A Rp 1 o IX—Hp P i Dl
g SRt T E, IR TR FRIPVE N 2 1A B HAR A .

6. > ¥FQoS

IPv6 R ICLJARZE (Flow Label) FBskBURTEIARIR, SVFBENHE—FPH i)k
SCHEAT R I SR PR IR AL B

7. MR R AL

IPV6 AR & & Bk /& — 41 ICMPv6 (Internet Control Message Protocol for
IPV6, IPv6 (¥ AR MR SCMO) VS, BB ARJE 1 Al CRIA—8ER% B s
HRMZH ., B0 T ARP (Address Resolution Protocol, Mk Hi) « ICMPv4 #
H &8 K IANCMPY4 H5E [V E,  FF4e4E T — R 5 H AR D) 6E .

8. RIEMIY MK
IPv6 HUH 1 IPv4 RSCK IR B, FFSIN T 2R IRk, R mEHE A &
(KA 3 KA 58 T IPV6 [ RAE T, NIP PRl T RPN fRRE 1. 1Pv4 ) STk

TR I T B 2 HA 40 F15,IMIPV6 4 AR Sk R/ A 32 21IPve 30k /MER
il o

7.1.2 IPveitbit /743

1. IPv6 iR 77 =

IPv6 Hihtpli s NLLE S () BRI —ZEH 16 LRI T/ ubbl g [N Pve Hihlk 45
78 41, BALIN16 R4 Mo EEIECk R, A2 R E SR, th
2001:0000:130F:0000:0000:09C0:876A:130B.

N T fEAIPve Hidik RO, XTIPve Mk R “0” AT LAA R AL BT =

e HHP WIS “0 7 W LEH K, B L& 5H
2001:0:130F:0:0:9C0:876A:130B.

o MEHHEP RS ESEHANEZ NN A, MFTCLHNE S <07 kR, Bk
R A L] 5 52001:0:130F::9C0:876A:130B.
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S
FE—ANIPv6 bk R BRI —JOWE 5“7, SRR < N0 DURE
128 fstuhikiy, miikie <7 PriRmMo K%

IPv6 bk B 2k MRl SE S8 bRl Hodr, HbkbTgAE 2T 1Pv4 Mok
HR 2% SR B A, AR AR 2 T IPv4 sk i =L S A% 0. HbhE TSR %
AT IPve HE/FTACRE. Fodr, IPve  Muhik e i B8 H AT

— A, MAREE SN, RIRIPVve Huhb /il 2 /DA Atk i 4% .
2. IPv6 HyHbhksy2E
I Pv6 FEH =FhRMA bt AREhbE, HREH AT REHbE .

o CHIEMbhE: APRME—FRIR— AR, RRLT IPvA RQEERIE. AR AR b
AR IR SOR A 1A 25 U T AR TR K4 1
o AARHEE: RS A D GEEZARE DR T RN D . KT IPv4
IRk bhE . 3k BIZL AR bk MR IO AR e SEUIE PR R T 0. -
(EREIE: RERPR IR — A D CEW XA DR TARMY D « ZEIUERE it
AR Bt AR SR AR IR 45 et ik B B PR A — 2L 11 o B B TS 5 s I AR 4
F I O BGEAT R 11— MED

Yt :
IPv6 & iRk, T Rk i) T RE e 2H 4 M b R S
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IPv6 3tk SR 3tk AT I LAE. FROVARZUATERD SRIEE M, EEHhESRM 5
TR AR MG R MR 7-1 P

RT-1 bk 5 1 AT 2R (0T B2 0%

Hohk 2R MeAT4E (ZHtkH)D IPV6 R Z%HRIH

AFEE M 00..0 (128 bits) /128

3 [l stk 00..1 (128 bits) :1/128

BERE A 1111111010 FES0::/10
SR T 1111111011 FECO::/10

AER FL R Hb L HAh
R piLhs 11111111 FFO00::/8
AF A MR RS (R R 3R AT A, AR SRR stk A% =K

3. HRRH LR

IPv6 Ffifibl (SRR AT AT B, GG A ER AR L . BRI ATl R AL SE

o ERREPEHBEEFT IPv4 ARbhhE, FROEL LIRS SRR . X R HbEESREY [
SEMRVFEE AT R A, PR 7 A BRER R I H .

< HERRACHL MR AT AR R R DL ORI TERAS B B B R A B B LY A2 1A
S 8 G AS M A R B H b SR AR SR Sl ke B A e b

o Ui SURHMNEYS IPv4 ) RAE RSk, A Sl AR b B A YR E E i Bk
BRSO 2P R BIARLE S A T—MRAE ML) SN B

< FREdE: FAEHIHE0:0:0:0:0:0:0:1 (LR A1) BRI EIHAE, AEEsr B4
(RT3 . EERSTE IPva i EREMEEAEE, RIS Aok H CRi%
IPV6 # 3.

o CRIgmHiblk: shhbcFONRIREHbE, AR EATRT S T AIREE R 1
IPv6 Hhhil 2 f, WI7ERIERIPVE L YR EE 7 BB N iZ b, (HARREVE AIPV6
SCH I H Rk

4. Ak

RT-2Fs AR AL, 2 TR RS R 3 O AL # st
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#7-2 TEMIPVE HIFHEF%

Ho ik Sifl
FEO1:1 5 2 A AT 1 L M
FFo2-1 B A 7 4 15 2 AL B
FFOL-2 5 2 A 7 L B e AL
FFO2:2 BB A 7 L 4 B o AL
Fro5 2 St A BT B o LS M

FAN, H— AL BiE SRS A (Solicited-Node) Hiudlk. ZHudl 3 B H T-3%
Y 5] — 4 B8 1A 5 S A B R M K S A ARSI . A — AN BAR BT AR IPV6
HuhE A — AN B SR stk . HAE N

FF02:0:0:0:0:1:FFXX: XXXX

Hdr,FF02:0:0:0:0:1:FF 104 A7 [ # 2; XX XXXX MR FEIPve ki) 524
7.

5. |IEEE EUI-64 #& 20 D AR RTT

IPV6 B3k bk P )42 CURR IR F R BRIRBE RS LA — AN — 8 0. HET IPve gk M
HEFEA B HRE SR CIFR IR 964 £7JEEE EUI-64 #% 2104 CIFR IR 2 MBI BERK 2
HilCMAC k) AR R - 1PV bk A (K142 bR IR AT /264 £7, TIMAC Hilik2 48 fir,
KT EAEMAC bk AL E NI UR 28 24 £0f5) AN /5t 3FFFE
(1111111111111110) . A T HH{REIX N MMAC HhES )82 11 ARiR AT 2 ME— 8 Eo
Universal/Local (U/L)OA = A UG EE7 AW B Y e 3 3 X HECHAE NEUI-64 #%

A AR IRAT
MACH AL 0012-3400-ABCD
i T 00000000 00010010 00910100 Q0000000 10101011 11001101
ifi A FFFE: 00D00DO00D 00010010 00912100 11114191 11111110 00000000 10101011 11001101
i fULfir Q0000010 00010010 00910100 111111191 11111110 00000000 10101011 11001101
ELI-G4 b, 0212:34FF-FEDND:ABCD

[E]7-2 MACHELER|EUI-6448 N HE O AR FFRVEE T 72
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7.1.3 IPv64BE &ML N 4B

IPv6 <BJE R BLUMLAE ] LA SRR AIICMPYE VH R, SEBL i —L8T)Re: bk, 56
UEARJE R R AT . B IR I B e 8 R BT SR I S b H A E . e D)

2y
Aeo

B JE R I PRAE A FIICMPVE VB IR K AR TR 7-3 7R

K7-3  ABEARILPH L IICMPY6 1 B R F A

ICMPV6 i & fEH
SBEEREE NS SRR e 1) B B 2
(Neighbor Solicitation) I6AIE AT B A ATk
AT B AT Mk A
BIEIEEHE NA X NS i B EAT R

(Neighbor Advertisement)

TR E AR R B RIE NA R, AR R AR S AR

RS B
Hh 2 SR TE S RS FHLEDNE, i RS HE BB HIER, WRTEM
(Router Solicitation) MRFCE (&, T EALE A3 E
i SIE S RA X RS i B AT IR

(Router Advertisement) TER A IS RA RIS, B a2 B kA
RA WE, HAEaTgm—bs L6 s R

H5E )72 (Redirect) L E RO RN, SR IR AR EALUAGR FE R B
fi AL E B E R I T — BRI BT 5 SRS R IE

BB AP UIR AL E IR T -
1. HbhikfEdT

BRI E] —FE % AT B M RE RS E itk (51Pv4 MARPIREAARD , B4 EIER HE
NSHILE &8 5 H ENASLEL. nE7-3017R, 5 MAZEREUT B HERE 2 ik .

A B
ICMP Type = 125
NS
Src=A
Dist = solicited-node multcast of B
Diata = link-layer address of A ICMP Type =128
MA Src=B
D=t =4

Dizta = link-layer address of B

K7-3 Hohk R B om B
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(1) FAA DA FRNEIENS WHE. NS JHERTELE R KZIENS HEKT AA
MHEITIPVE Mk, HA bR AB MIE R fl A, WEARHL &7
FTARA B RS E Mk

(2) TAB UEINS JHEJG, HBrEkoCH H b2 58 H SR IPve Hibikx R i
SRAT AR R, DA FE T R FINA JHE, R a s T HS R E
Hudk

(3)  TAA MULFIFINA T E AT SRELE Y 5B R RE R 2 Mk o2 J5 X7 BRI E {5 .

2. U UEARJE A 75 ATiA

FERREL R 51 O BE R R AL S, s 4R JE T SRIEE NS ARl 75 2 NA 7T L
BRAIE AR & 7 R ATk

(1) WHEKENS WE, HHEOEEREAET SIPve Ml
(2)  WRREIASE AR, WA ERTIE; S, ACNAREARATIE

3. H A HHEATI

I AR — APV Hihik 5, 75 A A R A I S AE A e i b bk TS O L A
FER (51Pv4 ()% 2t ARPINREARALL) o i 48 &1/ 3K 4 EINSAI AL JE il &5 1 5 NASZHL,
T 7-4FF 7

A B
-_:l

ICMP Type =135 NS

Sre= *

st = FFD2::1:FFO0:1

Diata = 2000::1 ICMP Type = 138
MA S = 20001

Dst = FFO2::1

Target Address = 20001

K7-4 = & # 4 & 0 ox 2 E

(1)  THAA KIENS R, NS WE R HbbE R RIS & Huhk, B kR BRI
IPV6 HiuhEXT B (4 175 SR 1 sl Ak, W E A AE RS TR IPVE il .
(2 MR LB CAFHIXIPve Hitk, MISRFEINA HE. P& THCH
IPv6 ik,
() TWAAUEITTAB KRMNA WHE, BAIEZIPVEe itk O EH . ez, W ¥l
ZHHEARGE A, AA s AEH IPve k.

4. B R DU ET SR B R B S RCE

S L R I R R R AR EALAIR RN RA T S b R ES0 s 2% e s 2 P 75 1 2% 1)
HIg%, VLR AR E 24

Mok TR B B BC B2 1R B HUR S % b 25 R BT RO BT RIS S, HBECE
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IPv6 Hitik.

K F 2 o IR 25 % I I B AR SR T B RS IR H #5515 91 5 RA SksZEL, Bk it
TR

(1)  FHUHEZIES, HEERS JHE AR R MG R, ERITEMAAMEEEE, DL E
AT ENMRE.

(2) BHAHRFIRA HE, HAP AR — b B G B (Bt F T i
RATRA JHE)

(3)  EHUFIH 23R F IRA 5 B A bk pT 4% L AR B 25, Al EZ D 1
IPv6 Hidik & HARAZ o

5. HE M IIRE

BENRBI, R R PR R A — SR B MRS ISR B B . e — M %
PRI, SR R 2 AR EHLAE ICMPYe 5 [AIVH S, JE A ENLEREE LT — Bt
PRSI RIE (S51Pv4 [ICMP € [a)7H S K D REAHIED .

BERAL L T BIAFATIT 2 A AR EHLEE [ HIICMPV6 H5E [A14R 3 -

PR E Se Belm AR ST IR L R — 4 1

W 10 % H A B S BEICMPY6 2 ) i SO g B ot s
W 1A % P A A R B

WK IPVEe B SO AR B g ek

¢ 40

7.1.4 IPv6 PMTUXRIR

ST B 2 A o ) A A B A b B 220 RO BE R T RE R ANFIMTUL FEIPVE 1, 23R
SO R T HERS IIMTU I, SRS 00 PR AE DR 2t AT, AT OBA o TR e A 80 % PR AL
JE 77, A& PR R 48 BRI

PMTU (Path MTU, B$EMTU) KEUHLHE] B 2 248 2 NI 2 H i it g2 -
B/NFIMTU. PMTURILH TAELFE U B 7-50T 7R

MTU=1500

MTU=1500 MTU=1350

MTU=1400 E

Source Destination

Packet with MTU=1500

ICMP error:packet too big;use MTU=1350

Packet with MTU=1350

Packet received

K7-5 PMTU RILH TAELFE
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(1) FEmEHUEM E SRIMTU XSHRSCEHT 2 Fr, 25 R H B ENURIER .

(2) v A A B A F W B % AR SCHEAT B A, W SRR B A AR S D S
MTU /N THROCKE, M EFHRIC, IF4IRmiR A —MCMPve ZRiC,
S TR D EIMT U,

(3) WENWEIZERIROE, RSP I MTU EPoRocE T2 R/ I

Rik.
(4) wittE, BEH K EHUC AN RS, I e RS IR 2] B F s E
Kt /IMTU.

7.1.5 IPv6iT iR AR BNt

BE% Internet (11 H 25 20K LA (IPVA itk 4170 S bk, RS T 20 B IR e IPv4 ik B
NAT(Network Address Translator, Xl #HO2HAK, £ —ERE F 54 TIPv4
BEAS & BRI, AR ARG N T S kb AT A0 A 38 5 T )RR, (RIS EOCRE e 2 N R T
AR TeE Al EE P4 ik BRE A 43 B 56 JRX A i) . SR A1128 ALl K FERT IPV6 H3i3L,
WERMER T IPvA HIEAS L IR, JF HAE MR, 2 &th. MBI, Btk &
AR 45 B 5 A S ek, & N —REBEM Y ORI Dbz —. IPV6 5
IPv4 1375, (HERPIARTCP /P Yl A GRS, BIPve 584 7] LLER
IPv4.

TEIPV6 N IRV BT, T e HIPVE kR i N 2 A BE Be 5 4T Bk IPv4 = 445
[ Internet BEAT IEH 85, FILLBUTE 1 IPv4A RlIPve HiBH A LIFHEIPVA AEis Tia
HPERIPVE . IO, FLEE AR ROZE B IS MR R 8Ocs% . Ebr DIETE 44 7 %11
NGTRANS TfEH, JFREXTIPv4 FIPV6 I i ] AN = Ac 42 Hod 1n) AR st. Haro
MM T 2P AT T, XA S E RS, AT/ SRR ER . AN
PREE A5 )

H A0 e I U ) S AR B 3 Bl XUHRER (RFC2893) , REiE AR
(RFC2893) FMINAT-PT(RFC2766).

R
ARBEAE SCHF BB E HA o

XITIPV6 15 BRI, A IPVA 1 A AU INER IR E — 58 1IPva R £
[EI S HE IPv4 BRSCRT TPV TR SCIR 9 28 4 p B s ol SUB SRR 1 25 o A XUE AR T B B
IPv4 il ANPve bk f5, winl AZEAH R O E3 RIPvA FlIPV6 #3C.

Y= EZ BN SCFEIPvA FIIPVE PR SCiS AR A Uil Bk T LAk FH TCPERUDPYE N f%
)2 I, BIEEFEM 4 E T, R iEFIPve ViR, B 76FTRAN IPv4
AR AIIPVANIPVE XU SR 5 74
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IPvd Application IPv4/IPwE Application
TCP UDP TCP UoDP
r F 1 3
‘ / | >< |
P |Pd IPvE
1 Protocol 1D T Protocol ID: 4 Protocol 1D
w 0x0300 w 0800 L DxBEDD
Ethernst Ethernet
IPvd Stack Dual Stack
K76

7.1.6 IPvoBEiER AR B/

Tunnel (i) FARZEVPN (Virtual Private Network) H )72 SR — M8 = 2R &
Wo Tunnel 2 —ANREFAI SO0 S ARz, 8 SEBr N FP A FE S S R
Tunnel #10—/Tunnel $#4t 7 — & EE 2RI SCREW AL iEEE, FEHAE—
Tunnel 73 0] LAZ> 50 X6 B Pm Hi gk 47 3 28 S i 2

AV S FFBC EIPV6 in IPv4 BEIE .

1. IPV6 iniPv4 [%is 5 3

IPV6 in IPv4 BEIEALH] 2R IPve ik SCE3E FIPva 4k, Bt BEiE (Tunnel)  f#
IPV6 i SCEFiEkIPvA 2%, SR ESIPVE M4 I HE, w77 HTR.

W
IPV6 in IPv4 %I 9 i [0 14 45 06 20 S 45 IPVA/IPV6. SR SLAR o

Tual Stack e Cual Stack
o - Router (,.—— _\F{:u‘ter -
' IPuwd Metwork |
el .

—. IPvE

FwE Host Tunnel P+e Host

| 1Pve Header | 1PvE Data | | 1Pve Header | Pve Data |

| IPvd Header | IPvE Header | IFwB Diata |

E7-7 IPV6 in IPv4 i 5 2 K

IPV6 in IPv4 B&IE X S A BRI REa T -

< IPV6 W& RIXIPVE 3L,  FI ik BEIE 1 5 R s

o BERIE AR B R AR B R iR S ERE I BRI HEAT R, R 2R IPVE 1R X
A3 EIPvA BRCSk, 33 B IE Sk B B FURHROCR A 25

o BFRERCCE IS BA R IE H A i, H A i A Wz B R R SR H i 2
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AT, BRHRSCHEAT R 2
2. & HEuE R RIEEE SR IPve 0K B R SO T R R E R
High R AW, WPEIPVE R4S R PR TR . IPV6 in IPv4 PEIE AL
IPV6 in iPv4 B&IE T LLEESIAE EHL-FHL. EH-5 . EA%-THL. W&z m. B
B4 S ATRERIPVE TRCHIR & H M, R B — k.
FRPEBEIE 2 5 HIIPvA Sl ASRECT 2XOR[A], BEIE 2 “ T B RS IE 7 e« E shbg i

o WIRBRE KL TN RIPYE RICHIEZ H ML, 1PV hCiEid iR iE ik BiE
RUE, BREZ AR GEWONBRIIE) 20TEAER) IPVe SROCHAT RS, aﬁc%
KIPV6 HiSC B2 H . XA UL T, AREAIPVE HROCHT H bl A H 33k
I EIREIE 28 i IPv4 b, 75 BLHEAT T TG B I I RS T8 B i B R IE

o QURBBEMZ TR IPYE ROCHI R H A, AT DRI A BRIP4 ik RE Bk
IPv6 Mtk aC, SEHLM IPV6 RICH) H bt o B Zh RG24 ) 1Pv4 Hudik
IXFEIBEIERD N« E BhfsiE

WRIEXIPVE R ST A, 1PV6 in IPv4 BEIE 7 A LU JLRE

* TIkEE

6tod FEiE

< ISATAP (Intra-Site Automatic Tunnel Addressing Protocol, ¥4 i H3k%iE 5
HEPR O BEiE

¢

E LA H R ER R, FRIE NI ERSIE; IPv4 3K IPve HIIRKIE. 6tosfE
18 NMISATAP [%iE N H #hb%iE .

) . FahkEE

FIIBEIE 2 SR 5 2 R RS, —RBERS 2 — DN MRS . R TIAZ%EEH 8-
10 %% 8% Ay B E ML -L SR A 2 B e W s R e B R, AT SEEl S O
IPV6 WX %% 1%+

2) . 6tod [xiE

6tod [FiE 2 M3 2 A HAEE, FEHTRZAIPve IR IPv4A W 2%i%EH: 3
IPv6 %% . 6to4 [EiEIEITIPVE i ST H BHbbE R A fIPv4 Hidik, w7 LLEZh3REL BE
B . 6tod FRIER MR hE: 6tod $hhl, HiA%zy: 2002:abcd:efgh: 1M
S 101D/64, Hhabed:efgh £/Ri%6tod FEIEXT N 132 f71Pv4 JEHbhE,

16 #Ef R (11.1.1.1 7] LLE R H0101:0101) . EIE X AR AKIPVA HikkraT L EH3)
Tff o R T (1) 2% 0, A B P A S R T (3

T 6tod4 Huhkf 64 ALHhERGZEH ) 16 A7 M-S AT LAl A B E X, BTZ%H R
48 {7 O E e Bl BB A R IPv4 ke, EIPve i SCEIREE it
TR NI BE . 6tod BRIE T LLSZHL IPVe M4 EIE, Tk T IPvA 3% IPv6 H3h
W% 3 k7 FH 7 S PR

3) . ISATAP [%i&

7-74



) TQ-2000 A K iy 47 it

BEAEIPVE FiARBIHET B P4 2% ol 2 LR 22 [11Pv6e. EHLISATAP BEiE
AR IixFh B AL T — NIRRT %R . ISATAP  BRIE & M3 S 1 A3 EEOR,
W AE IPV6 R SCHT H b PN IPvA ik, T DL B3R IE 4 . Ad
ISATAP BEiERS, IPv6 i SCH) H ik AR EH: O/ IPve Hlib#RECR A REpR Atk -
ISATAP il ISATAP Huhl#% 50K : Prefix(64bit):0:5EFE:ip-address. ip-address fE3{
Jva.b.c.d miEabed:efgh, Hrfrabed:efgh #7532 frIPv4 Yk, @XM AR IPv4
bk vT LB S BEE, SER IPVE IRSCIEIE . ISATAP [E1E F 2 H T1EIPv4 W45
HIPV6 % H#5-1PV6 B H 3% FAL-2% tH 38 IR iE .

(_va-# MNetwork

ISATAP Tunnel

IPvE Metwork

IPv4/IPvE Host
ISATAP 2.1.1'1'.1 ! =

Router FEED:SEFED201:01M
IPw6E Host 3FFE;SEFE0201:0101

& 7-8 ISATAP P&
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7.2 BLEIPV6

7.2.1 ECEIPv6aiEbit

IPV6 3 p A 1 1t 1k A1 4 Bk B 45 il mT D@t i A b 7 G

& RHEUI-64 #2UE 4L B R EUI-64 #420UE KIPv6 bk 1 1Pv6
b PR A BTG B AT, T AR AR U pR B 11 A 2 b A R

o TIHRE: AP TLREIPVE ib S A bl 54 Bk 8 G Hu b o

IPV6 5% i A b ik mT G 3o 9 b k75

o  HIER: WRMRIEFE R AN AT (FE8O:/64) M HE: N KRk Eibk, B
BN VA P B A
o TEHRE: HTFIREIPVE FERR AL,

i -

o  HUENOMET IPv6 S s bl s AR AL, RIS 2 B 3 A i B A Hh
bk, H5%Hipv6 address auto link-local 44 ke A b0 H . b
B TSR T e e VI B B ARt bk, 0= 46 2 1A 28 Wi MERTF L8 e n%E
AR, U2 AR A i VR R A R B E s AR R L

o  FCEFERAMHBEE, FO8EE T R % m T B AT . B RSk
HAERTT N, ZETF 0488, T TiRE bk 28 55 3 sh A il R T
THeE, /e XM asERM T, WEAZNEE AR, O A W2 T
THg 2 0 SRR SRAR B O SN ECE L e M R T TR e bk, HEERAE
B R 77 e

&  ff LoopBack #IIALKEI TNACE IPV6 b i A ht ok & Bk iE by, HAsRcE
128 ALATZA R

TER:
1) AA R T EFIE IPV6 4BR % bk ool S A b3k 1PV6 Hiht,
2) A& AR O IPV6 BERAHIHE, TKFHACE .

*£7-5 BEIPv6 HiEHibL

BRAE ke Ui ]
SN W= configure terminal

interface interface-type
3 AR interface-number
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FLEIPV6 4 | T L4REIPV6 iy | ipv6 address —HDE R BAE
ﬂ?jﬁi%ﬂﬁiﬁ hik ipv6-address/prefix-length R, %A S v
fﬁiﬁjﬁm K HEUI-64 1% ipv6 address ;ﬁﬁﬂiﬁﬂéﬂ(i
XIEIPVE il ipv6-address/prefix-length
i eui-64
FCEIPVG & | ML E HE4%4sE | ipv6 address ipv6-address Ak AT, 4
BN | B L link-local PEOBCE T IPV6 35
FTezE0Om | ipve address auto link-local zlgﬂﬁﬂﬁhkﬁéfﬁﬁ
BERR A B HihtfE, R 34
B % A Hh

7.2.2 BEEIPve4RE R I MY

AT LIARE SRt 00, e B 3% 12 15 A A RA B AR IERATE BRI [R]Ta1 g, [A) I
AT LLAC B RAW B A AR SR LIE & 25 Tl HENRIBIRAH R G, sl KA
XEESHOIAT A RN FRAE . TT ARG & FFIRAVE B I S8R & N 1-8 7

F7-6 RA JHEFHISE L HED

8

ik

WgiE S (Prefix

Information)

7 A —BE R b A BN e A AT RIRT SRS B UG, TR T RS A
B G B AR AT

AR NN Wk Y 1A
(M flag)

T8 BN SR AR A shic B3R IUPve bl 4 R B % Ax
EAAL, ENREEARE HEIRCE (FIDHCP

5545 ) SKRHUPVE Hhlik; 730, Kl TR H St & SR EUPv6
Huht, BEUARYE B CROSEM 2 bl K s th 2% 8 A BRI 245 B AE IPv6
ikl

HABR BEArEAL (O
flag)

P #E R TR AR H Sl B 3RIR IPve ik Ah i Hoh

=P=|

[EP

IR E A EARE AN, BB A RS AshE (Fln
DHCP Jl55 &%) SRAKHERIPVE bk A HAdAE 2 50, Fridd Tc R
A& HEWRC EIRBOLARAE 2

I P 8 A A I [

(ra-lifetime)

T B ERATRA T SR %t a9 EALABR AR B s OR8], 3 AL
MR FIRA T B i b S8 2B A I (B 28Ul s LA E R
HRATIZRA TH 2 RS B8 E BRI h 2%

A8 JE 7 SR I B F AL I [A]
[a]f% Cra-interval)

WA RIENS WEJE, NS ARALESE 2 B IR E B A U e &, 4y B
HRIENS 1 E

PRIFAT 5 IR IRAS 1
[a] (reachable-time)

2 5 4R AR A AR e AR, AR i B AR TR A, B
FINABEAIE; B W BN )G, R EFBERIEMRL, 2#
ER VNPT BE

e

R 11 L e B P40 S SR T B 2 A% I [ ) B S DR R 40 T IOR S IO 8] - BEWT /RN RA
TH B A5 B R AT 4 LM PR g A5 11 I 408 17 SRV J2 ARV IR ) TR B B P 408 T

IRIRAS A TA] o
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S
EE:

RA V8 AT B R TRI R I TR 212/ T 8055 T RA 2 P B e 8 RO AR A7 16D
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F7-7 EERA HEMRMHAESH

(S i i
HENRLE B configure terminal -
PR interface interface-type

interface-number

HUEXTRA W B KA
Ekal

ipv6 nd send-ra

BRETEOLT, MHIRATRA HE

fic B RA Y5 B R AT HIRS
T

ipv6 nd ra-interval
SECONDS

Ak

BB TEIT, RA JHE KA &K
&) [R] b A1600 A5, He/INe (i) )
9200

RA T4 B FIAME R AT, AHARW K
FRY I 1] ) BRG o 7 B K I 1) i) o 5
/N ] 16 B 2 1] LI B — A~
TEAE A WIPE R ATRA 1 B
E

et B8 11 5t /0N B ) T B B 122 /N 2
F B KIS H) R BB AY0.75 %5 RA
Y IR AT T e RS2 B[R] B 7 1270
FEHETRA W EH BB
A7} 1]

fic B RA Y4 BRI RT
2

SRR

ipv6 nd
prefix-advertisement
IPV6PREFIX VALID
PREFERRED [onlink]

[autoconfig]

Ak

AT A ERA HE S
BIRTHE S, MhE R IERA
H R DIPYEe Ml {EARA
BTS2

i, B e 5 0 - P B A
EhNL

ipv6 nd
managed-config-flag

TATIE BRAE GO #E B b bERR &
£i7 80, Bl EHLE D TR S B3 &)
FRELIPV6 itk

He B AR AC B AR 6N
1

ipv6 nd
other-config-flag

i SRETEOL T, HARRE AR
Vs

0, BIENLENTCIRZE A shi B 3k
PO AR 2

AL B RA 7 5 2%
) A= 7 I 1)

ipv6 nd ra-lifetime SECONDS

Ak

BRI, RA THE MR h2EH
HEA7RT[A] 91800 5

RA ¥H I35 H % HH 3% 1 A2 A7 )18 1%
KFEETRA 8B K KA A
I')




F A et & AT wit pvs |
R AURICRIETE | 1pV6 nd radinterval i
I 1] 1] g SECONDS
SR B CARENS S
[] [A]K% 91000 2240, 5 UAAT )
RA 74 B HRetrans Timer “ZE 1)
R (RSB ik A | iPV6 nd reachable-time A G RO T

FRY IR 8]

MILLISECONDS

I E] 2930000 ZFp, Ok
FifIRA ¥ B HFReachable Timer
FEE A0

7.2.3 ECEIPv6EFSIE

K7-8 MEIPVE FAIEH

[INTERFACE_NAME)
[<1-255> <1-100>]

B [l L]
i PN LWL configure terminal

ipv6 route X:X:: X:X/M
AU TPv6 A iy (CXEXX

B TPv6 s th e B

(XX XX
|INTERFACE_NAME)

no ipv6 route X:X::X:X/M

7R IPv6 BS &

show ipv6 route

7.2.4 TR EIPv4/IPve U Iiil%

T SEFLAUIMER T RE, L S AEIPVE ThAE 5 M EIERCE T 8 1 HIPve Hbdik,
IR K IPV6 BRI,

K7-9 L E WK

(s AT it
PN configure terminal
fFHEIPVE ThAS ipv6 enable ik

BT, IPve ThREAL T

A REY )

interface interface-type

interface-number

Mo BB 00 1Pva Hihik

ip address ip-address




T /ftﬁiljﬁjﬂ' ‘Vj‘—?----ﬁﬁ/}ﬁ; j:HhL

wit pvs |

ip-address/prefix-length

EREHOLT, ESATLE
IPv4 Hihik

fic & 2 0/ IPV6 il

ipv6 address

ipv6-address/prefix-length

BB, BEORAR
B IPv6 3l s A H bt A
A ER AL M E




TR E LT £t & AT i are ||

Bl E ARP

8.1 ARP#F A&

IP £ 0 5l i ORI RIS . BUK IS4 FE AR 32 £7 1P Hihik: EAITZ& LA 48
AL A P Rk (MAC Huhik) £ 6 DIOK XS (0 0 . DRI, 1P 3R BN 45 24 20048 1P Mkt
e MAC itk o 7EIX PRIk 22 [A) 47 78 25 S M s i s Rk (R R A, e
EAE—IkE. bk HM L (Address Resolution Protocol, ARP)zt & FH K
SE X SE R R

B arp KNS NS RS, (HA1R 2350 ZAE LRGN  arp
RSB T AR A BEE, X T AR A ARP IHAER SN, H ARP /& 55 HI48
SEHE P bk 55 MAC Hubik () 3hEE, BT IZ RS DA SRR B . R %

IP #3555 Ty e
//J“7]|:| ﬁ%lu\ARP
W
IR configure terminal HEANEL B
K2 arp static AB.CD FEEHFHARP
HH-HH-HH-HH-HH-HH
SR end [ B AU
8 3 ﬂﬂ”[‘%ﬁ%:uARP
W=
i configure terminal HENC B A

IR2 no arp static AB.CD B+ EIFSARP
HH-HH-HH-HH-HH-HH

LIRS end (EESIEERE S

8.4 ' MEIPE 54

8.4.1 HIPEINER :

B3 TR ARP X [ 28 A~ i

ST AT RESE RS ARP IPHhE 55 %68 it X 4% I PAH [1) 5 3 5
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ik MERERS arP, BN 2 e dulik
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BCE DHCP fR%E 2%

9.1 DHCPRR & #fi4

AP SLALP AP DHCP IR %5 ThRE: DHCP % %3 #1 DHCP Relay.
9.1.1 DHCP BR%% 554

DHCP )4 & 5175 EHLEL B 1 (Dynamic Host Configuration
Protocol). ¥4 7 LA{E A DHCP Server, -TSZEixt g IP stk 5 2540 i
MERE I, BB TR 24 DHCP % /'3 55— X . DHCP Server #LH | IP
bk s, FRAEAK AR ZRhE, HEFZA R, %5 i ZR i (Release)iX
AP Mk P2 Hoe TR . O 7528 1P sk 3has 4

fic, 20 E DHCP Server #i —A> IP #uhlyG FE, FRHCE 7, XA
F KAy EE 45 %5 ) v B M RS By 1P Hudikyts (1P Pool).

THE LT DHCP % /7 it . DHCP IR 45 %% Hii5 1P shhk o 2. EHL A (%
Fig) 46)#% DHCPDISCOVER 34 M %% . [¥) DHCP f%5%s, DHCP k%
Z81A) P i AR AL AT B S 401 DHCPOFFER Y4 ..

El9-1 DHCP % f it A\ DHCP JIRZ%-22 51435 IP Hbhl:

= H] A
=4 DHCPDISCOVER( ! 153

) DHCPOFFER({HL4%) DHCP 4
' ) e’ 7
S DHCPREQUEST( " i) i A i & i ‘
e . ocoom IIIIII

L 3

L J

L] % iy B — OSSR B B, B 1Al 4% ) #F— /> DHCPDISCOVER
MR, SRR TR SN S R T — AN, BT A SRR bk
0.0.0.0, HI¥thhk-N|}y 255.255.255.255.

L] M % LG 1E—A DHCP 4548, N/&BAEH 2P Ml (s 2
DHCP fIR 45 88 ¥ W& H B %A L (O3t bk i 35— D2 1P, AR5 %4 [m]
JSLE5 2% F bl o

" % 7 iy RSB B B — AN IE R 1P MBS R, FET R — S T L
HERTE BAER . R HZ I DHCP R4S 28 N iZ 3 B, #iil S 2 iR 7+
FHEEFEA

" % P o SRS G A wk




T RELGFF et 247 T AiC DHCP it 45 I

DHCP & P 3% T VA3EAL 5 A~ DHCP JR 4 %095 8., AT APt
/ ‘ \ —/A~DHCP IR %%, R LIETC %4 T L€ DHCP R4 5 &
AR AemESK.

9.1.2 DHCP Relay#ii&

DHCP Relay & k¥ — AN B 1) DHCP i 3R #% & 25 2. & W Bt ') DHCP
Server, HHE MBI DHCP Server At IP Huli:. DHCP Relay 477 ) Ji [A &
[XI2y DHCP % 3 A7 IP i€, 1X I i DHCP Relay SR8 % 71
DHCP i3k 4R 5 ¥ DHCP ji4 2 1% 45 DHCP Server, fi¥4 DHCP 4523 0 &
T EAEA R P i, &P iR AR 1P ik AR BT DLIE R — AN W B2 2 %% DHCP
Server {HIXFE 115 15 & lAS 23 38 i B 2R i be# 40 . DHCP Relay 1
TAEJREE Q1 B s :

El9-2 DHCP % ififid Relay A DHCP JIR%%5#% B 1P Hihk:

i K DHCPIH % 5
DHCP Rel
CP Relay BOOTREPLY ==

T —

' OHCPOISCOVER(™ 1) gy h L J
] BOOTREQUEST i

a DHCPOFFER{T'35) |

DHCPREQUEST( hit)
L

DHCPACK 5 )

+

9.2 fit EDHCP Server

16-3 [t 7 DHCP % s M\ DHCP JIR 45 28 Hiii 1P bkt #2. FHLA (F
Fiy) ST # DHCPDISCOVER -3/ 4% -/ DHCP fR4-%%, DHCP R4S
S b AR AL ST B 2 80 DHCPOFFER ¥ 5.

& 9-3 DHCP 7% /i . DHCP IR %543 #1155 1P Mt
=4 DHCPDISCOVER(! 1)

B DHCF.OF FEHI: .'1',_ ‘Ilﬂ':l DHCP ”i J’r ?ﬁ
' . gy gy -,
DHCPREQUEST( i) "i

M s
-_—
ﬁ ) DHCPACK( fit4) III.II

L

L J
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L] MR o — OB SR B LS B, B R ) #F— 1 DHCPDISCOVER

HE, SRl T2 ik A ATE B OB TR, DR ARy
0.0.0.0, H Il 255.255.255.255.

. M2 ERTREA IE—A DHCP k55 4%, Mo B A 2L 1P il {5 20

DHCP filt 55 #5351 4% BB %A L HE A bk O B — AN IR 1P, AR5 4 13 [
JSE45 75 7 S o

. 7 S USRI R S8 — AN BRI E 1P HBhEE R, JF #E— 2k AL A b

HERTHEIER. R Z IR K DHCP RS GM N I8 8, ik ©i g RKIt

THEFA -
. P S BB A 5 T da P et

DHCP & P 3% T VA3ENL %/~ DHCP R 4 £ t94 &, AT AP ik
A —/A~DHCP IR %%, R LiETCiE4 T ¢ DHCP R 5 &

B SAELE A

9.2.2 ##ENO _EIEEDHCP ServerfR %

Wi & D %
| (config)# interface IFNAME A R O
K2 (config-if) # dhcpserver enable fE %% 1 L ¥& 2 DHCP Server
LIRS (config-if)# no dhcpserver enable EZ4E 1 FELEDHCP Server

RAHAZED L2 T DHCPServer R %, DHCP Server
A 438 i%3E 0 b9 DHCP it K. & %4458+ DHCP Server 7~ 4t

xE 7 Bt A ¥ 11 49 DHCP 3% %,

DHCP SERVER = Fr## 4% 10, VLAN #1001

trunk 211,

9.2.3 FEEDHCP ServerfR%EFM

Wi & D R
g (config)# dhcp it NDHCPIiC & A5
122 (config-dhcp) # share-net NAME subnet A.B.C.D/M M X HSUBNET
3 (config-dhcp) # no share-net NAME subnet B MSUBNET
i | (config-dhcp) # no share-net NAME MR TFM T EE B
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it oHep iz ||

9.2.4 T EDHCP Serveritiitith & H ALY

W=
HIE T ) ) bk, A 24
(config-dhcp) # share-net NAME A.B.C.D E.F.G.H infinite
HTCRR
12 (config-dhcp) # share-net NAME A.B.C.D A.B.C.D <0-100> 307 M g Hhdlith, HAHZ
days <0-23> hours <0-59> mins NPT EC B E)
3 (config-dhcp) # no share-net NAME A.B.C.D E.F.G.H MBS T~ i Ho ik v

_g__/]\% = RTJ]—I/AZT 1 /]\i’&,‘/}i/@o

infinite ZRALLYHA LR,

B HAARA infinte, N ELBAETEE A 5 454 £ 100 K.

9.2.5 EEEDHCP FRG&ME

B D IR
| (config-dhcp) # share-net NAME router A.B.C.D it B T M 14 W o
%2 (config-dhcp) # no share-net NAME router SRRk A TS
9.2.6 BLEDHCP FMDNSHR$#

o B D IR
A | (config-dhcp) # share-net NAME dns A.B.C.D [E.F.G.H] Mt & T M I DNSAR 5% 2%
152 (config-dhcp) # no share-net NAME dns BUUE T M IDNS AR 45 2%
9.2.7 BBEEDHCP FMWINSHR 2%

P B %
A | (config-dhcp) # share-net NAME wins A.B.C.D [E.F.G.H] [dE TR EIWINSHRSS 5%
IR2 (config-dhcp) # no share-net NAME wins BUUE T M IWINSAR 55 25
9.2.8 BEEDHCP FMiEi&

P B %
S A (config-dhcp) # share-net NAME domain NAME it & T M s 4
12 (config-dhcp) # no share-net NAME domain BUYE T M 8 44
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9.2.9 IREDHCP Hht4E

DHCP Server 1] LLi% B 5 52 1 IP Hullk 536 52 1 MAC #Hiib 3R 4r, #5200
MAC Hitit 5 IP st ——%F 7, 5 BB N DHCP R8s, #4488 UiHH

i€ 0 E AR

fic B D IR
| (config-dhcp) # bind NAME HH-HH-HH-HH-HH-HH A.B.C.D NAME B E
%2 (config-dhcp) # no bind NAME B Huhilk- 45 52

9.2.10 EEBEDHCP HbitHERR

DHCP Server 7] DL & R B b Ja FE, X SR stk A 240 il s
DHCP & ¥ .

=
VA | (config-dhcp) # exclude 10.0.0.0 10.0.0.11 B HEHERR
2 (config-dhcp) # no exclude 10.0.0.0 10.0.0.11 By bk HERS:
9.3 DHCPAR 5 14#%

9.3.1 DHCP Debug

7R 41T DHCP ) debug 1

FW# show dhcp debug

£ %2 77 DHCP debug J3¢

FW# debug dhcp event
FW# debug dhcp packet detail
FW# show debug
DHCP debugging status:
DHCP event debugging is on

DHCP packet debugging is on

B3 2%/ dhcp debug

FW# no debug dhcp

FW# show dhcp debug

9.3.2 B/RDHCP Serverft EEE

NG
-

BR824 H] DHCP [ B &I 16 0L

FW# show dhcp config
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dhcp

exclude 10.0.0.2 10.0.0.3

exclude 10.0.0.5 10.0.0.10

bind aaa 11:22:33:44:55:66 1.1.1.1 server-1

bind bindtable 00:16:76:65:30:9¢c 192.168.6.169 server-2
share-net aaa subnet 10.0.0.0/24

share-net aaa 10.0.0.3 10.0.0.10 7 days 3 hours 5 mins
share-net aaa router 10.0.0.1

share-net aaa dns 203.196.0.3

share-net aaa wins 10.0.0.1

share-net aaa domain venus.com

share-net bbb subnet 192.168.6.1/24

share-net bbb 192.168.6.171 192.168.6.173 infinite
share-net bbb router 192.168.6.1

share-net bbb dns 203.196.0.3

share-net bbb wins 192.168.0.1

share-net bbb domain venus.com

9.3.3 E/RDHCP Serverittlit 3 EEE

N
Q=
G
-t

TR T HURE AR 2 PLR R S A

FW# show dhcp ip active

ipaddr: 192.168.2.4

macaddr: 00-0d-60-78-81-75
start time: 2007-01-01 05:22:43
end time: 2007-01-01 05:27:43
interface: bvi2

FW# show dhcp ip free

ipaddr: 192.168.2.3

macaddr: 00-16-76-65-3b-3c
start time: 2007-01-01 05:17:49
end time: 2007-01-01 05:22:49
interface: bvi2

FW# show dhcp ip summary

General Statistics

Active IP : 1
Abandoned IP : 0
Expired Leases : 1




N e e it onee % |

Usage by Network :
Network Netmask Active Abandoned Expired

192.168.2.1 255.255.255.0 1 0 1

9.4 fit & =

ESVETBuY

fic & % & (DHCP Server) 2%/ FM4-HC IP Huht, an FE R, 172.16.1.0/16
NEFAER M, 172.16.2.0/16 AiEd 75— G %+ (DHCP Relay) ZEHM 1
Y

& 9-4 DHCP 45 & %5 4H M K

DHCP SERVER

V 7/ :‘fr'.“
182 15-5.0’;’1_ II-II

192168027  ..n 172.16.1.1

o 1
DHCP RELAY (| st =

=

——

172.16.2.1 {d Efrerret I
Address Pool
( Ei i 172.16.1.10=172.16.1.250
Address Pool

172.16.210~172.16.2.254

Fo BV IR:

S fic & & -FDHCP SERVERFTTE R 3 % 32 N IPHbiE

FW_A(config) interface ge0

FW_A (config- ge0) ip address 192.168.0.1/24
FW_A (config- ge0) dhcpserver enable

FW_A (config) interface gel

FW_A (config- gel) ip address 172.16.1.1/24
FW_A (config- gel) dhcpserver enable

FW_A (config) exit

FW_A (config) ip route 172.16.2.0/24 192.168.0.2
FW_A (config) exit

NG
N

Bt DHCPAH< &%k
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FW_A (config)dhcp

FW_A (config-dhcp)share-net gel subnet 172.16.1.0/24

FW_A (config-dhcp)share-net gel router 172.16.1.1

FW_A (config-dhcp)share-net gel dns 202.99.16.1

FW_A (config-dhcp)share-net gel 172.16.1.10 172.16.1.250 infinite
FW_A (config-dhcp)share-net ForRelay subnet 172.16.2.0/24

FW_A (config-dhcp)share-net ForRelay 172.16.2.10 172.16.2.254 infinite
FW_A (config-dhcp)exit

fic & dhcp relay

FW_A (config)# interface gel

FW_A (config-gel)# dhcprelay 192.168.0.1

FW_A (config-gel)# exit

FW_A(config)# policy 1 any any any any any always permit
FW_A(config-policy)# enable

FW_A(config-policy)# exit
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10 EESSH

10.1 F27SEE R4

AR AR ST A TR EMBE A2 H . BRAMEEH BT, S0E SR b A
DR BT RS B BERN P2 IR A e, — B TS RN K. PRl
I E IRz b, BRI R, mRk. ATEE. ERTA KB T, #aS gl
P
LA RS I H SRR I EH ) R R AT, e T A A TSR, SRR R S e
AREREATII MR RS, SR RSB IR, M S il e &
BIATTHIE N — b L.

10.2 Bit EFFSEEE

A S R P P TG L PO B e o 2 P P R A IR A I B R S e i B ik
i, AL ip route -4 BC ELX AN EARHE L [R]I AT DUBC B i A i e AR
(1-100), MFHamnit. S bR RERE. Af@RaaE ARG,
(E P VAEIEE S RS v

e B e A B R D R
#B1 configure terminal HEN A SR C B AR
J£9%2  ip route AB.C.D/M (A.B.C.D|INTERFACE) fil & &t
[monitor MONITOR] [<distance> <weight>]

LIS exit iB H P E B
P28 show ip route EBRBESKHER
ZH V-
ip route:
28 BiEA RERE
AB.C.D/M H bk 7
(A.B.C.D|INTERFACE) BfHIMCHubEEE B0
MONITOR GRS AR, MRS TG, SRE AT R

FitcpMlicmp PR, #
BT — B RO AR S

<distance> B, YuRl<1-255> 1
<weight> A E, JERE1-100 1
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10.3 Bt & TR & I

A7 FRFIR I % i ARV BRIA B Hh (ol i e D, B H Bk AndERS 7y 0.0.0.0/0
(R1 b o e AT AVCECARAT H Ak, Bt AR EAS BT RLHS R 35 SR 1% BRI
¢ PR o R BRI EH SR AE P AT 0 BN I S R AL o AR RS
A NME—H THERE R AR M 24, BeE BRI R AR A R, BT DB i

i B A R KR PRI
P B R I e AP R

#B1 configure terminal HEN AR B AR

9%2  ip route 0.0.0.0/0 (A.B.C.D|INTERFACE) it & &4 %
[monitor MONITOR] [<distance> <weight>]

S8 end B H e A

104 REEEER~HS

%= 10-1 B REBSEKABER

e fERE
show ip route TR HAE R
10.5 B & X1

10.5.1 ECEH&EH

ek

o B Hes B, SRR BOE XN R RO ES kB A P i 202.118.3.2
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202.118.3.1 «fho

192.168.0.1 lethl
192.168.0.0/24

192.168.0.3  192.168.0.4 192.168.0.5

e B S 451«

H I Fic B 4 % th
FW_A(config)# ip route 0.0.0.0/0 202.118.3.2

K2 WMEEOZSH
FW_A(config)# interface ethO
FW_A(config-ethO)#ip address 202.118.3.1/24
FW_A(config)# interface ethl
FW_A(config-eth1)#ip address 192.168.0.1/24

HIES AEHER
FW_A# show ip route
Codes: K - kernel route, C - connected, S - static, |- ISP, R - RIP, O - OSPF,
D - DHCP, P - PPPOE, > - selected route, * - FIB route
C>*127.0.0.0/8 is directly connected, lo weight: 0
K>* 127.0.0.1/32 is directly connected, lo weight: 0
C>*192.168.0.0/24 is directly connected, eth1 weight: 0
K>* 192.168.0.1/32 is directly connected, eth1 weight: 0
C>*202.118.3.0/24 is directly connected, ethO weight: 0
K>* 202.118.3.1/32 is directly connected, ethO weight: 0
10.6 = HLERE

10.6.1 BERSAHEBNRE

HIPRIL R FoE TS H S, B HPRES BR RS
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o AERAS AR E A, BT LR
1. EEHPCE AN Btk B 1% Hdown .
2. KIEERHER T Btk AR AR O
3. AAFEEEOUT, A7 B B O
A ASEHACE TR, B T LR NS, B EMLUT L
1 KREEBRENE, &0 d T iR RN S B i Sk
KA
2. BT ERAS AR B IPHULAC E T AR T B IPHE.
3. R TS A AT B AR I () A B RO R, A
R STAE R IR I 8] A 3¢ A 3R [ DA f A 2 2K UL
gtk K b 2 #r b R BC B 75 IR .
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11.1 EIE KRR

T

o B B

EES A RAR ST A TREMBEE A% H . BRARMSER BT, S 0E R b A
RRAEZA . M E B AR TSR E, ASREX IS SRR R, — i TR

MRAK S SR b ai i E M 2
TR U N E B

fER .

11.2 B EETE R

L VR PO B O K B AR LR, k5%
B TS FR KR s SR M B T 3R N PR B A

R PR PR P L B ER 2 P RS B AN B O I BN e R R B
ANHhkEE, AT LA mangement route 4 it B X AN B H

Fe B S B D IR

P configure terminal N4 R B
J59%2  management route A.B.C.D/M A.B.C.D i B %
LIS exit IE R A
JGU%8  show ip fib route BoREHBHER
SR«
management route:
ZH i BERE
AB.C.D/M H 1 - R

(A.B.C.D|INTERFACE)

HEER S IE B AR

11.3 e EETEREO

EHEE BN E R MEERER AL,

Bic B A 2% 1) P IR
S configure terminal HEN 4 R e B AR 2
982 interface IFNAME HBEAIE—Ainterface
HIE3  port type mgt o Sur Doy E O
HSIE4 end R FNFFAUE T
4] show run interface BoRACE
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114 B EEEETRHS

#x 11-1 BEREEERER

we R
show ip fib route BB EHER
11.5 fic & Z= 1

11.5.1 BEEEEREA

EXVEGipuT

P ASEE Mo FW_A ERIBGAR BRI FW_B FRISE; RN, AIEM
LR G, REWSE B O R FW_A 4%, i BEA . LR pIR
A7 RT 3 A B p S Th e R SE .
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FW_ARHECE :

ge0/3:20.1.1.246/24

FW_A

ip route 0.0.0.0/0 20.1.1.246
management route 0.0.0.0/0 192.168.1.1

interface ge0/0

ge0/2:30.1.1.246/24

N

ge0/3:20.1.1.83/24

ge0/2: 11.1.1.83/24 E]
[ ]
LEESN

11.1.1.3/24

PCAAHL A 2 ZIFW_BRIR =
11.1.1.3>30.1.1.246

)

192.168.7.66/24

EIER2:
18i1192.168.7.0/24
FEIEFW_A

port type mgt
ge0/0: 192|168.1.83/24
P: 192.168.1.1
[ ]

=

192.168.1.66/24

%fiﬁl:

8i1192.168.1.0/24

FEIEFW_A

it & &1 :

A e B B % e

FW_A(config)# management route 0.0.0.0/0 192.168.1.1

HIR2 BEENISH

FW_A(config)# interface ge0/0

FW_A(config-ge0/0)#ip address 192.168.1.83/24

FW_A(config-ge0/0)#port type mgt
FW_A(config)# interface ge0/2
FW_A(config- ge0/2)#ip address 11.1.1.83/24
FW_A(config)# interface ge0/3
FW_A(config- ge0/3)#ip address 20.1.1.83/24
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HIES  AERER
FW_A¢# show ip fib route
Table 1, 0.0.0.0/0 gate 192.168.1.1  oif ge0/0
Table 1, 192.168.1.0/24 gate 192.168.1.83  oif ge0/0
Table 254, 127.0.0.0/8 gate 127.0.0.1  oiflo
Table 254, 20.1.1.0/24 gate 20.1.1.83  o0if ge0/3
Table 254, 11.1.1.0/24 gate 11.1.1.83  0if ge0/2
Table 255, 127.0.0.1/32 oif lo
Table 255, 20.1.1.83/32 oif ge0/3
Table 255, 11.1.1.83/32 oif ge0/2

Table 255, 192.168.1.83/32 oif ge0/0

11.6 = WHIPE

11.6.1 BBHRSHEBRES

WIS BeE TS, show ip fib routel®% A &l B 15 B B
BaRilE MELT LS #T

1. BSEEER T Btk xS E D down,
2. fRYEMEEER R —Piht B AR O,
3. ERHIECE AN B bk xS A R A B BN A .

fipe ok R b o Hr b I B T R .
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12

12.1 RIP1Y LA

Bl & RIP

RIP HHy 2 HE T D-V &% (XFN Bellman-Ford 83 A B ML, F#FR IGP
(Interior Gateway Protocol) , /it UDP ## i 3 g it 5 B . D-V BVE X FR IR & M) &
SE XM ERAE ARPARNET SR T-1HSENL I 45 i e T HE . RIP WMSE H T RO
HHAE N RS B R brE e —, & AN IGP 2 —, A2 IP % AL
FIZAEH . RIP W3 vE F T8 A R PPEOR R r BY 285, DT b T K 25 5 AR el o 1A
P R A AN AR R S O X P 2% . T B8 24 3RS, — AR RIP B,

RIP Bl A A Bk Eok & B A (S AL EE B FRORN B I AL, RIP B fd F B A =0 4R 5
PEARAE B SRR ARAS B R SC o TR B 380 1 38— KA B, B2 R0k Rk, %
ofs B NSO S T SebR i s B, DU 30 FD IR RRE A5 48 MR AT I 1 . 7E RIP B,
AR T AKCE B, B LR (3% IR TR R, FE B fid o B 7 A0 2% b 8 B LA

{84 £ 19 LE B
12.2 it ERIP

1221 REGERFR

TR EPPF G 3 &KT RIP 1A R EE B WL, FREHTR:

% 12-1RIP REEEER

NE BRAERE B

ffife/A% I-IRZS (enable/disable) disable AT SRE
BEAIEZEA (noneftext/md5) none AT R

JR A 2 A E

5 i BT B[] 30 HUCRH R B E
R B 7] 180F) HUCRH A 5 E
B ER I [R] 120F) UK A 5 E

12.2.2 & B ARIPIR AR TIRE

JE I rip BRI, FEBLIEA A REXS rip B DD REMFBE— P E

Fio B D IR

IR configure terminal

HEARC B AR

HIR2 router rip

Ja FripZhge 3t AripBc & 45 5
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LERC B AR H no router rip BT DAEUTE X rip FBEE, EHARE BISAHCE .
SRV -
#r4 (1): router NAME

Z2H BLE RAEWE

NAME 5 B PR 7

A PA &R R rip AJG T feat rip Ltboh ikt — S BLE .

==
ba =

12.2.3 ELERIPRR A

RIP FIMRCATRCE, AEHE DBOA U FRCASEC B RO 15 00 T 120 RIP PR SCICA AR SCHY)

[FENEISH
fic B DIk
P configure terminal HEAEE R
12 router rip Ja Hrip Dy A riphic B 8
I3 version 1 Wi B R AR SR A AL
A end 6] Bjenablet =X,
LIS show running-config showfir &

% F no version A LLEIY X version (1% 8, f#HKE A E 2.

SR«

#4 (1): version <1-2>

2% BB BT E
<1-2> RiphR A 2

12.2.4 TEERIPR FBHIMILE

LRGN EIEM 2 R AT 25, (AR a5 B85 2 2 RITA A 2% 1 % i

fic B AP IR
I configure terminal HENAC B A
HIR2 router rip J& FripTh g Rk ripfic B4
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IR network 202.38.168.1/24 Hic B [ A1 A1 X 4% 202.38.168.1/24
SSURA end [A] Fllenablefé X,
IR show ip rip showfir 4

i no network 202.38.168.1/24 v LLEJE X 202.38.168.1/24 % &, i HA
AT 202.38.168.1/24 HIE&H

ZHUL :

74 (1): network <A.B.C.D/M>
2% Bt B BRAEEE
<A.B.C.D/M> i B R AT R 2% 7o

12.2.5 EERIPE L4 ERE

fit & —%% 0.0.0.0/0 %t KA 2=,

fic B AP IR
FI configure terminal HENHC B AR
W2 router rip Ja HripBhREFEiE A riphit B 5=
SIS default-information originate i B R A 1% i
A end 6] Bjenablet =X,
] show ip rip showir 4

{# [ no default-information originate 7] LN & A7 k44 1% H )15 &

12.2.6 BEERIPRRIANELHEER

HRAT R G R A BB A B AL, SR I BOA N R

W= &
i configure terminal HENC B A
%2 router rip J& FripTh g Rk ripfic B4
LIRS default-metric 3 BLE BN E RAEE N3
FIRA end 0] #enable s 5
s show ip rip showfir 4
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i no default-metri 7] DAEUE X BRI\ S A0 WEE, FHRE 2IBAE 1.

SR -

#w4 (1): default-metric <1-16>
¥ BEBH BB E
<1-16> B E R AR 1

12.2.7 BLERIPE B+ 28 fifi 4 B+t jg)

RIP 2 AR 48 S I ST ] o U ) i b i A B 6 2, ARG I ) B3R I 3 35
AT SR K SR, X 2% i A A R R B, JFAE metric BN
16 [4h kAT, IFBLES IR E N 4% B USCERIN [ BARS, FEIX 2K HE R rip

% 2 B

Hic B A IR
HIE configure terminal HE B A
UR2 router rip J& FripZhREFEHE N riplic B 44 X
HIE3 timers basic 5 30 20 i B 5 IS 2% fitk 4% I} /6] A5 30 20%5
I end [ Ellenablef z{,
LIRS show ip rip showfir 4

] no timers basic B DA X 5 i) # fir & B TR] 08 &, (LK &2 2 ERAE 30
180 #» 120 .

ZHU -
4 (1): timers basic <5- 2147483647> <5- 2147483647> <5- 2147483647>
ZH BiH BREEE
<5- 2147483647> 7€ IS T I (8] 307
<5- 2147483647> ST R i 180F)
<5- 2147483647> BRI 8] 120%%

12.2.8 B ERIPE B+ 2% fifi & B+ jg]

R AT B P DB A . EDE. ospf (R ST rip TR AR AR .




RN e R e

i re |

Hic B DIk
I configure terminal HENBC B A
12 router rip Ja FripTh g I3k N riplic & 45 =X
LIRS redistribute connected metric 3 BB R AAMEERS, FEN3
FIRA end 6] jenableti =,
] show ip rip showfir 4

¥ F4 no redistribute connected A] LAY B % 5 /1) & & A5 .

SR -

4 (1): redistribute (connected|staticlospf) [ metric <1-16>]
¥ BiBA RERE
(connectedstaticlospf) #1257 7o

<1-16> HRAT LR 1

12.2.9 BEERIPHEEOAW R RIChRA

XHEEANE D BT RSO AR SCRRAS »

W= ¥
P configure terminal HEANEL B
12 router rip Ja Frip Dy A riplic B 81
I3 ip rip eth1 send version 1 fic B 42 Ceth LI R IERRA N1
I end 6] jenablet =X,

IR show ip rip

showir 4

f#H no ip rip ethl send version A] LI X 42 F1 ethl RIERCARIECE, fHHAK

HHERIME

ZH V-

#r4 (1): ip rip NAME (send|receive) version <1-2>
28 BiEA RERE
NAME EIAREA 7
(send|receive) HERA y
<1-2> %N 2
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12.2.10 Fg ERIPEEORIAGESEY

XN D B RAT SRR SCAE .

fic B AP IR .
2| configure terminal HENE B R
12 router rip Ja FripTh g I3k N riplic & 45 =X
FIR3 ip rip ethl authentication md5 12345 Pt & # Methl mdSiAiE, AEZRS N
12345
L end [E] )enablet 5,
] show running-config showir 4

f#H no ip rip eth1 authentication 7] AEUTE X142 1 ethl NIEECE, fHAKE

FIBRME T INIIE

ZHUL

14 (1): ip rip NAME authentication (md5|text) NAME
e 20 BB BAERE
NAME B4 y
(md5|text) NIEZE Y "
NAME NI 7

12.3 Bt & =l

1231 BRERG: AAT—RZRLPBHIPELIBITRIPEHIMUEIE

E UKo

DUT FI RTA #0N F — % &6 % 4, IP ki &, DUT £ eth0 Al
eth2 # 0 FEH T RIP, RTA7E#:10 eth0 il ethl FEH T RIP, P& T
HEE BRI AR E A 2.

ZHILERE




RN e R e

i re |

202.38.168.1/24

202.38.168.2/24

DUT

192.168.31.225/24

202.38.169.1/24

ethl E\“'\

RTA

Ethernet

PC1

Mo B D IR

192.168.31.116/24

202.38.169.2/24

PC2

I DUTHIBC &

FWH# configure terminal

FW(config)# router rip

FW(router-rip)# network 202.38.168.1/24
FW(router-rip)# network 192.168.31.225/24
FW(router-rip)# ip rip eth2 send version 2

FW(router-rip)# ip rip eth2 receive version 2

FW(router-rip)# end
FWi

K2 RTAREC &
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FWH# configure terminal

FW(config)# router rip

FW(router-rip)# network 202.38.168.2/24
FW(router-rip)# network 202.38.169.1/24
FW(router-rip)# ip rip ethl send version 2
FW(router-rip)# ip rip ethl receive version 2
FW(router-rip)# end

FW#

I3 DUT#H{Tshow running-config

F A RTA47show running-config

e B 45 2R

DUT K show running-config 15 2.
router rip

network 202.38.168.1/24
network 192.168.31.225/24

ip rip eth2 send version 2

ip rip eth2 receive version 2

!

RTA [#J show running-config 15 &
router rip

network 202.38.168.2/24
network 202.38.169.1/24

ip rip ethl send version 2

ip rip ethl receive version 2

12.4 RIPMS = 54 R

124.1 BF RIPEHR

A4H 7 R F) show i 4 (1458
A RIP %R IDIR:
FHA WRripig &
FWH# show ip route rip
Codes: R - RIP, C - connected, O - OSPF, B - BGP

N
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(n) - normal, (s) - static, (d) - default, (r) - redistribute,
(i) - interface

Network Next Hop Metric From Time
R(s) 0.0.0.0/0 0.0.0.0 1 self
C(r) 192.168.31.0/24  0.0.0.0 1 self
C(i) 202.38.168.0/24  0.0.0.0 1 self
FW#

AUEHRPEHEBRFTE=Z4Hb, W/ HE K H192.168.31.0/24 F1
192.168.31.0/24, JE&E N1, &H —NEINBH.

124.2 &F RIPEE

A48 F 1) show 64 148 A
BHE RIP LB P HR:
P SERIPHIALE

Routing Protocol is "rip"

Sending updates every 5 seconds with +/-50%, next due in 2 seconds
Timeout after 30 seconds, garbage collect after 20 seconds
Default redistribution metric is 1
Redistributing: connected
Default version control: send version 2, receive version 2
Interface Send Recv
eth2 2 2
Routing for Networks:
202.38.168.1/24
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
Distance: (default is 120)
FW#

A] DL Y 5 I S i ) 35 B 95 R0 3080 F120%0, BRIANE KA EE 8 N1, BERAG
THEBH, #O200BCKMASER N2, BB M 44202.38.168.1/24 17 7 K A »

124.3 BEEBARER

debug rip events

debug rip packet




T AR A fymendin 47 T

i re |

debug rip packet (send | revc)

debug rip zebra

82 FH R85

25 AT 75 AR T A A 2 o

debug rip events f] L&A RIP 1T B &4 H A
debug rip packet if L&A RIP WU HSCHIE B
debug rip zebra 7] LA#E & Fifi FH A 5 IS R AR B A

KD

i ZIIR A 2 R R R . B ERE R EBEFERR,

FWH# debug rip packet

FW# debug rip events

update timer fire!

SEND UPDATE to eth2 ifindex 3

multicast announce on eth2

update routes on interface eth2 ifindex 3

SEND to socket 11 port 520 addr 224.0.0.9

SEND RESPONSE version 2 packet size 44
0.0.0.0/0 -> 0.0.0.0 family 2 tag 0 metric 1
192.168.31.0/24 -> 0.0.0.0 family 2 tag 0 metric 3

Rip_read!

ignore packet comes from myself, 202.38.168.1

update timer fire!

SEND UPDATE to eth2 ifindex 3

multicast announce on eth2

update routes on interface eth2 ifindex 3

SEND to socket 11 port 520 addr 224.0.0.9

SEND RESPONSE version 2 packet size 44
0.0.0.0/0 -> 0.0.0.0 family 2 tag 0 metric 1
192.168.31.0/24 -> 0.0.0.0 family 2 tag 0 metric 3

Rip_read!
ignore packet comes from myself, 202.38.168.1

LRI
Xt ELE R SE AT A B AT, 2 AN R U DRI AL BT i




BCE RIP

RN e R e

RIP 2 5E I AE 5 AN A AT SEHTROC, B W) FoA Ve 46 A8 K i BB

|
'3
RABBRAPF TR a 4, dThadbaamestiTt
zfx P REF L, SARS CPUFRRERZAZNAF, 47
AR KRB, — &% no debug rip (events|packet|zebra) 44~

B s hfe .

12.5 & AR 504

125.1 HENR: AEEENRESES

PR P B AN BE 1L WA

T B WO AR AIGEE, ATERAAIGEE, 45 DS B2 15 151

fift ke REROKE, BUUkOiE
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Bl E OSPF

13.1 OSPFHMUELA

OSPF(Open Shortest Path First) &z #% i3, H Dy 5L S B ] 1) 25

OSPF Z&—H¥E RGN HML, HT1EHR— HI5 &%t (autonomous system,AS) A it
AR E . 5 RIP S B R SCR R 2, OSPF J& 5 THEMCIRA M bl . &R
B AE X 28 B B AR A PRUE = AR T RS, IR REES TR LE RIP S I BE R 4% V8 R4t

OSPF & H A & 48 838 F I RE MR S % ER 0, OSPF 3@ i Hh 28 2 1) 15 5 BOIR S5
BO(LSA), SRETHEEMCIRASEIRE, SRG 5T DUARYE SPF B2t th B34 25 55 1) B i B 42
BT, TS . BRI S ATRER RIP ATIGRP A, OSPF RAUK
1 Y F 4 S B A AR S SR RIS R, T RIP A1 IGRP 7545 A0 H OB (% 1 22 5l i
TR A AOE BIAARL A i, AHARES SURR X L6 5 B3 3 R 3R, W58 OSPF il
RIEMEEED, W RIP KIENERRERE . (EIEEWEEEIRELS AT, OSPF Pl IP
SR ELOP

OSPF [H] AHAR 1% B #8 & Hi A% — 1 hello #R3C, FFHEUCAR B % B #8 A&k 1) hello $R3C. X
AN hello i SCAMERT DAFE B % FH 2R TERT 46 TAERS T ARAHARE5HE, 1f] ELRT DAYEIZ AT 1 fAAH 40 2%
EHAS I TAEIE G0, anSRAHAT 2% a8 OCHL 7, BUEERE AN T, A2 MAH AR & 7R B 2] hello
LT, AT BEGE IR PTG L 2N B8 LA T, RERENT I 2% Fh 45 R4 1 2 A i 38 R S B

WSR2 A A, AT DUSEILIE— /NI BL 1% 2 OSPF 7% i 48 ik B — M5 2 % B
2% DR Al—AN %4045 52 i tH 2% BDR, 7EHEAT4E B4 2 RPN, FH 3 0 1 Hh % 1) A I 4 R 0%
LSA, LUg/b i TF 4

13.2 it EOSPF

13.2.1 REEEFER

T—REZLFE % T OSPF 54 % B35 B bL N A% TR
# 13-1 OSPF & EE S

NE BAERE &

fiifig/25 1IRZS (enable/disable) disable AT
OSPFIX I AIEZES (noneftext/md5) ANAIUE A P
BEAEZER (noneftext/mds) ARINE ik E
RATHA B B AR A A R E
OSPF % H iR 264k 110 AR R E
spf-delay{# Fspf-holdtimef& spf-delay: 5% BICRHASRE R E

spf-holdtime: 10%}
HeZ5rfc1583 N & A
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LSAE &I [H] 5Fp BUCRH GV RE
LSARIELEIR 1% BUCRH G RE
Hello-interval & 10F» AT o B
Dead-interval{& 4 *Hello-interval "X E
B2 &% DRI e ) 1 S E
OSPF X % H1 & TNEE R E

FR AT FUAL S H B0 130 e AR e 2R 2R SE2RAMR A E

13.2.2 ELE B FHOSPFR L ThEE

JAH) OSPF i, fEILELAS B4 REXT OSPF ¥ i ZhReFit— P RCE

Hic & AP IR

P configure terminal HEAEE R

152 router ospf J& FHOSPF Yy fig 33 N OSPFIC & 15 &
FERCE R T 6 no router OSPF F LUBUH X OSPF i &, fEH KR 2IEE
B & .
SR
4 (1): router NAME

ZH LB RELE

NAME 53 RN ETit 7

A P A5 F OSPF VAE 7+ #e 5 OSPF Rt sh s et — S B & .

AR

13.2.3 BECE OSPFEH & Router-ID

OSPF il 75 Z i 173 1) Router-1D, 1E A # tH 8% 7E H A RS8P (10 —ARiH.
— AT B35, 2 A BhikH —> Router-ID. 8 # B 2% St Pkik 1P bk
ORMEREI L . 5 EFR B L, WERRIRAS up F4: DV HUEE R AR AR i e 4%
[¥) Router-1D, 1] LA$5 € —> Router-1D.

fic B AP IR
i configure terminal HENC B A
%2 router ospf )& FHOSPFIHRE 33 N OSPFHL B A
IR router-id 1.1.1.1 it £ % FH 2% Router-1D
IR end [1] enablefi =,
IR show ip ospf showir 4

{4 no router-id A LLELH Xt router-id (&,  router-id ¥<xE 3 A shik %
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ZHUL -

4 (1): router-id A.B.C.D
BY B B RAELE
A.B.C.D OSPF Router-ID

13.2.4 BEEEITOSPFRYIEN

Bl B 1217 OSPF 4 1 LUK LT i X 4k

fic B AP IR
P configure terminal HEAEE R
152 router ospf J& FHOSPF i RE Ff 1 NOSPFL & i
P network 10.0.1.0/24 area 0 MJE T10.0.1.0/24 2 1 | 5 HIOSPF, 3%
BT & i X 3850
L end 6] Benableti =X,
] show ip ospf showfir 4

% F no network 10.0.1.0/24 area 0 7] LB 5 & .

SR«

4 (1): network A.B.C.D/M area (A.B.C.D|<0-4294967295>)
28 Y B RELE
<A.B.C.D/M> B P B 7
(A.B.C.D|<0-4294967295>)  [XIkID y

13.2.5 Big B OSPFXIBINIES R

OSPF SCRFAE [Al— XA A HEATIAIE o — > DX b AT 19 6 R 25 A DA TSR Y A 23—
U CRAES BISCAIE. MD5 % 3CIED o INIERR L T3S I fR 4, By 1boR&
PN DX AFEAT (U7 10 o 7EPC B X IOIERS 06 2500 DX 3 B A 48 11 SR b g 10
UEES . 8 1R IE s ORI 1T AR XA IEA — 8O, e 8 i N &

INET7 o

W= &
i configure terminal HENC B A
%2 router ospf )& FHOSPFIHRE 33 N OSPFHL B A
LIRS area 0 authentication fic B X 30 AL 5 A B SCAGE
FIRA end 5] 3 enable s 5
LIRS show ip ospf showir 4
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{# [ no area (A.B.C.D|<0-4294967295>) authentication 7 LLHUIH X 45 A IF 1) %
B, WERNEINEANE.

SR -

4 (1): area (A.B.C.D|<0-4294967295>) authentication [message-digest]
B L] BHREME
(A.B.C.D|<0-4294967295>)  [X4ID I

message-digest B @INT WY BAE RN SHR RSO
ik

13.2.6 BZEOSPF NSSA

H6 RS AMIASER AT LU AN BINSSAX I, {H2NSSAX A 1)

2% EH A8 5] N ASER B P] AFENSSA L 38 3 K% B X $ 2 Ak B T2 /E HOSPF
FRUERRSCHT — M B M, NS B ID 5 A SCRFZ B PR % H 28 B R AR B ) e
RN 7]

W ¥
P configure terminal HEANEL B
12 router ospf J& FHOSPF I fE F- 1 NOSPFIL & il
IR area 1 nssa translate-candidate i B X1 nssalX 3, H HiZk &2
5 R H TR Isaks A5 ik 2%
XA end 5] Ellenablefi 3
LIRS show ip ospf showfir 4

£ F no area 1 nssa 7] DI Z X 38/ nssa JE 1415 & -

ZH V-
4 (1): area (A.B.C.D|<0-4294967295>) nssa

(translate-candidate|translate-never|translate-always) [no-summary]

B YL RERE
(A.B.C.D|<0-4294967295>)  [XIKID 7

(translate-candidatejtranslat ~ NSSAXIH[ABRA EHEIT 745 B4 Mtranslate-candidate,

e-never|translate-always) etk EFABREZSHTLE L. F I~ MABRH IE H —
KHEAT TS HRAE .

[no-summary] BB iZS G, ABREK3E Tl E.

LSA T JEf A ANSSAX 15k
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1. wRENMRBAGKRHBERE T ZEE, ZXHRA
/ ‘ \ BT S RAERE AN,
FE

2, B E iz, FREHZH ospf

13.2.7 IR BEOSPFXIFE R E &

DI P 2R B2 O 1 b DS IRD B F , B ABR GE T — 25 R A SR ]
B PR B AR XIS, TR AR AR S . £ OSPF 1, ABR [A] HAh[X
R Ik I S B, PAR BN AL AR B Type 3 LSA. WA X I A2 4E — L i
BB, AT AR B ABR KX L AL W BOR & s — M Be. 3XFE ABR R
KIE— R TG LSA, P A& 15 E R S BAEH I LSA ¥ A i
Bl R A I 2, XA AT D HA X b BE OIS S B2 (LSDB) MR, 4n
RAZ I BE ] 5S8 7 not-advertise FRAE, I FTX — AN Beis i (1058 4 % Bk
AT HE L XA BOR H P Huhk AR 7 SN B . FRUSCR S X BRI
PIE IR & AT o [X 3] i o 135 S R AZ i

fic B A IR
P configure terminal HEAEE R
B2 router ospf J&i FIOSPF I E 1k N OSPFHiC B A5 X
SR area 0 range 10.0.0.0/16 B IR A M B 16 X S A Y
I end [ llenablef z{
LIS show running-config ospf showfir &

{# F no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M.7J LL 1% & .

ZHU -

4 (1): area (A.B.C.D|<0-4294967295>) range A.B.C.D/M [not-advertise]
ZH LB RELE
(A.B.C.D|<0-429496729 #ATRAKIXIKID
5>)

A.B.C.D/M Hhdik v
[not-advertise] ANE R A S R

4 (2): area (A.B.C.D|<0-4294967295>) range A.B.C.D/M advertise cost
<0-16777215>

B B B REECE
(A.B.C.D|<0-429496729 /TR A&HIXIRID

5>)

AB.C.D/M Mokt

<0-16777215> T4 % B 1Y E 2 Metric
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#ir4 (3): area (A.B.C.D|<0-4294967295>) range A.B.C.D/M substitute

A.B.C.D/M
BY B B RAELE
(A.B.C.D|<0-429496729 #ATRA KX IHKID 1
5>)
AB.C.D/M il v
A.B.C.D/M A b1k 5 B 4 % b ik
=
¥ ¥ 4% A no area (A.B.C.D|<0-4294967295>) range A.B.C.D/M
3= advertise cost FUH & &y S &5 &4 costo

13.2.8 B EOSPFIRHHE ST

N T RS2 A B LRI IS AR, T DOKE— it e P 3L 15 B SN E 55— Ff
B, XA RE AT DARONBE B 0 . 1247 OSPF f1EA RZEATEAGIA
VR Z AN A FL AL b P 3 R By i 2 e o DU B e {5 R IE . 2 K ey
#1217 OSPF HiZia AT HAM RS i Phil, 5 EGINAMERH R 5, FERCER M
H A -

OSPF ] 4 AR B H, #2005 b i BURHRZ 0 T

DX 2 A 3 o

X $5k ] 1%

HRANERE

5 RSN R

DX 42, PAY A0 X35 ) B bt 3R 9 2R 8 P I A I 2 5 ) 5 A Bl e b Ui 1 G s %
FEB ARG ARG . 5RO R R R 2 IGP B (40 RIP,
STATIC), T iXKEs A ER R, Pril, tHE A RER eSS A
RGN BB AL R B GUNIE, JFHS5 OSPF H & H1 £ 2 A Tt
P, BRI S — M i R 76 9% {8 = A< i eh 22 BIA R K] ASBR [FI7E 2% {H +ASBR
Bz b B AL AE 2 . B8 AR a2 fa I 2 EGP i, BT
X H AT {E BB, BT OSPR MhMIACH, M ASBR 2 H VG R Gt A
PRI K T1E H IR RGEZ N EE ASBR 765, 1158 th e 2 i = 2225 LB T
o RIESE AR AL S = ASBR 2% 8% i H (b e 24l . (il
HAAE, P RS ACER H1 4% BRI R ASBR HITEDRAH -

fic B AP IR
I configure terminal HENAC B A
HIR2 router ospf )& FHOSPFIH&E 33 N OSPFHL B A
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IR redistribute connected metric 11 FCEEAAAEEZERH, Metrichll,

metric-type 1 F—RANTEE
FIRA end 5] 3 enablefs 5
] show running-config  ospf showir 4

f# Fi} no redistribute (connected|static|rip) 7 A % B 5 R A 1) K B .

SR -
4 (1): redistribute (connected|static|rip) metric <1-16777214> metric-type
(112)
¥ BiBA RERE
(connected|static|rip)  # & AT H AT 7
<1-16777214> HRAT 2% 1 ) Metric 7
1)2) HR AT ST 9 T RHNBER

13.2.9 Bt EOSPFE X # i& R & Metric

L& OSPF H kA Ah b th I IRk Metric

fic B A IR
B configure terminal HE PR B A
W IR2 router ospf J& FHOSPFI 8 7133 N\ OSPFHL B A5
HIE3 default-metric 100 ict B 5 % A % 1 1 54 Metric 24100
A end I llenablef z{,
LIS show running-config ospf showfir &

%1 no default-metric I LB Z % & .

S -

4 (1): default-metric <1-16777214>
ZSH BiH RAEWE
<1-16777214> R AR % 1 ERIA Metric ¥

13.2.10 2 ZEOSPFE & HEVARRE

—HRE 7R E D A, B sl 5 3ROy B 6 RGUIL S . (BRI I
T AL RATHAE R, T LR R RG0S s A G B . (EX N
HH e T e 2B 5 R R El o SR R R B B B e, TSR R RS
Frig gt AL sE i, R always 24




RN e R e

i oser ||

Hic B DIk
I configure terminal HENBC B A
P IR2 router ospf J& FHOSPFIh E ik N OSPFAL B 15 2
FIR3 default-information originate metric  fit B & & A BRAES BH, Metric 100,
100 metric-type 1 KI5 — KA R
FIRa end 6] jenableti =,
] show running-config  ospf showir 4

f# Fil no default-information originate 7] LLEUH iZ i &, i H K & 2 ERIE

SR :

T4 (1): default-information originate metric <1-16777214> metric-type (1/2)
¥ BiHA AR E
<1-16777214> R ATER N H I Metric. &
22) HRATER AR 2R 7Y o5 RAMR R

4 (2): default-information originate always metric <1-16777214>
metric-type (1]|2)

¥ BiBd RARE
always S R AN, B E
R A B .
<1-16777214> HRAMEINE H I Metrico. TG
(112) HRATBRINE H IR AN B

13.2.11 B2 B OSPFN SR

— MBI SR R — A R R SRR AT R AR . AUSE e —A> 1 3
255 (8%, WHEAELT, (BB AT E K. (B0 255 AR A Bt 5 B
IRAATIE,  NAZA I

W= &
i configure terminal HENC B A
%2 router ospf )& FHOSPFIHRE 33 N OSPFHL B A
LIRS distance <1-255> I B OSPRIME BLIE B (Hhll R0
FIRA end 0] #enable s 5
IR show running-config ospf showir 4

f$ F no distance m] AIXWHACE , fF IR E FIBRAE 110.
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SR -
4 (1): distance <1-255>
e BB RERE
<1-255> EEANES 7
4 (2): distance ospf intra-area <1-255> inter-area <1-255> external
<1-255>
B BiHA PAETE
<1-255> 150 A 2% H 1 OSPRAR S 2% 110
<1-255> 1ok 5 2% H (1 OSPFA S % 110
<1-255> ASH S % W OSPF AL 5E 110

7%

13.2.12 B E OSPFF#ARFC1583

fic & B B 23 1T S A 2 ASBR ISR & T3 A RFC1583 HLE , 4F £ 43
15 ASBR [ AS P38 8% AR

ZE RFC1583, FEILHIW £ 45 th H FE 2 (e
AR RFC1583, IR ik BeaE T X0 X 3N B 4% .

W= ¥
IR configure terminal HEANEL B
12 router ospf J& FHOSPFIjfE F 1 NOSPFIL & il
I3 compatible rfc1583 B A4 rfc1583
IR end 5] Fjenablet =,
LIRS show ip ospf show#r 4

{8/ no compatible rfc1583 7] LLEUIH #E 4 rfc1583 ML E, ¥ H K FIEINE
AHeFs rfc1583.

13.2.13 FeEOSPFIE R EER 28

P & ospf MR FNAS M A 2 Jm AR B BRI SE (OSPF) 2 [ (¥ 28 3R i
()R B T2 P IR SPF 582 [ fR I )

fic B DIk
| configure terminal HEC A
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W IR2 router ospf J& FAOSPFIH&E 733 N OSPFL B A5

FIR3 timers spf 10 20 1t B spf-delay 10%>, ¥ Espf-holdtime
N20FD

FIRa end 6] jenableti =,

<] show ip ospf showir 4

f§H no timers spf 7] ARUE ZACE . i H %R 2IBRINE spf-delay S~ 5 P,
spf-holdtime 4 10 .

SR

14 (1): timers spf <0-4294967295> <0-4294967295>
2 B BT E
<0-4294967295> spf-delayft 58
<0-4294967295> spf-holdtimef& 10Fb

13.2.14 FEEOSPHEAIEA

OSPF SZFF42 11 [8] 140 FE 7E 2 37 A1 58 R I I BEA T AR, b7 1 BV B 2 B N
%%, OSPF A AER: B SCER MD5 AIE.

W ¥
P configure terminal HEANELE R
IE2 interface ge0 HENFZ 1 ge0i 1T OSPFIL B
I3 ip ospf authentication B VR RO SR
IR end [ £llenablet# 3X,
IR show running-config showfir &

f#FH no ip ospf authentication 7] AEUVH XL E, FH K S B ERNEANIE.

ZH Y -

4 (1): ip ospf authentication [message-digest]
28 BiEA RERE
[message-digest] AHZSHFRUSCGAE,  AAIE

il %S 3o s SCNIE
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13.2.15 Ft B OSPFEOMRIINIERSH

BCE OSPF % 11 M T B SCIE R # 8

fic B AP IR .
I configure terminal HENFCE AL
%2 interface ge0 HENF%E 1 ge0HE4TOSPFIC B
$ 53 ip ospf authentication-key aaa -k Bl R INTE L
L end 6] jenableti =,
LIRS show running-config showir 4

f# /1 no ip ospf authentication-key 7] LHUHIZFC &, MHIER iZIAIEZ4H

SHV -

4 (1): ip ospf authentication-key AUTH_KEY
¥ BiBA RARE
AUTH_KEY BLEATHOAMER®SH  ASAE

13.2.16 f¢ BOSPHEOREIINEESA

FLE OSPF 411 M T8 SCIER & 8.

fic & AP IR
P configure terminal HEANEL B
IR2 interface ge0 HE\H (1 ge0E /T OSPFIC &
I3 ip ospf message-digest-key 1 md5 aaa ¢ 3 1 IE 7 2O HA SCGE
L end A1 $]enabletk 5
IR show running-config showfir 4

f# i no ip ospf message-digest-key <1-255>1] LI iZ L & , M5 1% A E %4 o

SR -

#ir4 (1): ip ospf message-digest-key <1-255> md5 KEY
28 Pi B3 SRELE
<1-255> i B key-1D x
KEY LB INTR IR x
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13.2.17 BR B OSPHENRMSEE

ML SRR AR A, AT DLSCHIAE — AN B 22 OSPF B H 28 ik 4% — MR
SE 18 DR M— A0 45 2 ik 2% BDR, e TR EHE = R, g e
4 H A A AN R 2% 3% LSA, LR B T4 -

6 A IR S R B T %8 LIEIE 26 DR B BT R 154, AR 2a s mTEiE
ZEBURAE MR e H . DR AR A AIRE R, & HH A W B BT 1R 2 e 2
SE[RIGE2S ORI . AR B Je T O [ fr 8S 80 mT LAEN “fik N7 EAT
A EFRZ DR 2% B A% IR UL e 2 K IR 257 6 6 e 3 AR SE S 55, ik
Router ID f Kf19 DR. 7EiE% DR H[AIIf £ %4 BDR, BDR tHFIA M B 4
(10 FT 7 i Eh 2 2 N A R RIS M Bk (S R . 4 DR K&US, BDR 2 ArRIECH
DR, HTATEERIEZ, HHAERRZFRCEE Y, U ERELIER
FLEI o IXASIBIE 75 ZE IR — T BDR, BAR— R B ALK I,
6], (HFEAS S REma % t i 5. B ) DR AR — 52 /& priority 5 K IR HH 3 5
[[3H, BDR A —E 2 priority 55 = K1 HHAS

DR ZFEFEA W B R M, S0 B8 B 88 M8 O 5 1. G B% A e — Nz
N _EArfESE DR, #E%—/N% D ErTfE & BDR, 2i# /& DRother.

HAGLE FEoE NBMA SRR LI 4 21428 DR, fF 5 81 s sl s 81 2 mi 3R

4 0 E AT EIE2E DR,
fic B AP IR
IR configure terminal HEANEL B
W52 interface ge0 HBE P11 ge0ik 1T OSPFE &
L% ip ospf priority <0-255> BE ORI
I end [ Ellenablef z{,
LIS show running-config ospf showfir &

¥ FH no ip ospf priority 7] LAERHiZECE , (6 K S N ERINE

SR -

#r4 (1): ip ospf priority <0-255>
28 Pi B3 SRELE
<0-255> EEARE Wi x

13.2.18 FgEOSPF#% O &KX ICAIFF 4

F P ar Ut e 42 TR CC I RS, 500 OSPF 2R ¥E 5T 19482 11 | 3l H
e
fic B D BR

IR configure terminal HENAC B A
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W IR2 interface ge0 HE\F% 11 ge0it T OSPF L &
SR ip ospf cost <1-65535> BB B2 O R IEIR ST
FIRa end 6] jenableti =,

IR show ip ospf interface showir 4

1§ [} no ip ospf cost 7] LLEUTH %L & .

ZHUL :

14 (1): ip ospf cost <1-65535>
ZH i B BRERE
<1-65535> PR EIR SIS v

13.2.19 it B OSPFIEOLSAEEE[F

M—EH RS ERIZE—S LSA 5, TSN AR . EEM
TE RS [R] PN BEA USRI 7 AfIA R O, Bt B4R X 45 LSA. H P AT RAKT
retransmit-internal F{{E 4T HACE -

Fo B AV IR:

IR configure terminal HEANEL B

SIR2 interface ge0 HEA M ge0it 1T OSPFIE &
I3 ip ospf retransmit-interval <3-65535> ¥ & #  LSAE AL [A] &
XA end 5] Ellenablefi 3

LIRS show ip ospf interface showfir 4>

f# no ip ospf retransmit-interval 7] DUER 1AL E, KR EIBRINE 5 7.

ZH Y -

4 (1): ip ospf retransmit-interval <3-65535>
28 BiEA RERE
<3-65535> LSAEE % [i] i i 1] i

13.2.20 B OSPFEOLSAREIEIR

TERGEFEHOIRAS T HR S (LSU) B, XH4RICH LSA 2 A 13 n
transmit-delay . 1% 24 1 e B 32 275 18 BI85 O _E A& RS T 5 A TA] . LSA
TEAR I FH 4% 1) “ B BOIRAS B 2 (LSDB) Hh £ fifi 45 i [ 2 4t (age BFPE N 1),
{ELER 2% I RE P A A 2 o i DAAT 6 BEAE RO 2 iR 2 AL TR1 4
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transmit?-delay F5, 3X— g TRIHE 25 56 Y E 2

W= ¥
I configure terminal HENBCE AL
HP2  interface ge0 b\ 11 903 4T OSPFHiC B
LR ip ospf transmit-delay <1-65535> % B O LSAKIEZEIR
L end [ Fllenablefi 1
] show ip ospf interface showfir 2

{# F4 no ip ospf transmit-delay 7] PLEUTHZAC &, fd H K & 3 2RIAE

SH Y -

4 (1): ip ospf transmit-delay <1-65535>
¥ BiBA RERE
<1-65535> B ILSARIEIEIR 1P

13.2.21 FgE OSPF## OHelloiR3 ERTRE

Hello 302 i I —Fhalor, & UM ROX B AR fE B 28, H T RIS
Y4l K R, 1% DR 5 BDR. I AT LA K i% Hello R ST (8] [a] k&
Hello-interval B FATRCE . (E#R/N, 2SR MR OB R I R B, HAE 16T
T2 I ZE AR [F)— X B % 23 1) Hello-interval 20 [

fic B AP IR
B configure terminal HE PR B A
W52 interface ge0 HBE P11 ge0ik 1T OSPFIE &
HIE3 ip ospf hello-interval <1-65535> P B 2 T Hellofi S 1% 5 I 38
FIRA end 0] 3 enablefs 5
IR show ip ospf interface showfir &

f#F no ip ospf hello-interval 7] LEUH XL E, {FHK S 2EINE 10 5.

S -

4 (1): ip ospf hello-interval <1-65535>
28 BiEA RERE
<1-65535> Hello#f SC 12 1] g i (1] 10%%
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13.2.22 Fig B OSPFE 4N BB ErT=%

FEAT % HH 45 [] (17 2% 235 [) 2 i 76 2N 1] TR) B P9 4 AR U B0 77 1 hello #8&3C, A
Jont vty 6 A R R FH P AT DA 418 F % EH A 1R 2 28T (3] Dead-interval FO{EIEAT
Bl & . Dead-interval f1E 2/ Hello-interval {E /) 4 %, [ — P Bt A HH 2% H
Dead-interval t1:2% 250 [A] o

W= ¥
2| configure terminal AR E R
SIR2 interface ge0 HE N ge0it 1T OSPFIE &
IR ip ospf dead-interval <1-65535> T 1400 J % Ak ] o e (1]
XA end ] #enablefii =
] show ip ospf interface showiiir &

f#HH no ip ospf dead-interval 7] AEUVH XL E, (FHAK S BENMH 40 7.

SH Y -

4 (1): ip ospf dead-interval <1-65535>
¥ BiBd RARE
<1-65535> 08 o 2% 28 I o 1) 40%»

13.2.23 ELE#FEOBIOSPFRILE AT

BB TEOUR , FEANFA R ARG BN 50 = W4 TR N4 (LRI, A REER I
FDDD), HE/ 2 EKUiRIMNLE (mihdk. X.25), fF|5SM% (HDLC. PPP),
X L AT — 2RI # 0 mT AHEAT OSPF iR B . W UUASH EEHRE I AL, k%
Fii & OSPF M4 A8 . FIFHIX —pi, APREET #5225 05 0 4K L B T 3k 45,
i X.25 Fii gk o vF OSPF 7EH ELL IR AYIEAT, XA LA EALE . AT
T IR 2 T B AT 1 22 8% U5 ) 9285, 51 14 P % A A SRR R AR 1% B 1)
FEHARET o X T ARG T R RRRE I 0 4, D6 B X i AR JE SR AR B R ik
hello #&3C, AT LAHE & 408 (A 2 Z AN i 1] AT B .
REZRREE - AEEZNBENR SRR 5D, B2 EHEE. 5
B HE 2 B U7 R s B SIS L, B2 S B DU — R 2O E
STEE, HNEARERELERS, RATRE—ANIP M, ArLliAL%5Be K
it AHEEMKININER, FFEBN.

FW SZHF OSPF M2 R IE T FE R AN 5 %) s 2

fic B AP IR
I configure terminal HENAC B A
WIR2 interface ge0 HE 2 [ ge0HE T OSPFIC &
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I3 ip  ospf  network  (broadcast % [TOSPFR KT
|point-to-point)

FIRA end 6] jenableti =,
] show ip ospf interface shown &

f# il no ip ospf network A] LB 1% &

SRV -
4 (1): ip ospf network (broadcast |point-to-point)
2% Bi B RELE
broadcast W E B TOSPF M 28 257 3y
]I 2
point-to-point B 1 OSPF M 25 25 LN
FUR R 25
13.3 fit & =

13.3.1 MERG: MAT—RZRLMHIPFEKIETOSPFEEH MY EIR

ESVETPu

DUT 1 RTA #H R — AN &6 W4, P hkEd B nE, EdEH S 3%
Ff$H OSPF, DUT %4 Fe5 % 192.168.1.0/24 M EX[f % H, RTA fe2:3|
192.168.31.0/24 MBI H -

FGILAME
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100.0.1.1/24 100.0.1.2/24
gel) gel)

DUT RTA
192.168.31.167/24 102.16%.1.144/24

192.168.31.108/24 192.168.1.247/24

Mo B D IR

G DUTHIAC B
DUT# configure terminal
DUT (config)# router ospf
DUT (router- ospf)# network 192.168.31.0/24 area 0
DUT (router- ospf)# network 100.0.1.0/24 area 0
DUT (router- ospf)# end
DUTH#

2 RTAEC &
RTA# configure terminal
RTA (config)# router ospf
RTA (router-ospf)# network 192.168.1.0/24 area 0
RTA (router-ospf)# network 100.0.1.0/24 area 0
RTA (router-ospf)# end
RTA#

RS DUT#show ip route
7l | RTA#show ip route
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W=RE S
DUT [#J show running-config ospf 15 5.
router ospf

network 100.0.1.0/24 area O

network 192.168.31.0/24 area 0

RTA #J show running-config ospf
router ospf
network 100.0.1.0/24 area O
network 192.168.1.0/24 area 0
13.4 OSPFHEIE 544

13.4.1 &F OSPF¥H*

A48 F ) show iy 4 (948
T F OSPF R 1%.
I i 7~OSPFI% %

RTA# show ip route ospf

N 100.0.1.0/24 [10] area: 0.0.0.0
directly attached to ge0
N 192.168.1.0/24 [10] area: 0.0.0.0
directly attached to gel
N 192.168.31.0/24 [20] area: 0.0.0.0

via 100.0.1.1, ge0

13.4.2 BBEFEOSPFER

445 FH ) show iy 4 A
& OSPF 15 B D BR:
FIR ZHEOSPFIHIE B
RTA# show ip  ospf
OSPF Routing Process, Router ID: 200.0.0.1

Supports only single TOS (TOSO0) routes
This implementation conforms to RFC2328
RFC1583 Compatibility flag is disabled
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SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Refresh timer 10 secs
Number of external LSA 0

Number of areas attached to this router: 1

Area ID: 0.0.0.0 (Backbone)
Number of interfaces in this area: Total: 2, Active: 2
Number of fully adjacent neighbors in this area: 1
Area has no authentication
SPF algorithm executed 3 times
Number of LSA 3

13.4.3 EOSPF{REER

4R R ) show i 4 (4
A OSPF 4B JE (5 &
G S OSPFALJE 1S &,
RTA# Neighbor ID Pri State Dead Time Address
Interface RXmtL RgstL DBsmL
200.0.0.2 1 Full/BDR 00:00:36 100.0.1.1
0e0:100.0.1.2 0 0 0

13.4.4 TFHOSPF LSAKIEEE

24 FH 11 show iy & (11 FH
1 H OSPF  LSA #ili (5 B
PE1 SFEOSPRAIE(E B
RTA# show ip ospf database

OSPF Router with ID (200.0.0.1)

Router Link States (Area 0.0.0.0)

Link ID ADV Router Age Seg# CkSum Link count
200.0.0.1 200.0.0.1 32 0x80000007 0x3elf 2
200.0.0.2 200.0.0.2 10 0x80000006 0x251a 2

Net Link States (Area 0.0.0.0)
Link ID ADV Router Age Seg# CkSum
100.0.1.2 200.0.0.1 32 0x80000003 0x7022
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13.4.5 &EOSPHEOER

A2 FH Y1 show i 4 [ fi
#H OSPF #1155
H I HEOSPFARJE{E B
RTA# show ip ospf interface ge0

ge0 is up, line protocol is up
Internet Address 100.0.1.2/24,Area 0.0.0.0
Router ID 200.0.0.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 200.0.0.1,Interface Address 100.0.1.2
Backup Designated Router (ID) 200.0.0.2,Interface Address 100.0.1.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Neighbor Count is 1, Adjacent neighbor count is 1

13.4.6 &EEARXER

debug ospf events

debug ospf packet (hello|dd|Is-request|ls-update|ls-ack]all)

debug ospf packet (hello|dd|Is-request|ls-update|ls-ack]all) (send|recv)
debug ospf packet (hello|dd|Is-request|ls-update|ls-ack]all) detail

debug ospf Isa (generate|flooding|install|refresh)

debug ospf ism (status|events|timers)

debug ospf nsm (status|events|timers)

debug ospf zebra (interface|redistribute)

R 3 8

25 T 5 EEAE iz kA 4 o

debug ospf events 7] LL#E OSPF i 17 &>

debug ospf packet (hello|dd|Is-request|ls-update|ls-ack|all)r] LL & & OSPF i
KRB SCHIE B

debug ospf packet (hello|dd|ls-request|ls-update|ls-ack|all) (send|recv)&FE
OSPF 2 ali & A s i SCHIE B

debug ospf packet (hello|dd|Is-request|ls-update|ls-ack|all) detail & & OSPF

WAR LI PEGH L 20 debug ospf packet (hello|dd|ls-request|ls-update|ls-ack|all)
23 debug ospf packet (hello|dd|Is-request|ls-update]ls-ack]all) (send|recv)HAC
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HRERAA AR

debug ospf Isa (generate|flooding|install|refresh) 2 & LSA &N EL 50 .
debug ospf ism (status|events|timers) & & £ [IRENUIPIRA . R e i 281
o

debug ospf nsm (status|events|timers) £ & 48 JEIR A K FPRAS . AR I 2310
R

debug ospf zebra (interface|redistribute) £ & 2 LR S A AR 45 B

Kb
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DUT#debug ospf event

DUT#debug ospf packet hello

DUT# debug ospf packet hello detail
make_hello: options: 2, int: ge0:100.0.1.1
Dump Sent Packet Begin.

Header
Version 2
Type 1 (Hello)
Packet Len 48
Router 1D 200.0.0.2
Area ID 0.0.0.0
Checksum 0xa292
AuType 0
Hello
NetworkMask 255.255.255.0
Hellolnterval 10
Options 2 (*-I-|-|--|E[*)
RtrPriority 1
RtrDeadlInterval 40
DRouter 100.0.1.1
BDRouter 100.0.1.2
# Neighbors 1
Neighbor 200.0.0.1
Hello sent to [224.0.0.5] via [ge0:100.0.1.1].
Dump Sent Packet End.

Header
Version 2
Type 1 (Hello)
Packet Len 48
Router ID 200.0.0.1
Area ID 0.0.0.0
Checksum 0x0
AuType 2
Cryptographic Authentication
Key ID 1
Auth Data Len 16
Sequence number 709641
Hello
NetworkMask 255.255.255.0
Hellolnterval 10
Options 2 (*|-|-|-|--[E[*)
RtrPriority 1
RtrDeadInterval 40

Dump Received Packet Begin.

DRouter 100.0.1.1

BDRouter 100.0.1.2

# Neighbors 1
Neighbor 200.0.0.2
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LRI
A LAE 23U Hello $- TR Hello R SCHAIERTIA — 3, 2 38404
KEER. Nzl ERCE, HHLRAEES—,

f RABEN P AT RHh 4, dTedsbamdiirt
I RKER L, SARS CPUTRERRAZNA P, HiA
AR kg ke, —Z %M no debug ospf 4 42 M Ak

13.5 5 W& 1

13.5.1 WEHR1: AEREFEBUBEXFR

e P B AN BEIE ARG R

X 3K IDA VG AL
PN P NN
AL
W B (2 HE RS LT
Hello-interval A~ILFE
Dead-interval A~ ILHC
BB HE 7 7 E AL AR R R
K8 0 FOSPFSHIE B
S NAZAAD R B A A — MR R, R THIR MG — A2
A, AR EILATER R
v ER SRR KON KU
v ERRAYR H B2 R
I £ S AR 2 jl I
A i 2% R 2% 2 AR H A T ZE X 25 1) DR
A i 2% R A% 2 AR I Hh 2R T AE X 25 1Y) BDR
A f5 % tH 2% 2 DR
. AR JE %t A% 2 BDR

ot

figE- ok

N PN O O B WO N -
M M P J J J M M M

s

OMmMooO >
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1 4 i & BGP

14.1 BGP1/my ik

BGP (Border Gateway Protocol) & —FiA[F H G RS t a2 [ 3T 1E 45 1 4b
HBI 5< Hh i (Exterior Gateway Protocol, EGP), 3 ZIhfg & E AR H i & 48 (Autonomous
Systems, AS)Z [AIZZ # 4 25 vl iA A5 S, FRil I U E B ALK b 2% B A% o

BGP {# ] TCP WhillfF MiLimihil, @it TCP WML Al SEAL LI {RIE BGP ffE ]
FEPE.

1217 BGP 11X %) Router #%5 BGP Speaker, i 37. | BGP 1% #(BGP Session) ] BGP
Speakers Z [AJ MR /EXT 254K (BGP Peers). BGP speaker 2 [i] & 7 4 S5 AR (A A P FH -
IBGP(Internal BGP) 1 EBGP(External BGP). IBGP J&f&fEH[H AS W& BGP &%,
EBGP ZIE1EAIH AS Z [ME L) BGP &4 . & MAEMMM S 2 8i/2: EBGP & 5A A
AS Z [a] 15 B MAS e, IBGP J& 5 ik 15 B AR AS Wi .

AFE G SCFEE IRAS 2 BGP-4, HAG W R R

> XFFACE router—id

u,

> FFTEEE BP X 45K
> U BGP XA

> SCFFEA Loopback #:H
> SCRFZBER EBGP %
> SRR R R
> CRRLIERA AS T

> XRPEN AR IE

> SCRFEBGP ORI IGP R H
> EFBGP BHE L

> SO BGP B H1TEN

> SCHF BGP % S 2
> SO AS Bk

> SCREMBERICE

> SCRFBGP BB




Foftd

[IEiR \l/f—?----;/”j/;/\ﬁ_ T

e ecp |

> SCFEBGP (MR 4Ed

SCRFIEE R Y 2 DU

>

>

ORIGN

AS_PATH

NEXT_HOP

MULTI EXIT DISC
LOCAL-PREFERENCE
ATOMIC AGGREGATE
AGGREGATOR
COMMUNITY
ORIGINATOR_ID

CLUSTER_LIST

BRILTTAN, I8 SRR R SORUR AT ) B E S SRS , SCRF AS BRARAIRIEIE, VT 513 (access list)

AT AR (prifex list). 2 KRIEHIFIFE (distribute-list) Al H ML (Route map) i JESE .

14.2 B EBGP

14.21 REEERFS

T RE2PiF 6Kk T BGP HIGE W B Bl R PR:

#£14-1 BGP Hv&E BRER

W& RERE HE
HHI 81D m R BT WHERKE

lookback#% [T, it

M lookback$% 1

EFRRCRM, B/

B BB O R

kS PNIR
A8 2% H AR B ZNE A
EBGPZ 5K 411255 S E
RATERA % H RA A
TCP MD5ALE AAGE AT E
Keepalive Timeft 60%) HUCRHBE R E




RN e R e

e ecp |

Holdtime 1§ 180F) R E
ConnectRetry time 1205 ANH R E
Advintelval (IBGP) 15%) EVCR A B E
Advintelval(EBGP) 30%4 BUCR oA B E
Bgp scan time 60F5 AT R
MEDfH 0 R E
Local_preff& 100 AT R
MRS K R E
6 HH ZE I KA R E
Suppress limit 2000 A R E
Half-life-time 15minutes CIEara
Reuse limit 750 AT R E
Max-suppress time 4*half-life-time CIEara
PR RS EBGP 20

IBGP 200

Local 200
IGP B G2 EN e AT i B

14.2.2 BB B FAIBGPIEHMNIhEE

JE ] BGP Bt H, EICELAL 4 Bext BGP BX HiDhRefEit— DI E
it D IR -
H R configure terminal BEAC B AR
)& FibgpTh a8 Jf 14 Abgp e & 715 A
7ERC B AL N no router bgp <1-4294967295> 1 LU X bgp & E, {#
HIKkE 26 E I E .
SRV :
@4 (1): router NAME
2K PiBf——Table Heading  SREEE
NAME s SRR 7

IR2 router bgp <1-4294967295>

AT T bgp VAt AE 5t bop AL R — AR, &
A — & A& R RAEEE —A bgp FEH,
AR b4 F % AS RINHFl — 5% Rk, AR —HAREEAET
BT —HBHE, ©TEEA2<1-4294967295>,
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14.2.3 AL EBGPEHZERouter-ID

BGP X 75 228 i #5 1) Router-1D, YE AR HHE$E B IR RGH I ME—FRil. —
WEAEM TS R B G, £ A BhikH—4 Router-1D. 38 %t 33 e ki 1P Huhk
KIFREIE . 5 TEFA mHbdE, WEERRAS up IHEE bk R IV AR B HH 28 1
Router-1D. 7] LA & —4> Router-ID.

Hic B A IR
FIR configure terminal HEC B A
HIR2 router bgp  <1-4294967295> J5 FIBGP ) RE 13 A BGPHC B 5
F I3 bgp router-id 1.1.1.1 fic & % th #% Router-1D
IR end A Fllenablefi =
J0%8  showip bgp show+i &

14 FH no bgp router-id 7] LB T router-id 1)1 & , router-id 443 # 35T [ 3k % .

SH -

4 (1): bgp router-id A.B.C.D
S PB—Table Heading  HREWME
AB.C.D bgp Router-1D

14.2.4 BECEBEBGPXIFE

BGP HiaAT ity Z T2l E X K

Hic & AP IR
i configure terminal HEAC B AR
2 router bgp <1-4294967295> J& Fbgph e 8k A\ bgpic B A=
H I3 neighbor 1.1.1.1 remote-as 100 65 W SR ipHi ik N1.1.1.1 FTIEAS
NAS100
IR end [1] enablefi =,
AL ] show run bgp showfir 2

{4 Fiino neighbor 1.1.1.1 remote-as 100 7] LLELIH & & .

SR

4 (1): neighbor A.B.C.D remote-as <1-4294967295>
S i Bi——Table Heading HRERE
AB.CD PO ENtf:ikia ¥




F A et & AT wit sop |

<1-4294967295> YERTE BB RANEE L
REG 5

14.2.5 B EBGPXE{44R

X BGP Speaker i, V2% S5E4K B BT B A5 B (E 55 PAT 6 H SR <5 ) #M [
N TRACECE, $EeReR, HEFEEH] BGP X5 iA4l. .

He B A IR
iz configure terminal HEAC B AR
J%2  router bgp <1-4294967295> J& Fbgp Dl fiE I 32 A\ bgpPic B 55
%3 neighbor WORD  peer-group ) 7 o SR 2H
i | neighbor A.B.C.D peer-group WORD [ % 2544 45 Hh 7 bt 174
g end [ enablef# 3{,
126 show run bgp showfir 4

{ Fino neighbor peer-group WORD ] LU X SR H R B, Ik & AERINEAAIIE.

ZH V-
#n4 (1): neighbor WORD peer-group
neighbor A.B.C.D peer-group WORD

S i i——Table Heading R ALE
A.B.C.D St A 20 i b i ’
WORD W AR IR 4 7

14.2.6 ELEEFEOEABGPE

BGP i HI 235 —AN48 & (1 S o A kA SRy A8 SR SO . 12 dilod &
FEHA BB E B R AR MR O | P bk, 25 2 SRR AT H] T IE R3] — 4D
JEIS, XL IBGP $hifhrh B, R — A BE R R A 4 1
BGP & f&, JF H AT HIEAR 58

Hic B AP IR
I configure terminal HENBCE A
A YR2 router bgp <1-4294967295> J& Fibgp 2y fig 3k A bgp e B A2
3 neighbor 1.1.1.1 remote-as 100 TR ES SRR ipihhl 81.1.1.1 FTBAS

NAS100
| neighbor 1.1.1.1 update-source lol Jic B Mo /E A1 AR a5 i 1




TR E LT £t & AT I |

4] end [5] Fenablefi X,

f# FHl no neighbor A.B.C.D update-source lo1 7] A4 ¥ &

SR -

4 (1): neighbor A.B.C.D update-source lo<1-255>
B PB——Table Heading  HREWE
AB.CD X EEARIP ik 7
lo<1-255> LookbackdZ [ 31k y

14.2.7 EBGPZ L E

EBGP 4 H) TTL {2 1 8k, ZEREEHZEN. RN LEERN, #FHEER
& EBGP Z It & Pk#i<1-255>.

Pie B A IR
| configure terminal HENBC B AR
£ %2 router bgp <1-4294967295> JA Fibgp L g 1k A\ bgplic B A1
I3 neighbor AB.C.D ebgp-multihop it EEBGPZ Bk & Bt %k
<1-255>
LA End [7] F]enablefi 28
415 show running-config  bgp showdr &

18 ] no neighbor 1.1.1.1 ebgp-multihop <1-255> HUH % & .

ZHUL

#n4 (1): neighbor A.B.C.D ebgp-multihop <1-255>
B PP Table Heading  HEKE
AB.CD A8 JE 1P bk 7
<1-255> BEE 1

14.2.8 BEESEEXNFE (4H) EiuEERkeepalivefholdtimefE

W B 545 5 1) BGP X &5 4 (4H) i S Ze sz i) 45 FH 1) Keepalive A1 Holdtime I [E){E .

keepalive Il (1 ~ 65535 seconds), #t% 60seconds; holdtime (1)
(1 ~ 65535 seconds), #t% 180seconds.




F A et & AT wit sop |

e B A IR
s configure terminal HENAC B AR
P IR2 router bgp <1-4294967295> Ja Fbgp e H i3t A\ bgp it & i

%3 neighbor{A.B.C.D | peer-group-name} it & keepaliveAlholdtimefE
times <0-65535> <0-65535>

L end [H] #enablefii =\
L] show running-config  bgp showqiy &

f# FHl no neighbor {A.B.C.D | peer-group-name} times <0-65535> <0-65535>7]

DA Z K E
SR -
4 (1): neighbor{A.B.C.D | peer-group-name} times keepalive holdtime
2% PeBl—Table Heading  #REEWE
AB.CD A0 JE 1Ptk x
peer-group-name H4 y
<0-65535> Keepalive 60s
<0-65535> Holdtime 180s

14.2.9 Bt B B EHTAVATIE ElFE

BGP ERAK IBGP X254 S48 AR 8] 6] F% /& 15s, EBGP & 30s. AJ DUR 4 75 2
AR S %o AT FE ) % e B 3 s ) 1) B

Be B P IR
H R configure terminal BEAC B AR
%2 router bgp <1-4294967295> J& FbgpZh &8 JF i3 A\ bgp it B A5 X

13 neighbor{A.B.C.D | peer-group-name} % & % H1 55 5 i [A)
advertisement-interval <0-600>

| end [5] Fllenablef X,
] show running-config  bgp showfir &

% F no neighbor{A.B.C.D | peer-group-name} advertisement-interval <0-600>
CIPN SRR = L BN /KRN

S -

4 (1): neighbor{A.B.C.D | peer-group-name} advertisement-interval
<0-600>




TR E LT £t & AT I |

B PB——Table Heading  SREWE

AB.CD A0 F 1P btk 7

peer-group-name Hs ¥

<0-600> e 5 ) o IBGP 15s, EBGP 30s

14.2.10 B EFBGPXMEA L XEFHRE K

A B 5 2R BGP X &8 A — 26— BV B RIS B

(W 8
1 configure terminal HENTC B A
%2 router bgp <1-4294967295> J& FlbgpTh A6 1k X\ bgpic & 5=

1IR3 neighbor{A.B.C.D | peer-group-name}  [A14% /& & % B4 %
default-originate

IR end 5] Fenablefs X
g show running-config bgp showi 4

f# /il no neighbor{A.B.C.D | peer-group-name} default-originate 7] AU L & .

ZHU -

4 (1): neighbor{A.B.C.D | peer-group-name} default-originate
¥ PiB——Table Heading  HEEE
AB.CD A0 JE 1P ik x
peer-group-name H4 y

14211 RREEYEEHAT—HAIEE

BGP % H17E IBGP Z [Al A& I AN 2T — Bk, X FF A1 A B i3 2 16 i % F AN ]
5. N THER B E, —M2E E next-hop-self, BIZEHEH i 7 4 & 15 iHE
Z% )N — ks ok B SRR 1P Mk

Hic B AP IR:
A configure terminal HENTE B A
HI%R2 router bgp <1-4294967295> Je Fbgp i€ 33k A bgplic B i

3 neighbor{A.B.C.D | peer-group-name} i F—BiAECD
next-hop-self




TR E LT £t & AT I |

SURA end [ Fl|enablefi =,
] show ip bgp show#r 4

{ FIno neighbor{A.B.C.D | peer-group-name} next-hop-self =] DL HLIH L &

SHV

#ir4 (1): neighbor{A.B.C.D | peer-group-name} next-hop-self
P JiBl——Table Heading  REHE
AB.CD A0 JE 1P 7
peer-group-name H4 y

14.2.12 ECEMBRFABASS

£ RFC4271 H#Hl5E AS 511 64512 % 65535 NFAH AS 5 ARBEAE AN FALHRE.
BT LA B B 75 52 ) 0 54 45 B eh RO B 2 WAA B T AS 5

fic B A IR
s configure terminal HEC B A5
%2 router bgp <1-4294967295> J&t FlbgpZh 6 5 1k A\ bgpic & 525X

%3 neighbor{A.B.C.D | peer-group-name} MR EASS
remove-private-AS

S IRA end [3] #enablefiE 2,
] show ip bgp showir 4

1 Fino neighbor{A.B.C.D | peer-group-name} remove-private-AS, 7 DLEH Z

He

ZHU -

4 (1): neighbor{A.B.C.D | peer-group-name} remove-private-AS
¥ PB—Table Heading  (RERE
AB.CD A8 JE 1P bk 7
peer-group-name A4 ¥

14.213 BE AL ERAEEM

BGP BRI FEA ) X AR A & AR & PR IR, A7 (R P P o P A e et g 11
A, T BT A 148 R I R R 1




F A et & AT wit sop |

e B A IR
s configure terminal HENAC B AR
P IR2 router bgp <1-4294967295> Ja Fbgp e H i3t A\ bgp it & i

g neighbor{A.B.C.D | peer-group-name}  JTJa /& i% [4]14 & I
send-community

L end [H] #enablefii =\
L] show running-config showqiy &

f# FH§ no neighbor{A.B.C.D | peer-group-name} send-community ] DLE 1% it

B

SHV -

4 (1): neighbor{A.B.C.D | peer-group-name} send-community
B PiB—Table Heading  SRERE
AB.CD A0 J 1P b1k x
peer-group-name H4 7

14.2.14 FERGIFFWCRIEREE

AR EPERERA R, A IRy T ORI B, ol 75 22 PR i i 1 4L

o
W ¥
| configure terminal HENTC B AR
%2 router bgp <1-4294967295> J& FbgpZh A8 1 N bgplic & 45X

%3 neighbor{A.B.C.D | peer-group-name} it & PRI 00 % i 3k &
maximum-prefix <1-4294967295>

FIRA end 6] #enables 3
L] show running-config showfir 2>

% F no neighbor{A.B.C.D | peer-group-name} maximum-prefix
<1-4294967295> 1] LI % HAC & -

S -
4 (1): neighbor{A.B.C.D | peer-group-name} maximum-prefix
<1-4294967295>
S PiBl——Table Heading  REEE
AB.CD ABJE 1P 7




F A et & AT wit sop |

peer-group-name M4 ¥
<1-4294967295> 5 0 7

14.2.15 REERBIFEEAER

TRAFAT T SO g A5 02, 24 bop FHTE LSRRI, AN E B0 fE AR
R R, XX WAFZOR BB, — RGO T A SO E

Hic & AP IR
R configure terminal BEAC B AR
%2 router bgp <1-4294967295> J& FbgpZhi 6 3t 3k N bgplic. B A5

13 neighbor{A.B.C.D | peer-group-name} [t & i B 4 <4k % 15 B
soft-reconfiguration inbound

B4 end [5] F]enablefs =X,
%5 show running-config showfr &

{§ FIno neighbor{A.B.C.D | peer-group-name} soft-reconfiguration inbound ]

DNEVSEREA W=

ZHUL

4 (1): neighbor{A.B.C.D | peer-group-name} soft-reconfiguration inbound
B PiB—Table Heading  SERE
AB.CD A8 JE 1P bk R
peer-group-name H4 .

14.2.16 FgEXHAFTHFk

A7 PRI B — A By SRS T 5 22 I 5 P BGP X 44

e B IR
Pl | configure terminal HEBC B
L PR2 router bgp <1-4294967295> J& HibgpZh e I3 A bgphic B A
RS neighbor{A.B.C.D | peer-group-name} % HIBGPXf /&
shutdown
P | end [1] F|enablefi X,
] show running-config  bgp showii 4

1 Fiino neighbor {A.B.C.D | peer-group-name} shutdown i] LAE % Bc & .




F A et & AT wit sop |

ZHU -

4 (1) : neighbor{A.B.C.D | peer-group-name} shutdown
B PB——Table Heading  SREWE
AB.CD A0 FE 1P H ki ¥
peer-group-name M4 ¥

14.2.17 BEBIGPFIBGPIRHZE

R IGP PMLAZ ., M IGP JEABHIE S . BGP FHEARI B AAME HC
(40 JE - BB network @4 F Ty BGP  Speaker %[/ H: BGP  Speaker
AL ELE

Pie B A IR
iz | configure terminal BB RER
%2 router bgp <1-4294967295> J& FbgpZhi 6 3k N bgplic B A5
5 1E3 network A.B.C.D/M [backdoor] =Ry e
] end [ £llenablet# zX,
A8 showip bgp showir 4

% F no network A.B.C.D/M T] LB iZ AL & .

SR

4 (1) : network A.B.C.D/M [backdoor]
S i ——Table Heading HRAETEE
A.B.C.D/M % TS .

A 14w R Al st#2kiA09 AL B. C £

2. W RBHRBENIE ARG AN Y, TFERE
bgp network import-check 453X 5% 1 2 & £ L AT69 IP 36 &
EA, o RTAGERTIEE K5 HEH BGP % H

14.2.18 BEEE L HIGPEHEIBGP

K IGP P AE I i o FUR AT 2 BGP A% e b, FACAT A T DO LB i L 7
i e AN B R el S0 A R




F A et & AT wit sop |

HLE D PR
| configure terminal AL B
%2 router bgp <1-4294967295> J& FbgpTy e 3 12 A bgp i & 4+
S1E3 redistribute  [connected | ospf | rip | ERAGEEH
static ]
HIRA end 1] Fllenablefi 3
A0%8  showip bgp show+r 4

f# FHl no redistribute  [connected | ospf | rip | static 7] LLELIH 1% Hd &

SHV -

4 (1): redistribute [connected | ospf | rip | static ]
¥ PiB——Table Heading  REEE
Connected B o
Ospf Ospfr= 4 1) 4% G
Rip Rip7=£E ) #% H 7
Static A I R o

14.2.19 fit EBGPHIERTEE

BGP 11 ] Keepalive & i #5 R4 5 A0 SR 1 H 0%z, 41 H Holdtime & B 4%
SR SR T R BB R, Keepalive 52 i 2318 60S, Holdtime
SES 25118 180S. 24 BGP  Speakers 2 [8] 37 BGP & #:H , X7 K% Holdtime
HEATHRR, {E5E/N1) Holdtime #445i%4%, 177 Keepalive & i #8518 G BK 15 T
P JE R Holdtime 1) 1/3 FIACE 1 Keepalive [{EFE/NE -

Hic & AP IR
i configure terminal HENC B A
A YR2 router bgp <1-4294967295> J& Fibgp 2y fig 3k A bgp e B 525X
183 timers bgp <0-65535> <0-65535> Bt B Holdtime. keepalive € i 2%
i | end [1] F|enablefi X,
] show run bgp showfir 4

f# il no timers bgp <0-65535> <0-65535> 1] LAHUIH %At & .

SR -
4 (1): timers bgp <0-65535> <0-65535>




F A et & AT wit sop |

S PiB——Table Heading  #REME
<0-65535> Keepalive 607p
<0-65535> Holdtime 180%)

RE TR R G LIAMAT clear 474, A % clear 4 T @4
5£§ i# é‘] {i )ﬂ o

14.2.20 ECEBGPHIERE L

TV At W i I BL i SR 3% T AR Ak, RIS AR T A 15T 1) 6 S
Ak, ARG e e BGP B R . APE SR BGP IR AL, 7F
AN BGP 231 (FE fith A5 R0 AR S it 39 1 5% bR SRS

N T 77 E BGP B E AR, T I FAT AR M S N\ B EH AT S 10 B SR D\ %
HHSEIE (40 In-route-map. In-dist-list 2%), Fmifa H % i A5 50 2% i S e He
% 1 5% (1 Out-route-map. Out-dist-list %)

T SR ) e S A A AR, I AAE BGP BB T AT

o B D IR:

B configure terminal HE PR B A

IR2 router bgp <1-4294967295> J&a Fbgp e 3k A bgp it & i

I3 clear ip bgp {* | neighbor address | %X & {7 BGP % ¥, A % % & j5 BGP
peer-group peer-group-name | Session, [FIA¥EE 5 FB WS A S0 .
external} soft in

i end [A] Fl|enablefi X,

S 1EG show run bgp showiir 2

LSRN I bR SR A AR AR A, LR AR i B ER SRS AR R AR X R
HH % FH SR SE T AE A BGP Speaker ¥ HHAE B o T\ B8 B SR 0E A2 S
TEM BGP  Peer #ZWCRIMNEEHEE L, T L NAFHE, AL BGP  Speaker
FEALREH 4G BGP Peer IR FI I H1E B

R SAB S T NS RS, L 28I dr 4 neighbor
soft-reconfiguration  inbound ¥& & HIEE1 BGP X5 K7EA BGP
Speaker R0y IR AR B FHAE S, B8 S5 ok A\ 2% o SRS AR AL R 46 28 B 15
SR/

I BIAEAE—RiFR 8% BB RE ” MBS HESEITT 3, SCRFEANMRAE IR R
HIE S MIZEAE T, O i SRS I REAS B STt A7 iy ST b R P e

ISR N B SRR AR AR, IR AAE BGP BC B AL T 0T




F A et & AT wit sop |

Hic B DIk
I configure terminal HENBC B A
H 2 router bgp <1-4294967295> J& Fbgp Xl it F: 2k A bgpiic & 5 X
13 neighbor{A.B.C.D.| WORD} T SR U T7 S B T AN 7
soft-reconfiguration inbound BHXAGL
S IRA end 1] Flenablefk =X,
15 show ip bgp neighbors showqiy &
SHV -
fr4 (L : neighbor{A.B.C.D.| WORD} soft-reconfiguration inbound
S YiBl—Table Heading  SREME
* FIT A FIBGPXT S A HAAT x
AB.CD XXX SFAIAT 7
WORD o SR 2 7

A SR 37 44 B 1 FB197 2 B (T2 B neighbor{ A.B.C.D.| WORD}
T= soft-reconfiguration inbound 4 H#£ K8 A 4.

N kAL TR A

14.2.21 EEBGPHFEK

BGP 1] LA R i iz H 2% tH SRS RIS B8 B, A7 W S HF access-list. prefix-list.
as-path-list #1215 Al route-map. A J<EL E% H 50 1) T 40 B0 B 1 L T 26 el P

WRRFETALE.
fic B AP IR
Pl | configure terminal BENC B
o ] router bgp <1-4294967295> J& HbgpZh 8 I A bgphic B A=
] neighbor{A.B.C.D.| WORD} Bic B access-list
distribute-list access-list-name
{in | out}
i end [1] £enablefi =,
%5 show ip bgp neighbors showii 4

KUk 4h, &4 neighbor{A.B.C.D.| WORD} route-map WORD {in | out}.




F A et & AT wit sop |

neighbor {A.B.C.D.]|WORD} filter-list path-list-name {in | out} Al neighbor
{ A.B.C.D.| WORD}} prefix-list prefix-list-name {in | out}ix =AM i Smg T

>~No

& no BUBRBCE -

SR -

74 (1) : neighbor {A.B.C.D.| WORD} distribute-list access-list-name {in | out}
S PiB——Table Heading A E
AB.CD. X SRR I o
WORD 44 o

14.2.22 BB AS-PATHE M

AS-PATH J& 2 BGP — AN EE @M, FEAKRPILAE, @il E
AS-PATH-LIST k5t 5 HH 5 w2 1R A 2t — Fh 7 =0

TR &P 6 LR T IENFRIAEAN AS-PATH-LIST.

Hic & AP IR
H R configure terminal BEAC B AR
%2 router bgp <1-4294967295> J& FbgpTh A8 1 N bgplic & 45X

P ip as-path access-list path-list-name it B AS-PATH-LIST4I| %
{permit |deny} as-regular-expression

o | end [7] Fllenablef 7
SIS show run bgp showr &

{§ Fno ip as-path access-list path-list-name {permit |deny} as-regular-expression
CIRYSIEREA W=
SCRE IR ik 22U

K VLRSI A AR 15 S CRLsemt & B0 1 UE)
°$ DURCASHE AS K2 1) B8 T
72008 ULECHTA LA AS200 JFER SR kA, Wat/e i,

ANAX G HC B AS200 42 1) % i Bl i AS200 & HiF B
B GEA AS TE I H% A (A AS) . E.g, EAULE

200 200

200$ VLELFT A B AS200 & H S B, G 3SR LL AR N 7E 200




F A et & AT wit sop |

IR A

"200 VERCAE T RS AS200 YSCEI FIRERT, e. g, 200, 200

100, 200 300 100, 2001 2§

200 AS_PATH ¥ AS200 (283 AS200 FIATEE, {HAEH
AS 200 RSB B AS200 ILEIMIRTLE) , e. g

200, 200 100. 300 200 100 %

100 (_100) * ULHC M AS100 FHIE BEHH HIARE AS400 K HI#R4%,
(_400) *$ e.g 100, 100 100, 100 400, 100 400
SH -
4 (1) ip as-path access-list path-list-name {permit [deny} as-regular-expression
¥ PiB——Table Heading  REEE
path-list-name eI
as-regular-expressio TEM AR

# BATRE (RFCA271) 55 3L, BGP #4T R AA I R FH
A & AS BREKE. 12— FLT, AS BRiEKEARLE, %2
AR WAE R, AR ERAIT RS AL ETFET

AS #%i2E9KE . BRI VAEARYE K IRE DLA 1 2 AL

ZE ARG H & AS BEKE.

do R R R A RKIE AN TE B AS 2K E, /£ BGP AL

E A X TF#AT: bgp bestpath as-path ignore 3t =T KA Z. &

AS-PATH #K /& .

14.2.23 BEEMEDRY

BGP 1§ fi] MED {1t} M EBGP Peers 2 =) 2| [ 842 34T UL 5 1 LL B2 (R4
¥z —,

MED {8/, BRAEI0E s .
BT, A RILEARR, RXSRER— AS KX R4

MED 14,

WRERAERVFELEOR BANE AS FIGHEEA K #1421 MED {8, /£ BGP it
B
AT




F A et & AT wit sop |

(W 8
I configure terminal HENBC B A
HIR2 router bgp <1-4294967295> J& Fbgp Xl it F: 2k A bgpiic & 5 X
P bgp always-compare-med VR EREAS [ #12 MEDE g
HEAT g
S IRA end 1] Flenablefk =X,
o] show run bgp shown &

BT, RIS, XK A AS BXE A A AL T AS BN SRR
BRAEAEAHEST MED ELECH, G R EA ok B AS BRER N A SRR B AR Fo R LE
8 MED {#, £ BGP i B N AT

AP configure terminal HE B R

%2 router bgp <1-4294967295> J& FbgpZhi 6 3k N bgplic B A5

I3 bgp bestpath med confed TV B I L P9 A T AS R R 45 1
A2 IMEDAE ReE AT LLEL

SHIEA end [F] Fenablefs =,

L] show run bgp show i 4

BRATELT, BRI E MED B ERE, %8121 MED B8\
N 0 1R#E MED {Hitk/)N, BREILicduilim, FrbliZigiam MED 28 T e i

oK.
WAREHERKEE MED BHEMEKANK MED B LS v Emik, £ BGP

fic B A
AT

B configure terminal HE PR B A

%2 router bgp <1-4294967295> J&t FlbgpZh 6 5 1k \ bgpic & 525X

13 bgp bestpath med missing-as-worst ¥ % B MED J& M 11 8% 4% [ A S 40 1%

BB,
g end I] #Jenable 5
15 show run bgp showfir &

BRAETEILT , WA R RRARIS , REAR AR RS R B A2 R PP 34T LK A 1)
AS HIX R R Se UL, fE BGP LB T

P | configure terminal BN B
IR2 router bgp <1-4294967295> J& Fbgp e H i3t A\ bgp it & 1=
LIRS bgp deterministic-med FOVFR B A [ AS XS54 1 i 42 5 E

B BRAETEOL TR 12 R AR BRSOy EE
B Ja RN AR e L

A IRA end EEEEL S
SIS show run bgp showdr 4




F A et & AT wit sop |

i Fno BN E.
14.2.24 FEELOCAL_PREFEM

BGP {#iffl LOCAL_PREF {E NI IBGP Peers %] 2|20 4T 0 S 24
FLE M HE 2 —, LOCAL_PREF B A 26 20k .

BGP Speaker ¥4I B[ AMBES k%4 IBGP Peers B s IIAHLAR e
REtt, WRFEBEAMMLENE, £ BGP B FHIT:

W=k &
HIE configure terminal HE B A
5 IR2 router bgp <1-4294967295> J& FAbgpZh & 32 N\ bgp i B 455

53 bgp default local-preference & &tlocalpreffi{a
<0-4294967295>

SIRA end [3] #enablefi 7,
S IEG show run bgp showiir 2

1% Fiino bgp default local-preference <0-4294967295> 1] LB N %L &, 1k 5 52k

#1100,

S -

4 (1) : bgp default local-preference <0-4294967295>
S i ——Table Heading HRAETEE
<0-4294967295> Local_pref{f 100

\ M b Z SR AL T A8 route-map 34T 52,
£

14.2.25 BEE COMMUNITY Attribute

COMMUNITY Attribute([#1 14 J& 14) & R #21l # B 15 B4 R 1 X —Fh 77 .
B2 —2H H R G, VA E M B R N T 5 18 S it 22 1 4k 1) 2
Hi5fEms, ML 7E BGP Speaker 5k {5 B RINACE .
A B R T LUE T2 AN EE, B8 R HL G LUE AN B RS Tk 4]
14
AT, FrA R HHEE T Internet 4k, 455 8 A I BIR @
H AT 3E SCT PUAS A L1 Bk & A -
® Internet: i Internet Bk, B IMEREHE T 1% B4k
® no-export: FRARMBEA KA EBGP peers.
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® no-advertise: FiRABEANKAEfM—/ BGP peers.
® |ocal-as: RRARBAEAKAEIA AS 4, MACEBER, RBEEAEASHENAEBR
G T HIA RS
T AR JE M, AT DA B B S R AR, RS BURIAY K
BGP Speaker 7] ATE22 2] RATEKH A KB, @& . WneiE & 74
JEPEME . TEHHT ISR AR, A5 BRI B8 BT b R & 1 AR 1 A4 I 1

(=R
Hic & AP IR
P configure terminal HENTR B AR
%2 router bgp <1-4294967295> J& FlbgpIh B 1k X\ bgpic & 5=

53 Ip community-list standard @& R 1AFIFE.  community-list-name
community-list-name {permit | deny} [ {& %1 & ¥ % = community-number
community-number AEF R P ARME, v LR ISR B —

ME (1 ~4,294,967,200), WATLIR
MM R CGinternet. local-AS.
no-advertise. no-export)

SWIEA end 5] Fllenableff =,
L] show run bgp showfir 4

ffiFno A4 nl UUE L &

ZHUL

4 (1) : ip as-path access-list path-list-name {permit [deny} as-regular-expression
S i ——Table Heading A E
path-list-name A HIR BT
as-regular-expressio 1EMFRIE

A 0B A P 8 ] o AT T K 5 T 1

AR

14.2.26 HCLEELHirouter-id

BRAATEOLN, Rk R A, W R R % WA F EBGP Peers
FEOCR ) B A B A% SR PR AR AR 5] (R BR AT, FRAT TR AR F ST (R 36 25 e AR B A o 1%
ArLLEE B B a0 R4, &4 Router ID BN A BRAR AR o
Mic & AP IR

HER configure terminal HEC B A5
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S IR2 router bgp <1-4294967295> J& FbgpTly e 3 12 A bgp i & 45+

#1%8  bgp bestpath  compare-routerid o VF BGP #E 17 fi¢ A1t I A2 30 456 1 LU %
router 1D

R4 end 1] Fllenablefi X

L] show run bgp showqiy &

{4 Fiino bgp bestpath  compare-routerid 7] LA TH 1% Hc & .

14.2.27 Bt EBGPE&HKE

BGP-4 3§F CIDR, FrLlfevFald R &R, LU/ BGP B HIRIIR /N, 294,
R R EEH AR R AR, 4% BGP RERIININE] BGP &
o AP FF TR EMBNERE

Hie B A IR
AP configure terminal HENFC B AL
%2 router bgp <1-4294967295> J& FlbgpTh B 1E X\ bgpic & 5
53 aggregate-address A.B.C.D/M fic B 5 A i e

sl aggregate-address A.B.C.D/M as-set  ¥RIIASS

s aggregate-address AB.C.DIM  RRIERARHEH
summary-only

) end [7] #enable 5

L] show run bgp show#y 4

i HIno W LAHUGH B E

SR

@4 (1) : aggregate-address A.B.C.D/M [ as-set summary-only]
SH PB——Table Heading  #REWE
A.B.C.D/M et

4 (2) : aggregate-address A.B.C.D Aggregate mask A.B.C.D [ as-set
summary-only]

2 Pt ——Table Heading A E
AB.CD PoRagiihiin
AB.CD REH
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Zﬁ& B5 A AR P B R AR E A, B A R AP i
== EEREEEABEEA.

14.2.28 FiEBGPRH K 5T3%

TP A B RIS, EE A AS WIIFTH BGP Speaker ¥ 37 4
EH K R (BGP Speaker W ZALHIKR). 24 AS 1) BGP Speaker $ & it
%, ¥ BGP Speaker FIBTUEIFAY, [F]H 45 W02 45 B 538 0 T RC BAT 51
TAERMEIAREE, KT MY kg .
XFil, AR TR R SO AR AT AS B AR TR IE> AS N IBGP SRR
(PR .
4 1 S RS — R D EE RSN IBGP AR E SR k. K6
BGP Speaker ¥ B A H R, HRAH IR RGN IBGP X547 NPk
% P i AR i o
fE AS PN SEILEK HH BB ES, HH R
® PCEMMRHEE, HIEE R U, B R R AR P AN B RO AR
I8 7 Sy (R LR R R
®  —NEEN IS RS AR IR P i A R R B AME A BGP Speaker HALIEE K R .
®  7EAS W, IR IBGP X ERR (AL e ATEE R R, X BAER S ) IBGP
XTEEARALHE LU JUMHE B — /NN B 22 AN 6 EH SOt o 2 18] 0 P 0 3 E S gt 2 R
SRS 5k i 2 ThEER BGP Speaker(G# 7 x4t BGP Speaker ASzRRig i st
ASTNRR)s BN I H S a8 AR A R %) 3% SO s 2 1]
% EH R G A U B — 2% B EH R AL FE RN G0 R
® )\ EBGP Speaker M2 tHEEHT, H4 A& B A 1% 5 i A& i
N B R () B E SR T, K Rk Al i A T R i s
® )\ IBGP JEZ i BRI B B el R, B R B A HLTH B i

W 8
| configure terminal O E B
IR2 router bgp <1-4294967295> J& Fbgp e H i3t A\ bgp it & 1=
s neighbor{A.B.C.D | WORD} e B A 7 i g S S 6
route-reflector-client Ffe e HE P .
L end [ Ellenablefi x{
SIS show run bgp show#r 4

HH R B E A RS, AEXAE IR, AT DU R SRR
Router ID FriRRXM. 9 THIINITUAR, EATLAIERENICE 2l R &, 18
RAEOLT, BOLIRCERE 1D, DUE—NBE 1 SO 8% AT ORGSR B T3 oAt
8 £ SR 5 AR B T
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BCEAE ID:
| configure terminal AL B
S IR2 router bgp <1-4294967295> J& Flbgp L e H 2t A bgplic B A5
LIRS bgp cluster-id A.B.C.D i & BEID
LR end 5 Fllenable i z{
iz t] show run bgp show#ir 2

HTFOUT , A P A% e SR 4 0% 7 i 2 [ AN 7 B SRR R, B
PSS R S S 2 P i 2 1) R o ELRE, R 2 [V L ST T AR
PR AR, T LA 6 o0 S 4 S 8 7 i 4 (19 2 e -

i Ffino ] DLETHIZAC & -

ZHULH «

4 (1) : neighbor{A.B.C.D | WORD} route-reflector-client
S PiB——Table Heading  REEE
AB.CD X SRR I
WORD 4%,

14.2.29 BCEBGPELH

A2 A — R IR RGN IBGP SR e R 1 7 .

B—NERERGEUDNEANTEHIGRS, HFBELEE A% B D
I AS S) KX 51 FIR KRG — AN . XTI RISk UL, BB BRATIAR
WHRZ—NAS, HRAGEHMN AS SXI7haT L. ERENE, FHIGRFEN
) BGP Speakers Z [[{/3%R & 37 5 45 IBGP XK ER:, FHIE RS0 K BGP
Speaker 2 [a]## 7. EBGP ##:. HEINIET HIE RSN BGP Speakers Z [A] 457
{5 EBGP i&EH:, B4 #uf5 B, xFF NEXT_HOP.MED DL} LOCAL_PREF
EIRAT B IS EAIRORFFA AL

Bo B DR

Pl | configure terminal BB R

HIR2 router bgp <1-4294967295> Ji& FbgpT e 332 N bgp it & H

SRS bgp confederation identifier FCE AS Bt¥HS
<1-4294967295>

| bgp confederation peers LB AS BN MHAT AS 5
<1-4294967295>

LIRS end A Flenablef X,
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%6 show run bgp show#y &

i Fnow] LAHTH i AL E -

ZHULA -

4 (1) : bgp confederation identifier <1-4294967295>
P JiBl——Table Heading  REE
<1-4294967295> 53R p

14.2.30 fif EBGPHYETEIEEE

R RS — N R SRR TS B, HuER M 1~255, 5P B A
K, HWFEOBAR. BGP X2 > 2 i % b5 B A [FIRUE BE AR A BB

29, 43N External-distance. Internal-distance 1 Local-distance =2%:

® External-distance: M EBGP Peers 2% >] | i &5 3 fH 55

® Internal-distance: M IBGP Peers %% >] 3| i ()8 PR FE B

® Local-distance: M Peers %] 3|, HEIAAFAER LN IGP % 2] BT

PRSI E, @Y IX ek BB Network Backdoor 4%~ .

(W &
H R configure terminal BEAC B AR
Ay A router bgp <1-4294967295> 2 Fbgp X BE 33 A bgp it B izt
HIE3 distance bgp <1-255> <1-255> il FEREE
<1-255>
F A end 5] $1)enablet >
L] show run bgp showiir 2

{5 Fino ] DAEUH iZ AL & .

S -

4 (1) : distance bgp <1-255> <1-255> <1-255>
S PiBf—Table Heading  $REME
<1-255> External-distance 20
<1-255> Internal-distance 200
<1-255> Local-distance 200
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A — R E SR EEES,

14.2.31 BGPiIEI BB &

BGP @22 %t bgp rib #% b3 7 FIAVE R4, LI E 2 15 RZ M R i 4%
FEPE, DLE R TS LRI HT % B S B i IR R A7 . I rT LA 1P rib DU fR
B B — B2 SR . Wk N —BAR WA, A4 B A 4 A% — Bkt btk
(1) BGP K Iji#i2x )\ BGP RIB H {5 % . BGP ks B0 o 7R 1 3 i 58
¥ro BH, 60 HH—ik. AT L SR A .

Hic & AP IR
A configure terminal HEAC B AR
L IR2 router bgp <1-4294967295> JA Fbgp X gk A\ bgpiic B A=
H I3 bgp scan-time <5-60> (CEEREIEE ]
il end [ enableft 3{,
A9 showrunbgp showir 4>

f# Hinoml EABUTH i G & «

ZH UL«

4 (1) : bgp scan-time <5-60>
=¥ i ——Table Heading R E
<5-60> A% 60s

14.2.32 AL EBGPHIEETR

% FHTER A RO TR R RIS, FROAEE IR 26 R o 51
AFEE M ER EHTE M EAERE, MM 5IE 7 M AT e . BGP B H =y — %EF
BB RIRG ik, Hilid iRiEk H EBGP Peer [ B {5 2 N8> AT
(1% FH R o

BGP (% H1 3 Jf i HI 40~ AR

® XH¥R¥: Route Flap, B H7EA AT K FI AR 1L

® EiiA: Penalty, B—RHYRG, JH3IE%HEK BGP Speaker Ji% ik
BN — AR SHE, Z%E R E R R ER.

i EFR: Suppress Limit, 248 B & S EE I IZAE R, BBl .
P2 Half-life-time, (&AL — -1 T4 it (1 18]

HP G FHME: Reuse Limit, 2486 A8 TIEACTIZAEN, B Bl iges .
B OAMHIN ). Max-suppress-time, % H1 AE A1) i B K i ]
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% EH R AL B ) T AR . W IR X HH R, BGP Speaker XiZ g it
IT— IR ?ﬁ(%ﬂﬂﬁ/ A ), METEEEG R, . e
HHEAR, WETHE RO —F, METTERRE RS AR, 2% RS . %
SEEENE E"Jﬂikﬁﬂﬁf\jﬁijﬁfﬂ%wﬂ‘lﬂﬁo

Wic & AP IR
s configure terminal HENAC B AR
HPR2 router bgp <1-4294967295> J& Flbgp L R H it A\ bgpic B A5
I3 bgp dampening B BbgpTE R

HRA bgp dampening <1-45> <1-20000> i & % i 2E V8 2 B01E
<1-20000> <1-255>

IR end A Fllenablefi >
RS show run bgp showir 4
{5 Fno A LU iZ B B
SR
4 (1) : bgp dampening <1-45> <1-20000> <1-20000> <1-255>
B PiBl—Table Heading  SERE
<1-45> e A 15minutes
<1-20000> A FE 750
<1-20000> i) _EBR 2000
<1-255> KA 8] 4*half-life-time

14.2.33 BGPRIZEFFnlads

BGP [ & f1 4k 3 Z A4 debug #1 show 7.

Debug bgp #T7F bgp debug JF%
Debug bgp events FT7F bgp F1F debug
Debug bgp as4 FH 4 FH5 as

Debug bgp filters g

Debug bgp fsm FITRRAHL

Debug bgp keepalives $TT keepalive
Debug bgp update {injout} #J7F update i 3
Debug bgp zebra $TTF zebra

Show B~ :
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showip bgp /R4 BGP #HifEE.
show ip bgp A.B.C.D /r48E H i) BGP % HE &

show ip bgp prefix-list prefix-list-name &7~ VCHC AT 4% 41 % (145 & B i BGP
P E R

show ip bgp community-list community-lister-number &7~ VG HC 15 & 1451 3%
) BGP B Hif5 8.

show ip bgp filter-list path-list-number &/RUCHITEE AS #1251 ) BGP #%
HfE R

show ip bgp regexp as-regular-expression i~ AS #5547 J& P UL & 1 0 2%
%1 BGP #1154,

show ip bgp dampening flap-statistics &7~ FT A #ik ¥ 1c 3% R 2% HH 4R % Si i {5
£

T o

show ip bgp neighbors [address] [received-routes | routes |
advertised-routes | {7 BGP XA HI{E E..

show ip bgp summary 11 {7~ BGP Router 7 B f{ Bt B A1 5K 145 5 .
show ip bgp peer-group [peer-group-name] {Z7x BGP &40 O C B A5 &
show bgp memory &7~ bgp f# FH A A7

14.3 B & =

1431 BERHI1: BET—RR2BHIPFEIRFEITIBGPEAMN
Hig

ESTE 3
AS65001 A5 —& FW1, AS65002 A 2 & FW, 73 l/& FW2 . FW3, FW1 . FW2
7 |a]j= EBGP #8:, FW2 . FW3 2 ilZ IBGP.

S HILERE




A U i 1 e ece |

Ge:192,168.2.1/24

Ge:192.168.2.2/24 J

AS65002

BB IR
P FW1HTE &

FW11# configure terminal

FW1 (config)# router bgp 65001

FW1(router- bgp)# neighbor 192.168.2.2 remote-as 65002
FW1(router- bgp)# bgp router-id 1.1.1.1

FW1(router- bgp)# network 1.1.1.1

FW1#end

A Y2 FW2IHL B

Z

FW?2# configure terminal

FW?2 (config)# router bgp 65002

FW?2(router- bgp)# neighbor 192.168.2.1 remote-as 65001
FW?2(router- bgp)# neighbor 192.168.31.107 remote-as 65002
FW?2(router- bgp)# bgp router-id 2.2.2.2

FW2(router- bgp)# network 2.2.2.2

FW2#end

13 FW3ic &

FW3# configure terminal

FW3 (config)# router bgp 65002

FW3(router- bgp)# neighbor 192.168.31.106 remote-as 65002
FW3(router- bgp)# bgp router-id 3.3.3.3

FW3(router- bgp)# network 3.3.3.3

FWa3#end

NG
=
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Hic B 25 R
FW1 show running-config bgp 15 2.:
router bgp 65001
bgp router-id 1.1.1.1
network 1.0.0.0/8
neighbor 192.168.2.2 remote-as 65002
!
FW2 [ show running-config bgp
router bgp 65002
bgp router-id 2.2.2.2
network 2.0.0.0/8
neighbor 192.168.2.1 remote-as 65001
neighbor 192.168.31.107 remote-as 65002
!
FW3 [¥J show running-config bgp
router bgp 65002
bgp router-id 3.3.3.3
network 3.0.0.0/8
neighbor 192.168.31.106 remote-as 65002

14.4 BGPlsis 54t 4p

14.4.1 &%F BGPEHE

A48 B () show iy 4 (944
BE bgp BHEAIDIE:
) BoRbgps &

N

FW1# sh ip bgp

BGP table version is 0, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>1.0.0.0/8 0.0.0.0 0 32768 i




TR E LT £t & AT I |

*>2.0.0.0/8 192.168.2.2 0 065002 i
*>3.0.0.0/8 192.168.2.2 065002 i

Total number of prefixes 3

144.2 BFER

AR F ) show iy 4 (948 H
#E bgp 5 EMD K.
I L HEbgpHIE R

FW1# sh ip bgp summary
BGP router identifier 1.1.1.1, local AS number 65001
RIB entries 5, using 480 bytes of memory

Peers 1, using 4528 bytes of memory

Neighbor \ AS MsgRcvd MsgSent  ThIVer  InQ OutQ
Up/Down  State/PfxRcd

192.168.2.2 4 65002 40 48 0 0 0
00:10:37 2

Total number of neighbors 1

14.4.3 EEFbgpiIERER

285 ) show iy 4 (1944
5 bgp SBJEER
v | FEbgpalJEE B

FW1# sh ip bgp neighbors

BGP neighbor is 192.168.2.2, remote AS 65002, local AS 65001,

external link
BGP version 4, remote router ID 2.2.2.2
BGP state = Established, up for 00:13:44

Last read 19:46:26, hold time is 180, keepalive interval

is 60 seconds

Neighbor capabilities:
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4 Byte AS: advertised and received
Route refresh: advertised and received(old & new)
Message statistics:
Ing depth is 0

Outq depth is 0

Sent Revd
Opens: 7 3
Notifications: 2 2
Updates: 1 3
Keepalives: 41 36
Route Refresh: 0 0
Capability: 0 0
Total: 51 44

Minimum time between advertisement runs is 30

seconds

For address family: IPv4 Unicast
Community attribute sent to this neighbor(both)

1 accepted prefixes

Connections established 5; dropped 4
Last reset 00:13:56, due to User reset
Local host: 192.168.2.1, Local port: 179
Foreign host: 192.168.2.2, Foreign port: 57455

Nexthop: 192.168.2.1

14.4.4 BEbgp NEFERAER

S48 T show iy 4 i
A bgp AT
S SEbgp AT T
FW1# sh bgp memory

9 RIB nodes, using 864 bytes of memory
2 BGP routes, using 112 bytes of memory
1 Static routes, using 48 bytes of memory

1 Adj-Out entries, using 40 bytes of memory
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3 BGP attributes, using 168 bytes of memory

2 BGP extra attributes, using 112 bytes of memory

2 BGP AS-PATH entries, using 48 bytes of memory

1 BGP AS-PATH segments, using 24 bytes of memory
2 peers, using 9056 bytes of memory

21 hash tables, using 840 bytes of memory

5 hash buckets, using 120 bytes of memory

14.5 B WHPES

14.5.1 HEEDR1: BERANERIUPEXR

o5 MBS AR LA R &

[ee]
7

i peer il ¥ tH AN AT A

9. WFEEARIPHIIE B AS S L B A %
10. Opendf ST A K3

11. P E lookback®z I AN AT IA
12, IgpZ Al 45Anid

13. Router-idy15e

ot

TR 3. MAEHORE
4. #TFFdebugifx
RSB
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BlE BFD

15.1 BFD#4

BFD(Bidirectional Forwarding Detection, XX [ & k6 ) Pris $R it —Fh i i dg . Peik
R 5 AR FE I HH o 2 (A1 R R AR IR 1R 5 ik o B4R i i 12 7 x0T DA ) 28]
R AR RIS, s &0 R ERE, FREAIUE M HERE.

15.2 i EBFD

15.2.1 R EBFDLIESH

BFD 2 A fdifE, BRI H A BFD 4% & 4 & #5752l BFD Bl & .

i B AR
A configure terminal AL E B
F¥R2 Interface ifname HENFEA O
ks bfd interval milliseconds min_rx milliseconds ACEBFDZ 41
multiplier interval-multiplier
S -
ZH i BERE
milliseconds Be B /N RIER G, AL 750
milliseconds e B /MR G, A=A 500
interval-multiplier [l 3

15.2.2 ECEBFD#EIETR

FERE AR BFD A2 L8l Al 21l i o A% BFD £l 3, R A 4l
2| BFD £k SR A & X i &% BFD 2 I3k 3.

W=k &
| configure terminal NI E A
#H%2  Interface ifname HEAFEA RO
#9538  bfd passive Tt Ja bfd i shis =
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WA G B B, fFH no bfd passive @4

15.2.3 e EBFD5BGPELE)

BGP B AEXT 2k 2 (Bl T BGP 85, 8 & P k1% KEEPLIVE
SCUMRRFERE IR AT, 257048 2 B (B8 A BIER ST, 2 At 5 A AR 2
XA 77 A BE R I N A s s . 7E BGP a5 BFD KilllJ5, #4x A BGP %}
SRS BFD 231, — H BFD fill 341 J5 2R 20, BGP i Hiks B N R BUIRES

NEZ5HEER.
e B P IR
$1  configure terminal BB AR
&2 router bgp 100 N bgphi=

493  neighbor A.B.C.D fall-over bfd /it &BFD-5BGPE:Z)
W AR MR BC E , 18 fv4 no neighbor A.B.C.D fall-over bfd
15.2.4 B EBFD5OSPFELT)

OSPF WM AE@ AL R 2 J5, A8 M K 1% Hello iR SC AR FRE S 176 K
P, ETEFREN MR A RERRC, SUCHIZB AR, X P ARG Tu#E
) J87 4 1 W . 7E OSPF L JE 3l BFD fuilllj5, #5439 OSPF 4B )& [ i 37 BFD 4
%, —H BFD Kl 2485 %k, OSPF ¥ gk B NRBCIRES, ANES 58

R
fic & AP 3R:
S configure terminal LB A
&2 interface ifname HEANFEAN O
I3 ip ospf bfd enable fic. # BFD-5 OSPFI 5))

WS ARMBRECE, {3 44 no ip ospf bfd enable .
15.2.5 Fe B BFD S5 &% kSN

F A AR T — BRSO, oo i bl 22— S I 18] LB BT RIS
AT AASRE PRI i N BB R . RS H R R B BFD A llE, By
Fra BB~ —BkEsr BFD 21, —H BFD Al 3] F—Bhkak, #aikhi

HIEEN KBRS
Mic & AP BR:
A9 configure terminal HENC B A
&2 ip route static bfd ifname Iic & BFD 5 A5 i HHHEK3))

AB.CD AB.CD

IR AR R BCE , 18 F 44 no ip route static bfd ifname A.B.C.D A.B.C.D.
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15.3 BLE XA

15.3.1 BFD5BGPEiz)

ESEifuY
G @ BGP &, v 1 REPE K BLEE R R, /£ BGP 4k LR H
BFD KLl DhRE, 4HERS 1B A, REMS PRSI, bRk disesk.

RBIHME

(W 8
B REFW_A
FW_A(config)# router-bgp 100
FW_A(router-bgp)# neighbor 10.1.1.1 remote-as 200
FW_A(router-bgp)# neighbor 10.1.1.1 fall-over bfd

Ni
=l
=8
N

BLEFW_B
FW_B# configure router-bgp 200
FW_B(router-bgp)# neighbor 10.1.1.2 remote-as 100
FW_B(router-bg)#neighbor 10.1.1.2 fall-over bfd
AHIR3 MEFW_ABFDZ

FW_A(config)# interface ge0/0

FW_A(config)#bfd interva 200 min_rx 200 multiplier 3
4 BLEFW_B BFDZH
FW_A(config)# interface ge0/0
FW_A(config)#bfd interva 200 min_rx 200 multiplier 3

FWA [T &

bfd interval 200 min_rx 200 multiplier 3
!

router bgp 100
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network 10.1.1.0/24
neighbor 10.1.1.1 remote-as 200
neighbor 10.1.1.1 fall-over bfd
I
FWB & :

bfd interval 200 min_rx 200 multiplier 3

!

I
router bgp 200
network 10.1.1.0/24
neighbor 10.1.1.2 remote-as 100
neighbor 10.1.1.2 fall-over bfd

15.3.2 BFD5OSPFEtT)

ek
1 6 e A7 OSPF AR, N T Re bR R IR b, E OSPF 4% LA
BFD Kl Zhag, R AR A, RESS HRdAS I, IR el

e0/0
/g / 10.1.1.1/24:

U 10.1.1.2/24

FWA

- 4

ge0/0

e B IR
HEL EFW_A
FW_A(config)# router-ospf
FW_A(router-ospf)# network 10.1.1.0/0 area 0
A2 WEFW B
FW_B(config)# router-ospf
FW_B(router-ospf)# network 10.1.1.0/0 area 0
L%3  FEFW_ABFDZHI
FW_A(config-ge0/0)# interface ge0/0
FW_A(config-ge0/0)#ip ospf bfd enable
4 BLEFW_B BFDZH|
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FW_B(config-ge0/0)# interface ge0/0
FW_B(config-ge0/0)#ip ospf bfd enable

15.3.3 BFD5##7SER AR ELE)

E SR BT
BORICE —RFSHH, N BbER S —G8E, N T REPUE AT Bl
LR, fER ARt B A BFD A IIThRE, BEH H PSR A %, RERs R

ge0/0
- 10.1.1.2/24 -
ge0/0
FWA FWB
it & IR

Sl EEFW_A
FW_A(config)# ip route 100.1.1.0/24 10.1.1.1
FW_A(router)# ip route static bfd ge0/0 10.1.1.2 10.1.1.1
%2 FBEFW B
FW_B(router)# ip route static bfd ge0/0 10.1.1.1 10.1.1.2

FW_A Bl & 45 5

NG

ip route 100.1.1.0/24 10.1.1.1

!

!

ip route static bfd ge/0 10.1.1.2 10.1.1.1
!

FW_B it & 45

!

ip route static bfd ge/0 10.1.1.1 10.1.1.2
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154 BFDLEMIT54%P

154.1 ZEE BFD4E

I Z~BFDALJE
FWA# show bfd neighbors
OutAddr NeighAddr LD/RD Holdown(mult) State
10.1.1.2 10.1.1.1 31 2250(3) UP

15.5 #PES

15.5.1 BFD4BEBE Ik

WH P B bfd, {H2bfd4l & @ R
T ®  bfd4l fa il 2 T B A R
®  FRIMihbR TG E A R
®  bopHkzhbfdity, EHbgp4hJE & T L)

15.6 EAERINEE

TR S -

FWA# terminal monitor

FWA# debug bfd fsm

FWA# debug bfd zebra

[ZEBRA] rcvd: ipv4_bfd_cneigh_add <raddr=136.136.1.254/32, laddr=136.136.1.1/32,
ifindex=16, flags=0>

bfd_neightbl_raddr_adddel:(raddr) adding new neighborbfd_neightbl_ldisc_add:(ldisc)
Assign: neighp->ldisc=6

bfd_neigh_add: starting bfd session <local 1P:136.136.1.1 disc:0x00000006(6)<==>remote
1P:136.136.1.254 disc:0x00000000(0)>

[FSM] (bfd_fsm_neigh_add) Add 1:136.136.1.1, r:136.136.1.254/Idisc:6, rdisc:0

ZR5HT:
Yl 7 BFD (R3C, (HARREHLIFEAT UP, K BFD MM E A SR
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16 B

16.1 TR B kA

SRS L, L2 SR (1R, AR AR DUE — A 1P BT — B He A bk
AT F AR B BV s 1P Hhk R g, TRLREH BB AR RE . XL
EIID P52 11 AN = 521065 RN/ 7 B AN £ AN 5 D NI VA S NI /N 3 [ B 4
B TRESER HHSCREEC . INBLEC ) . VR IP WG AT L U 1P AN G A S 4 T — Bk
WIS, JFSCRPIR YR BEAR B 25 R g T — B AT AR o SRms it ph A — o 5
TR R LR, S 2 e B IR 6

16.2 fit & SR EE

16.2.1 BIIERAE I

Tic. 5 5K W 4% eh 1) 20 3R

P configure terminal W2 R E A

322  policy-route <1-512> (IF_INJany) Tic B S IR B EH 1 DG 0 55 S 1T 5
(SIPjany) (DIPjany) (SEVlany) e EET M, BARES

(USERJany) (APPlany) (DONAMEjany) ¥ N7 IS HEH .
(TRJalways) ( rr|sh|sip_portjwrr)
%3 nexthop AB.C.D <1-100> [<1-255>] it N —Bktbhlak s s 1

[TEMPLATE_NAME] X RERACE . ARSedk . FARRER
[TEMPLATE_NAME] BBAR (A[E) | A% fE AR A B
out-interface INTERFACE_NAME <1-100> #% (Aik) . &HHZAN T —bk,
[<1-255>] [TEMPLATE_NAME]  MI7EZALE T 4k S5 Inipwr .
[TEMPLATE_NAME]

I8  policy enable JE RS, BIANBA, WA

[
A5 end IR [ R RS
#I86  show policy-route [<1-512>] P WG 2 F 2 A &
ZHUL I«

B YL REECE

<1-512> g % 1D T

(IF_INJany) WIXNED, anyFoRFTE D I
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(SIPJany) PEHHEST 5, anyZR R T EHLbE y
(DIPJany) H bl Xt 5, any®R A H kbt I
(SEV[any) M4t %, anyF R TAE RS G
(USERJany) FFXER, anyRaRFrE - pn
(APPJany) MAXT R, anyZR/RATE B A p
(DONAMEJany) WG, anyRsFrA A p
(TRalways) IHEN %, always3 4 3] p
(rrishisip_portjwrr)  ACE T —BkEE, %l shoRIRIPGA . G
sip_port R IPHI L 087 . wrr A inA A ]
A 1. K& se R AR & T 5@ 58 d ik s,
= 2. R RAEE O | Rk, BARRAFHEA S REE,

W REREETEREFHAFE, NWARTEREHE.

3. RABHES T —3A%, e REREELAST LS,
A AP LR T —EE R, L HH ALK E R
26, WHAMWBD GHART —kEE L,

4 EEAEFZEAET —kbit, EZEFXE&EH 27k
neg s dy, BT —3kAREREEE T —Hkht,
5, 3 FREAEWREMNANRNCEREEREHELMAT L

L8k

16.2.2 1EIRER B

e SRS i e 1D 3\ B SR e e e AN B AT IR 2

BB AR
A1 configure terminal BEN 42 R C B
#9%2  policy-route  <1-512> LPNGE X AR S 2R 1 ] 1)
P23 source-interface  (IF_IN[any) A6 5SS 4% £ N4
G928 source-addres  (SIPjany) 16 2SR I 1% BB R R LB X R
925  destination-address  (SIPJany) B 5 SR W 5 Eh ) B R il 5
HUE6  service (SEVjany) 1B BRI it £ ) IR 95 % B
31 user (USERJany) 04 SEmE % B IR P 4 5
HIE8  app (APPjany) 16 YR S 1% E P IS FH 6 R
#3%9  domain-name (DONAME[any) BT SR IG #%  (F3842 5F B
HEI0  Timerange (TRlalways) 16 BICSR S % E PR R )36 52
SN algorithm  ( rrishisip_portjwrr) 16 TR I 1% ER PR A7 R 5 vk
LR exit IR E R 2




T ARZ BT G emmeiig 24T T e B SR i e I

16.2.3 fHIBRTRAR %

TR s e iy, BC BV IR

BP1 configure terminal BN R EC B A
982  nopolicy-route  <1-512> HHIBRYE € 1D RSk 2% th 2% B
LIRS exit IR [E] R

T SR e el R — Bk, FCEOP IR

BP1 configure terminal N R EC B A

982  policy-route  <1-512> N T BB 2 T — B SR m
# 1D

#I3  nonexthop AB.C.D BT — Bkt

HIEL  exit TR R AR

TR SREms it by R B2 0, B EDOD IR

#B1 configure terminal BEN A R C B AR

382  policy-route  <1-512> LN T3 B A G e o LR SR e
# H 1D

#8  no out-interface INTERFACE_NAME M B4 € e O

HUEL  exit TR EREAUAR

16.2.4 VHELSRER BBV

H policy-route move iy 4 AT UL B Sems i b AR, AT 45657 B8 76 RiT 1) SHEm A0

JelLHL.
fic & AP IR
IR configure terminal HEANELE R
2 policy-route move <1-512> before %3 — 4% S HE 2% B 345 7 (1 SR B 26 R
<1-512> Z 1l
WIEI policy-route move <1-512>  after #55)— 4% SRS %t 248 52 11 SR WS 2%
<1-512> ZJE
A end B H BB

16.2.5 IHNRRE I

Y insert iy 4 AT DL — 25 37 (10 SRR % 11, - 483 N 26 8 10 50K % i 2 AT e 2
Jao

Mie B IR
g configure terminal HENT B A
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R policy-route insert <1-512> i N — 258 10 SRE S B EH B F 2 1 SR I
(IF_INJany) (SIPfany) (DIPJany) % 2 B
(SEV[any) (APPJany)
(DONAME]Jany) (TRJalways)
( rr|sh|sip_port|jwrr) before <1-512>
g policy-route insert <1-512> i N — 58T 0 SRE S B EH B F 2 1 SR g
(IF_INJany) (SIPjany) (DIPjany) M 5
(SEV[any) (USERJany) (APPJany)
(DONAME]Jany) (TRJalways)
(‘rrish|sip_portjwrr) after <1-512>
L end TR H FRAAU C

16.2.6 REEHEABAZH

BB AP IR:
A configure terminal HEAC B AR
%2 policy-route  <1-512> BN T BB SRS B R 1D
LRI policy  (enabledisable) Jes R Bl A PR S s i v
L IRA end B H B
16.3 it & = I
BB

HE ARV I 5538 1 IAE A I 1) 75 Sl A5 2 U Rl SRR, 0 55 50T] 1P stk i
192.168.0.10 — 192.168.0.20.
Pie B A IR
H I B — AN b4 finance_department
fw40(config)# address finance_department
2 TEIX A IE T G S 0 2% 3508 11 b3
fw40(config-addr)# range-address 192.168.0.10 192.168.0.20
IR 1 L X G R AP AR I 2 A 85 90 O SIS IS 8 TN 28] 2 T 2L
fw40(config-app-profile)#member category email

fw40(config-app-profile)#member category office-software
L B — AN TR G, A4 AR IR TR0 B [a] % 5
fw40(config)# schedule recurring work_time
fw40(config)# periodic 08:00:00 12:00:00 monday tuesday wednesday thursday

friday null null
fw40(config)# periodic 13:00:00 18:00:00 monday tuesday wednesday thursday
friday null null

LIRS A e icmp i FEAS B AR
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fw40(config)# healthcheck icmp icmp

IR B RMS EE SRR RbEE T G N F AT (R0 5%, T — Bk bbb B
51 P RREAG A AR
fw40(config)#policy-route 2 any finance_department any any any any any
work_time rr
fw40(config-policy-route)# nexthop 10.1.1.1 1 10 icmp
Hie B 25 R

fw40# show running-config

address finance_department
range-address 192.168.0.10 192.168.0.20

!

schedule recurring work_time

periodic 08:00:00 12:00:00 monday tuesday wednesday thursday friday null
null

periodic 13:00:00 18:00:00 monday tuesday wednesday thursday friday null
null

|
healthcheck icmp icmp
interval 16
maxretrys 3
timeout 5
policy-route 1 any finance_department any any any any any work_time rr
policy enable
session-persist disable

nexthop 10.1.1.1 1 10 icmp!

16.4 = WEFE S5 4T

16.4.1 FREGEENEL

AR TiC B W i ph J V50 42 IR SRS %l T BB R B0 T — 1k
T MR BE AR J LR L -
1 HESERHBCH B .
2. VLSBT BOA SR SN I H 110 5 20 B i O SHEME 5 1
3. MAEgH R R —BbRARCE I, =T —BbE N A EERKG.
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5 SRS s £ N — B f A AR 75 AR

REIRIPEE H P AL ARSI X R n 1 HERR .

RV A H R BGR SAEB % EA ISR .

5 VT 5 SRS 6 £ AR AR S0 75 9 B 4R S

IR IRE S, A ERGE 5 VNG E T I8 SRS % 2 A% .

B i SR B b AR Tl B AT R

R W % b S

A DU 75 SRS CECRE B ey 2 TR SR % (Y

HAE T B AR R by, WA AT — Bk, PR R IL

e At SR £ ol

4. KEEFEERBRE, 25T —Btbhk ATl s gE g .

- KRR AHERR bk A B -

6. FAEERHENLT, SULREER R, ARULHCHRIGES H1, SO
e LA LS ) I B B SR B Hh B AL

7. SRR IR TURAOULHD, 1E AR SCUCEC SRS B, th e A, ROIARSIA &
U TC M % Hy S, TR A% R Bl A R e A, (RIS B A2 — B A
.

8. N TRHRIERRWOIT, HIRER A ORI R K. W UE
RS — AMEERM NS e 2 75 IE A UL o

9. R =REFERMNIRSCA 2 B Ak i b i UL R iife .

LIPS

w np PloOo 0o N o g oM
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BLE NAT

17.1 NATH#EA

NAT B 28tk eyl 2 f1 RFC1631(H Al CLH RFC3022 #40)E X,
TR Mk A R, DUERAE 1P bS8 . J5oRBEAE NAT
BRI RS B B2 IR WIER N, NAT BEREIEBR & — IR A AR, T T
ZFHE, W RO T R kE R, RAMRGN 2R PTH T H ARk s,
s A H k7T U 1) BC B A ik IR 55 2% s 53 A8 T F T IR 45 s 0 A 35 1 A
-2

NAT 43 975 NAT 1 H (1) NAT 5 NAT 5225 TR iR NAT, FT4H5) 9304 NAT
PAT FIE#ZS NAT. 2025 NAT F1 PAT & — P8 m] 5T s bk A s, £ 2T
PRI Il AR, k> A G BRI B E ,  BRil NHE . A NAT $8 )tk s
iy e i S 28— A RN R R, ST R AR P, SR R T R
RIS S bkt e AN R k. PAT S F844 i Yt k0 Bt o 380 [ — AN bk b, 38
T 1 PR SR R RE I X 43, SEBLA MRS, #52S NAT & —Fh—
Xof — (R ey bk BB, 32 B P T P9 IR 55 4 1) SRR IR 25 (15 O o PEIX PRI L T
PR 2% 25 0T LA B U7 [ A0S, AR AT L 3T X iR A, S TAEN .
AN Z AV ST T — F A TE

BT HERHAER) NAT, FRATF N H I NAT, A53 8 H sk mes . H b i
B MRS A0 . FE T H ARHibE ) NAT tRR8 I ) NAT stk gess. H
(1) NAT s — M a) (B H Rtk sy, 32 2R T A IR 55 4% 1) SM B S At ik
FIEDL, TS EA NAT X BI7E T e ). AMEnT LSV a3, W
AT LR UT AN S 46, AT H B NAT SEEL #3581 DhRe, RImAT
PLFE—AN H bbbl % 46 22 A R 55 2 b il o -t m RIS ek o 11 %) BB 4 A 3] 1)
i 1 LSS AN [F] RO b

AL, HEIR NAT AR 2 5, NAT AMUACAT T AF bk AR sk 2 8]
M4, Ea T AE NS AE A2 8] FAE bk S5R0E k2 8] (8

NAT &9 7 B35BT 58 R R — A B AR hk 3 745 3 3] R )
1:5 BRI EAHE L CHTEN AR IR FTEITES. €
AR AR —Fr TR RS E 3 0 B H R R A E &L by A&
H#,

17.2 BECENAT

AL NAT (LS 4. Static. Source. Destination =FhsEAK A, H 4k
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A — A [R]AT ARG B YRR H A4 A 3R] NAT .

BE2% NAT R0 B A2 FOIE /N KR8 IO Ez AR OCIR R, TR ZEE R /2, Source NAT
FEAE B TR O 3T 8401, Destination NAT 2 7E#E N 322 LU HEATHE iy, P
PABCE Source NAT (1) 06 ZTUFI A B HE 422 1 OC K, T AC & Destination NAT
RIS 75 BRI B RN 1 S BE . XA Nat & — 200 B [5]INF Bd B Source NAT
F1 Destination NAT, DLECI & LM bk F 4, 205 B Rk %4

17.2.1 B E b (NAT POOL)

Hudibit A DA NAT {8 ALV i8R 5 bbb PR A5 FH SRR e 05X
ANAEREHE T2, RIS I 7 B

FEREAT MU BE R4 J5, S0 00 B S R Bl e 4 oy s B o

Bict 8 M bkt 20 B
A configure terminal HE R R
W ip nat pool POOLNAE N
%3  ip address A.B.C.D A.B.C.D [ip B —Eridilhith
SHIRA rotary Lzl

f# FH no ip nat pool POOLNAME 4 1] LI — Nt ki
f# /] no ip address A.B.C.D A.B.C.D it Al LAMHIRR — Bt bk Y [ .
f#iF no rotary 4 A LAAE FH#E

Q_. TRAE M A% NAT HLI 5] 69 ks s 48 R ik R AE s F A2
| |
B m o dkal; RECEEARREHATEAL,

17.2.2 Big Estatic NAT

A NAT & — R0 A Uik o AERXMB LU, i i A 2 AL AT DA
V5 ANES, S AT BLE SN UG X B WAL, M TAEN . SR Z RS T
— RN ) A .
fii & static NAT [f20 5%

I configure terminal T B A

%2 ip nat static IFNAME A.B.C.D [l 8 — 26 SNATHU

A.B.C.D [ID][log]

f#MH no ip nat ID i 4 AT LAMH B — 25 B NAT #E0.

A EPUEBRE NAT AN R 152 1D, R4%4 AshdtiTedd,
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17.2.3 e Esource NAT

U8 NAT & — R e (R R f i, BT AR5 R SRR, s 2 3
HERIECH S BRE A B

liL & source NAT [ 58:

P configure terminal B A

L UR2 ip nat source [except] Be B — 2 UENATHU . 7] LR 8 &8
IFNAME (ADDR OBJ | any) S, R BAH interface SR,
(ADDR_OBJ | any) WAL 4 1 ok, B AT DA
(SRV_OBJ|any) B Eip

(POOL | interfacelip

A.B.C.D) [ID] [log]
8 no ip nat ID 74 AT LU R — 25U NAT 0.

fif 288 7 except”, BCE NAT HEERAU, DT HECHEI R B A NAT Heffe.

A EELARLE NAT AL M RIS 2 ID, #44 A 7k iritit.

17.2.4 B2 & destination NAT

FLK) NAT ARG 3 & ASF, ATRLR M BLTR =l

PRS2 HhE | 3y B Gt : S AR X bt bk R P 8 Rt 6 L e B S R ) I LA i
BE

JIR 35 Mk 35 3 ARAE U5 1] Bl 35 AR, R ST H AU IERE O A AN R IR 55

28 ik
RS A AR H s FE—NAREE 1P B B P — N bk, B30 2 i
Thie;
Fii & destination NAT 145 12:
i | configure terminal A B
L IR2 ip nat destination [except] [RE —2xHIINATHN. AfLIEEEE

(IFNAME |any) (ADDR_OBJ | SESCHIHb b, A DL E A Eip.

any) (ADDR OBJ | any)
(SRV_OBJ|any) (POOL| ip
A.B.C.D) [service

<1-65535>] [ID] [log]

f#MH no ip nat ID 74 AT LAMHI B — 2% H 1 NAT #E.

fil 2B 7 except”, BCE NAT HEBRAUU, DT HCHEI R A NAT Fedfe.
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A AT E NAT AL 452 ID, 744 8 3hit ikt
“xE

17.2.5 BEEEWNENAT

XUE) NAT & —400NH,  [FFECE IR NAT A1 H ) NAT .

it & X NAT F53%:
2| configure terminal HENACE
382  ip nat destination (IFNAME [B —ZXUENATHIN,

lany) (ADDR OBJ | any)

(ADDR _OBJ | any)
(SRV_OBJ|any) (POOL| ip
A.B.C.D) [service
<1-65535>]
src-translate-to (POOL| ip

A.B.C.D) [ID] [log]

{8 no ip nat ID iy 4 AT DL B — 26 XU m) NAT #E0.

17.2.6 HENATHER E

1.2.6.1 JFum O{REF

A | configure terminal BN B
#I%2  ip nat <1-65535> keep-sport [t B NATHUII I FRRF. Strictkos
enable [strict] Fmﬁ§ﬁﬁﬁ?c

f#i il ip nat <1-65535> keep-sport disable B s LR FF. BRI ZEBEHLIEE .

1.2.6.2 #iidf5E
jEE%] configure terminal ﬂi)\ﬁﬂ%ii%iﬁ
9 ip nat <1-65535> e B NATHLUU iR (5 B

description .LINE

1] no ip nat <1-65535> description HUH HiiR {5 &

1.2.6.3 HA #.5C ID

| configure terminal A B
APR2  ip nat <1-65535> unit-id  ECENATHIA $Tid,
<1-2>

1.2.6.4 #3) NAT H




F A et & AT mest AT |

A configure terminal N E B

L IR2 ip nat move <1-65535> A natFH I e L -
(beforelafter) <1-65535>

17.3 i O EIE

17.3.1 EERZIKOS

B 0oF IR 55 25 T 2 SO B R BT B (4 R 55 0 2 D M P iy 115 (RO IR O, 8 % e 2
SO BN N T 0 R 4% it 115, o 152 4% B TE A R 0 R S ity 115 ikt I 1D R 45 2%
",

Bltm, FA FTP ARG 2:6% T 21 o H MR iE R 2 4, tBFFCT 1000 S 1%
Wr FTP 3K B &3l 8] — MRS H Al 11524 1000 B, ZEE) H %R
SCN—A FTP MR SC, SRRl 75 B0 45 %o AR 25 1oty 11 i0EAT — 58 O AR B2

A PR 80 Bk A3 O 5 Lk A SR

FE
fic B AP IR
HIE configure terminal HEN AR e B AR
IR2 ip nat service (ftp|tftp) <1-65535> ¥ FM SO0 2 114 3 115 (H T4 S # ftp Al
tftpFriX)
A% end LS S
JPIER write terminal BRI E

18] no ip nat service (ftp|tftp) <1-65535> 4> 1] LA B — 2% AR 55 3 11 .

A A, B TEIABZD, RETAFRTASED S,

174 B & =4

17.4.1 BdEsource NAT

E UKot

AFRIFEES N Rzt ek = L. MiihEA 192.168.0.0/24 M,
A PHEE Y 202.118.3.11
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E17-1 Source NAT It & %1546/

20211831 | ge1/0

192.168.0.1 |ge1/1
192.168.0.0/24

@ | 0
192.168.0.2 192.168.0.3 192.168.0.4
it & DB

BB B Al R

host (config)# address inside-net

host (config-addr) # net-address 192.168.0.0/24
host (config-addr) #exit

host (config) #

AYR2 FCE ki
host (config) #ip nat pool pub-pool
host (ip-nat-pool) #ip address 202.118.3.11 202.118.3.11
host (ip-nat-pool) # exit
host (config) #
AU B E—Sksource NATHLN

host(config)#ip nat source gel/0 inside-net any any any pub-pool

17.4.2 Big Estatic NAT

EXVET 3%
WA — & IRG X IMEALIR S, RSS2 MIHibE Y 192.168.0.3, BT A
M-y 202.118.3.11.

15-2Static NAT Bt & 2215148 ] [&]




T ARZ BT G emmeiig 24T T fic &

NAT I

202.118.3.1
gel/0

192.168.0.1 gel/l
192.168.0.0/24

\ \
( 0
192.168.0.3
Hic & AP IR

I BB —Zstatic NATHLI

host (config) #ip nat static gel/0 192.168.0.3 202.118.3.11

17.4.3 BEEdestination NAT—R 28104t . ixOBRST

ek

WA — G RS ZEXTAMERE HTTP k%%, WMLy 192.168.0.3, k55 1A
tcp 80, XFAMITIRFIHIbE Ny 202.118.3.2, XA IR 553 1 tcp 8080

15-3 fii & destination NAT Z5I2EME a

202.118.3.2:
tcp 8080
192.168.0.1 | ge1/1

192.168.0.0/24
|

192.168.0.3:
tcp 80

Pe B 2D 9K

77 B VA R i WU
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host (config) # address http-pub
host (config-addr) # address 202.118.3.2
host (config-addr) #fexit
host (config) #
A2 RE-DRFR

host (config) #service http8080

host (config-sev) # tcp dest 8080 source 1 65535
host (config-sev) #exit
host (config) #
FRI EE b
host(config)#ip nat pool web-server
host(ip-nat-pool)#ip address 192.168.0.3 192.168.0.3

host (ip-nat-pool) # exit

host(config)#
JSUR8 B —Zkdestination NATHLN
host(config)ip nat destination ge1/0 any http-pub http8080 web-server service 80

17.4.4 B E destination NAT—REZ W & HF

F A -

WA HTTP. FTP k&% —&, WMHLEES %] 192.168.0.3 Al
192.168.0.4, XtAMEAFE—DAM IP——202.118.3.1, tRHE A K55 H shk
W EIX PG RSS2, LISt .

& 15-4 Bt & destination NAT ZFI4AME a

192.168.0.0/24
| |

192.168.0.3: 192.168.0.4:
tcp 80 tcp 21

Fic B0 K
BB s M %
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host (config) # address serv-pub
host (config-addr-obj) # address 202.118.3.1
host (config-addr-obj) #exit

host (config) #

B2 S RS R

host(config)#ip nat pool web-server
host(ip-nat-pool)#ip address 192.168.0.3 192.168.0.3
host(ip-nat-pool)# exit

host(config)#ip nat pool ftp-server
host(ip-nat-pool)#ip address 192.168.0.4 192.168.0.4
host(ip-nat-pool)# exit

host(config)#

A3 il B i & destination NATHI

host(config)#ip nat destination ge1/0 any serv-pub http web-server

host(config)#ip nat destination gel/0 any serv-pub ftp ftp-server

17.4.5 BEE destination NAT— R Z 2R #H H38

A -

NI = 6 RSS2 AT o048, N bl 2y 5108 192.168.0.3.  192.168.0.4
F1192.168.0.5, X}4MRHAR—AAM IP——202.118.3.1.

15-5 fig & destination NAT Z5I2EME a

192.168.0.0/24

»000

192.168.0.3 192.168.0.4 192.168.0.5
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HoE D IR
G AV RO

host (config) # address serv-pub
host (config-addr-obj) # address 202.118.3.1
host (config-addr-obj) #fexit

host (config) #

B S RS R

host(config)#ip nat pool servers

host(ip-nat-pool)#ip address 192.168.0.3 192.168.0.5
host(ip-nat-pool)# rotary

host(ip-nat-pool)# exit

host(config)#

IS R E —2%destination NATHLI

host(config)ip nat destination ge1/0 any serv-pub any servers

17.4.6 BEEW[E NAT

F A -

WA — G RS ae Xt AMFIXT N FR LR 2%, AR &5 w 0 I stk A 192.168.0.3, B
SR LA 202.118.3.11.

15-5 fig & destination NAT Z5I2EME a

192.168.0.1
192.168.0.0/24

192.168.0.3
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e B A IR
G AV RO

host (config) # address serv-pub
host (config-addr-obj) # address 202.118.3.11
host (config-addr-obj) #fexit

host (config) #

PR FE ANk

host(config)#ip nat pool servers

host(ip-nat-pool)#ip address 192.168.0.3 192.168.0.3
host(ip-nat-pool)# rotary

host(ip-nat-pool)# exit

host(config)#

AU B — S EINATHUN, #3515 HHE #9192.168.0.100

host(config)# ip nat destination any any outside any servers src-translate-to ip
192.168.0.100

17.4.7 BCERRSSIwO

ESVEGPuE
WIS —& FTP IR s, iZIRS5454E 100 o LW FTP 5K,
Pie B A IR
Gz # A\ congfighfi =t
host# configure terminal
AUR2 ININFTP 3 15100
host (config-if)# ip nat service ftp 100

#r4 no ip nat service ftp 100 #J LA B8 hi (¥ 3% 1715 100,

A TR G sUR A6y ALG 5% 2 =T LA B

==
AR
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17.5 NAT 535 54t 3p

17.5.1 EENATHEER

S BAENATHUHE B FINATHL S B

host# show ip nat pool

ip nat pool pub_net

ip address 202.118.3.11 202.118.3.11
ip nat pool inside_net

ip address 192.168.0.3 192.168.0.3
RRRGPECE TPk

host# show ip nat rule

ip nat source gel/0 any any any interface 1

ip nat 1 unit-id 1

ip nat fail-time: 2231

BRARGTEE T —FIENATIU,  BLA ik HE 26 Wk .

host# show ip nat statistics
ip nat statistics:
static nat rule counts: 0
source nat rule counts: 1
destination nat rule counts: 0
translation entry counts: 12
RN RGP NATHI B 2 B NATH A1 5% H £

17.5.2 EENATEHER

H BENATH(E S
host#show ip nat translations
] LA A NATE 0 145 5

17.5.3 BEENATEHHEB

H I HERRG P % E
host# clear ip nat translations
i A FIN 2IER R AT ITE G B

1754 EENATENLTIZER

G BAENATH L A B 2
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e nat ||

host# debug ip nat

17.5.5 ENATHHERTER

ST 5 B NATHI R 48 FH 2

host# show ip nat pool usage

host# show ip nat pool NAME detail usage

17.5.6 TWENATHIN]FELL 5 M

SHA AR NATRE b R £

host# show ip nat rule 1

ip nat source ge0/0 any any http interface 1
ip nat 1 unit-id 1

ip nat fail-time: 380

host# show ip nat rule

DIRD B VeI I AES I s I e ik 2 W B

host# show ipv6 nat rule

ipv6 nat source tvi2 any any any interface 1

ipv6 nat 1 unit-id 1

ipv6 nat fail-time: 28295

!

host# show ipv6 nat rule 1

host# show ipv6 nat rule 1

ipv6 nat source tvi2 any any any interface 1

ipv6 nat 1 unit-id 1
ipv6 nat fail-time: 28295
host# show (nat46|nat64) rule 1

17.5.7 EBENATHIN L5 5 3

2 TRPRNATALI ek R E

host# clear ip nat fail-time 1
host# clear ipv6 nat fail-time 1

host# clear (nat64|nat46) fail-time 1
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17.6 5 WEFE 51

17.6.1 FERERTERTHT

RIS MTNATZG, ZIINAT Ping 73 FMMIZ INLES, IFEE T BRIF4E
R, —2)LXWIT s - EAE

i SR DRI o, AACEMH . A Lehhl nTREPing ANil, (HA
REHERRHhE OO (AT RE, DR 5 AT AR IR T Ping .
2) 1] AR A BEPIng HI ML 2% TP (FARPZR I, NATH 46 Ji5 [ Hu bkt B (FIMAC
FET A TIMACH AL, A2, ERIE e NS 7P, fi
Jo N P A A NAT e 4 J ik




T ARZ BT G emmeiig 24T T Wﬂﬂmmﬁﬁl

1 8 NAT Hutibithis &

18.1 NATH#ulit i 46 Z IR

NAT ikt A 25 hE A T4 2 NAT Hodikith A NAT Bk g m) A M I 5 % 2h e e,
TEMERE NAT BFHERR P NAT Hubbyl AN wT ) NAT bk, NAT bbb & r 2
HEBINLE.

18.2 NATHENE WAL B E IhRE

A | configure terminal N B R
2 ip nat pool POOLNAME i H R S
JGUE8  check address A.B.C.D L B M 5 5 4

| nexthop address A.B.C.D fic B Mo hE VR ) — B bk
{# [ no check address 41 LA P bk i 280 Th e

18.3 Bt B NAT bk IR S5

I configure terminal AR
5 1R2 snat-pool-check interval B NAT b4 25 5] [
<1-60>
I3 snat-pool-check B EENAT AR 25 70 VF R 8K

allow-failtime <1-30>

i snat-pool-check domain NAME &M NATHLHEJHAS 75 38 44

#UR8  snat-pool-check dport 1B ENATHIbE RS 75 H 3
<1-65535>

#FIR6 snat-pool-check sportrange AEINATHINEIRL A IE G M 5 56KV [
<1024-65535>

TERE R N BT L show snat-pool-check T4 NAT il it 280 25,
HERNEM RS EA R,
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1 9 B E IPSec VPN

19.1 IPSec VPN## 4

IPSec i & AAEN L], J%elE £E A 3L 3A 5T (A g P I 22 4= PRl .
ERE R IR T BT R e RS

" B ML 1 ——IPSec ffi il ESP 224 Wh SN BHE AL S S2 Bn s 44 3
L] Hod 1 5 Bk ——IPSec i Fil ESP 8% AH 22 4= WSO $dl L i (it
SERVEARA . X AE A B BT 1T DA R I e B S AR AL S R R R s
L] B IR B INE——IPSec U7 3 E B 1 R I
" PLEFF——IPSec M3 AT ARSI B £ 1) 1P AJF 5%

WE, —A IPSec RSB H LR 4> 4k
" AN ——0HE “HR AR (LR EFR ESPY 7 A “IAiEk
P CLAR AR AHD 7 Hrill . ESP o] DASRAEHE ¥ 578 Bt AL PR AN BT 8 376 R
%5 AH T LR R IR VIR S8 BRI SRR IR
L] AR E (LUFHEH SPDB) fl4 4 KBk E (LU R H# SADB) ——
LA NG P g TR 1P R SCHEAT AREE, Wl AT AbHE (EFF. it IPSec
WEFE) 5 AR E T X ASLL 75 AT IPSec AT IP 3R SC I AL FR AT,
W A4 Al e R, ERES.

L] FAHE B —— W T dor. EH. MR SA, 45 ISAKMP SA
1 IPSec SA. &% IPSec RS LIER IKE ZHEH M iE 257 SA.
A AR R -

" WIEL M (AHD = H T IR UE SR G 2 2 il
. B ARMYIL (ESP) « FTF N fBGuE 20 1 e A il wT
5 AH BCA AR AT DLk T
" I H S ESP BT N Sk
n RS AH BL ESP RIS UEXS 7 (56 UE 5%
" HHERE: AT RSt = E AN @ EH MM, i, IKE
(Internet A H0) & IPSec BRIME FH 1955 A #r bl

% VPN & IPSec MM AR . A& R ETEAN 2345 H IPSec ## VPN
(i AE, FRea R R, B ] FW B2 IPSec VPN 1 48l LA R ¢
Z IR S VPN & i R SR AT ) 56 2 ) () 5 A A B i e A R . FW AR
[*) IPSec VPN ¥ Z4t HA UL T Hjfg:
" SRR BRI U IPSec.
" SRR R T AR AR A AR 2
" i IKE PRl sr . SE37. MRR SA.
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" IKE BB 1 Wi SC R 2 3 A IE 773 IE R IE i
" 2 R AR P
L] {8 FH AL S 25 A VG T VAN, SCREE AT 1Pv4 Hitlik \FQDNLUSER_FQDN

KU ID,
L] TERE AN GRS EAS 1P Bk 1720 sl
N GE R 5 i M A IP D .

= SCREEE & N BE R GRS
L] YEFDH 4 2. 415, 4 14,

L] % ¥ DPD 44l

L] HE NAT %,

L] X FF PFS.

19.2 it ZIPSec VPN

19.21 REEERR

& 19-11PSec VPN B&EEEEE
SE BRAERE %
FYIH R RO SRR BT RERUCNIKED SRS E A
A B O IPH AL IET EJ7 s, WG

BRI NIE ) 32 FQDN.

USER_FQDN
S R LN 5 7 2 T3 5225 4H (pre-shared ) ] 5 AR
ISAKMP SA[)4: 473 86400%) A E
IPSec SAFIEAFHA (i) 77 30 3600%» AR E
IPSec SAIAEAEI GARLEJT O OKb A E
AP TAE 7 50 THER A SO R
I sk 3DES A E
UEHE MD5 A R E
B R G F A5 B AR AR
DPDX &5 Al o) e ENELE A SO A

19.2.2 BEEIKEv1MER1

7E4 R BRI E IKEvL (Internet Key Exchange version 1) Bk 1
PIFAR S \KEVL B is AL 7 R X e S50 R B Rs , a8 3 -5 00 X6 v By s 2 57
ISAKMP SA, M A IPSec SA HIP i 7 2 43K 55
Be B P IR

HIRL ‘ configure terminal ‘ AR E R
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T AREEGY 1 G -t 247 T
AP BRI E
982 | edit gateway NAME
JBI%3 | authentication (pre-share|rsa-sig) B
#1084 | set localid address A.B.C.D Wic, B A w5 FH 1) [Pl
#B%5 | set mode {main | aggressive} BB M B L Wi
JLIR6 | set remotegw A.B.C.D [dynamic TR 0o i [ S P b
set preshared-key KEY %ﬂ% T3k @ B VIE 77 U & B i3
HEPE
A7 | set local-cert NAME A5 FRIE F A J7 2B 15 B A IE +5
WE AR WDHA, BN
group (1]2/5|14[22[23/24)
group2.
o fic & ISAKMP SAW A7 . BN 2
RS lifetime <1200-86400>
8640075
B89 | set policy <1-3> BlE S (THCE B L 3BHTD
T encrypt wEINE R, BILEAES128
(3des|des|aes128|aes192[aes256)
hash BWEHASHE %, ERINEMDSIAE
# %11 | (md5|shajsha2_256|sha2_384|sha2_51
2)
HIR12 | exit B HT R
IR13 | setdpd <30-120> A= RN el
A PR14 | set nat <10-900> BEENAT 28R ORI I (1]
9815 | setid (local|peer) ID B AT7 1D
HIR16 | exit B HTRE
DA B30 no & LR &N 1 RCE, KR BISRE T E .
ZHAR
edit gateway NAME:
28 Pi B3 SRELE
NAME B B LIK 42 BRE IO E
set mode {mainjaggressive}:
28 Pi B3 SRELE
{main|aggressive} WA M B LRI 7 2 B R FRA
set remotegw A.B.C.D| dynamic
B B B REECE
{A.B.C.D| dynamic} B Y D 10 T 2 B 1P H I
set preshared-key KEY
B Bi B REEE
KEY FYME AEBREWET SO
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T B PIN A 2

set local-cert NAME

S A B E
NAME AHIE B LR AR EINE T
J5 R Arsa% 4 .

group (1|2|5/14]22|23|24)

2 i BRETE
(1]2|5|14|22]23|24) Diff-Hellmen#j2H. #Rikgroup2
lifetime TIME
ZH Bt B BRAEEE
TIME Iic & isakmp saf) 4 #7340 RN E86400F)

set policy <1-3>

S BLE RERE
<1-3> MEFE RZWVURE=  SEfeE %, policy 1
HEAE

encrypt (3des|des|aes128|aes192|aes256)

S5 i B BREEE
(3des|des|aes128laes192| ¥ B s Bk BRINJEAES128N% .
aes256)

hash (md5|shal|sha2_256|sha2_384|sha2_512)
ZH i BERE
B HASHIAIE 572 BRINAZEMDSINIE

(md5|shajsha2_256|sha2
_384|sha2_512)

set dpd <30-120>

2% B8 AR
<30-120> BEE S A I BhAqE30FD, THEEA S A

set nat <10-900>

2 BT AR
<10-900> WEANATH MO REN ] G5 2108

set id (local|peer) ID

2% L WEEE
ID 5 L AN i AT i P P A B 5 SRS IKE P 78 £
1 5 i hRiR FHRIEE CT IR L F 177 BRI
JPUEAS I E R




RN e R e

FC & IPSec VPN I

A\

==
pa =%

RAFPITARE %% IKE £, % FW X &#4T IKE A
KB VB B P smiX & AR B 69 IKE Rk

19.2.3 ECEIKEv2M 1

7E4 e AR L E IKEv2 (Internet Key Exchange version 2) BBk 1
MRS H . \KEV2 P A 7 R X e S HOR R B i, 88 3k 55 500 %o g By i 2 57
ISAKMP SA, M A IPSec SA [P i 7 % 430 5

BB IR
981 | configure terminal N2 R E
H382 | edit gateway-ikev2 NAME HEAB BL AR B B
JBU83 | authentication (pre-share|rsa-sig) WEINIETTE
set localid address A.B.C.D i B A i {5 FH (%) 1P
HIR4
set local-interface
B85 | set remotegw A.B.C.D |dynamic T 20 i Y 6 Py b
A% P =2 25 B UIE 77 U % B Tt
set preshared-key KEY e
EEHE
#8986 | set local-cert NAME 5 FIE TS IAIE 77 S 15 B A HE 15
W E B TR - IDHA, BRAH
group (1]2[5/14]22[23[24)
group2.
. fic B ISAKMP SAT A . BN 2
SLURT lifetime <1200-86400>
864007
I8 | set policy <1-3> fit B IKE S g
encrypt WEME R, BRiAE3DES
PRI
(3des|des|aes128laes192[aes256)
hash BEHASHE L, BRAZMD5SIAIE
JPIR10 | (md5|shajsha2_256|sha2_384|sha2_51
2)
BIR11 | exit B YETRE
%12 | set nat <10-900> BEENAT 2B ORI I ]
#3813 | setid (local|peer) ID WE A7 R 1D
A4 | exit B H AT E

PA_EAir & B P A6 o fir & U X & i &

s E, EHKERIREAE.

SR

edit gateway-ikev2 NAME:
ZSH k] RELE
NAME B BeLi) 4 P RE T E

set remotegw A.B.C.D| dynamic
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BY B B RAELE
{A.B.C.D| dynamic} T B %o i P D 5 5K Bg 2 1Pk

set preshared-key KEY
ZH BB RERE
KEY FYME AERENETRN T
TRIL BB IN A 2K

set local-cert NAME

S A B E
NAME AHAE B LR AR EIME T
7 KON rsas 42 i A 5
group (1]2]5|14]22|23|24)
S PiEH R E
(12[5/14[22(2324) Diff-Hellmen#i2H #kikgroup2
lifetime TIME
S PiEH R E
TIME fic. & isakmp sa 4= 77 4 2Rl J286400F)

set policy <1-3>
ZH i BERE
<1-3> BCEIKE %, L ALl GRETRE %, policy 1
BB AR S

encrypt (3des|des|aes128|aes192|aes256)

ZH i BERE
(3des|des|aes128|aes192| Bt B INEE A 2RINEIDESINE .
aes256)

hash (md5|shal|sha2_256|sha2_384|sha2_512)
ZH i RELE
BB HASHIAE R L BRINAZEMD5IAIE .

(md>5|shal|sha2_256|sha
2_384|sha2_512)

set nat <10-900>

2 BT AR
<10-900> BENATHFM AN 5s 2100

set id (local|peer) ID

2% L WEEE
ID 5 L AR i AT i P P I TG T SRS IKE P 7 £
thE=grigay Al FHRIEE CT IR L F 177 BRI
DNUEAS ) 3
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Q—{ B E TR E %% IKE 5%, % FW % & 8347 IKE thi et
il w IREWE B AR A AR 8 IKE £

19.2.4 EEEEZRME1

1E 4 R fic B A 0 T C B B S B B 1 A e S 50 B %5 b i Ak A X s 5
BoREDE, @i 50 R ISAKMP SA, M IPSec SA [t

SR
Hic B A IR
#%1 | configure terminal BEN A R IC B
#1152 | edit gateway-gb NAME NP BT E
I3 | set localid address A.B.C.D fic B A v 4 A 1P kit
A %4 | set remotegw A.B.C.D |dynamic T B it ) 5% Fr
U5 | set local-cert NAME A8 FIE FAIE 77 2R 1 B A HAIE 5
. fic B ISAKMP SATAE A . BRIN 2
) lifetime <1200-86400>
864007
HIRT | set policy-gb <1-2> it B IKE S g
sPUR8 | encrypt-gb (smlsm4) WEINEFL, BRildsms
5I%9 | hash-gb (sm3) B HASHEL:
IR0 | exit B HATRE
11 | set dpd <30-120> A RuE XN el
A UR12 | set nat <10-900> BB NAT B ORI I ]
HIR13 | exit BHYETRE

Py &R no fir & BUHX & A I E, R E RIS i E.

SR
edit gateway-gb NAME:
ZSH k] RELE
NAME B BLLA 22 R BRAE T CE
set remotegw A.B.C.D| dynamic
ZSH k] RELE
{A.B.C.D| dynamic} e B i A 5% AR 7 3 A 2 1P

set local-cert NAME




RN e R e

FC & IPSec VPN I

BY B B RAELE
NAME A HAE A FR (ERENE 6
TR Arsas 4

lifetime TIME

E 2 i BRETE

TIME i & isakmp saf) 24 75 1 FRINA286400F)
set policy-gb <1-2>

E 2 i BRETE

<1-2> LB IKE $Rm%, mLalbl BEIEE—%E, policy 1

e B AR A

encrypt-gb (sml|sm4)

ZH Bt B BRAEEE

(sm1sm4) B N R BRINEsmalnzE .,
hash-gb(sm3)

ZH Bt B BRAEEE

(sm3) P B HASHIAIE £33 BRilSEsm3ihiL .
set dpd <30-120>

S5 B B R E

<30-120> PE RO ZEN ol GRAE 308D, ThEe A E
set nat <10-900>

S5 B B R E

<10-900> WENATH P RIEH S 2108

A PTABRE %% IKE R, % FW X &2/ IKE Wi B
5= AREBHHFARIRERE IKE R%

19.2.5 e EBIKEvl., IKEv2BiER2

W 8
Pl | configure terminal N4 R B AR
W IR2 vpn ipsec phase2 BENB BR2I I B
13 edit tunnel NAME S B B 215 1) 4 FR
P | set peer GATEWAY HE B B BLL) 44 B
S5 set propasall WENB2MAHT R, XHTRAT

(esp-3des-md5|esp-3des-nulljesp-3des-

P52 1 B EE A & . PIsRFW
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shal|lesp-3des-sha2_256esp-3des-sha | & #%8 idf B i i e 3L R 45 F A A )
2_384|esp-3des-sha2_512|esp-aes128- | KA H. 7 Ridk{TIPSecilifE C(ikev2 ANz
md5|esp-aes128-nulllesp-aes128-shal| | FFAHAIRE )
esp-aes128-sha2_256|esp-aes128-sha2
_384|esp-aes128-sha2_512|esp-aes192
-md5|esp-aes192-sha2_256|esp-aes192
-sha2_384|esp-aes192-sha2_512|esp-a
€s192-nulllesp-aes192-shallesp-aes256
-md5|esp-aes256-nulllesp-aes256-shal|
esp-aes256-sha2_256|esp-aes256-sha2
_384|esp-aes256-sha2_512|
ah-md5-hmaclah-sha-hmac|ah-sha2_25
6-hmaclah-sha2_384-hmac|ah-sha2_51
2-hmac|esp-des-md5|esp-des-nulljesp-
des-shallesp-des-sha2_256|esp-des-sh
a2_384|esp-des-sha2_512)

S I%6 mode (tunnel | transport) Tt & B IPSec SARHR =

IR pfs (1[2[5) Fic. & pfs i {32 FH f) Diffle-Hellmen % 48,
B4 RZdisable

A set lifetime seconds <120-86400> it & IPSec SAHRT A B FF I, By &
108005

g exit IR H IPSecH s T B AR 2

LA b g X RAE ] no ar U 2 & 1 E, KR BIBE L E .

ZHU -

edit tunnel NAME:
ZH LB RELE
NAME I HE T B 2 1) 4 R 7

set peer GATEWAY:
ZH P B RELE
GATEWAY MrEc 14 #K 7

set (propasall| propasal2| propasal3 )

esp-3des-md5|esp-3des-null|esp-3des-shal||esp-3des-sha2_256|esp-3des-s
ha2_384|esp-3des-sha2_512|esp-aes128-md5|esp-aesl128-nulllesp-aesl128-s
hallesp-aes128-sha2_ 256|esp-aesl28-sha2_384|esp-aesl28-sha2_ 512|esp-
aesl192-md5|esp-aesl92-sha2_ 256|esp-aesl192-sha2 384|esp-aesl92-sha2
512|esp-aesl192-nulllesp-aes192-shallesp-aes256-md5|esp-aes256-nulllesp-
aes256-shallesp-aes256-sha2_256|esp-aes256-sha2_384|esp-aes256-sha2




FRELPH T G

23]
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FC & IPSec VPN I

_b12]ah-md5-hmac|ah-sha-hmac|ah-sha2_256-hmac|ah-sha2_384-hmac|ah-
sha2_512-hmac|esp-des-md5|esp-des-nulljesp-des-shal|esp-des-sha2_256|
esp-des-sha2_384|esp-des-sha2_512)

ZH

BB

REEE

(esp-3des-md5|esp-3des
-nulllesp-3des-shal|lesp-
3des-sha2_256|esp-3des
-sha2_384|esp-3des-sha
2_512|esp-aes128-md5le
sp-aes128-nulljesp-aesl
28-shallesp-aes128-sha
2_256|esp-aes128-sha2_
384|esp-aes128-sha2_51
2|esp-aes192-md5lesp-a
€s192-sha2_256|esp-aes
192-sha2_384|esp-aesl9
2-sha2_512|esp-aes192-
nulllesp-aes192-shallesp
-aes256-md5|esp-aes256
-nulllesp-aes256-shalles
p-aes256-sha2_256|esp-
aes256-sha2_384|esp-ae
§256-sha2_512|
ah-md5-hmacljah-sha-h
mac|ah-sha2_256-hmac|
ah-sha2_384-hmaclah-s
ha2_512-hmac|esp-des-
md5|esp-des-nulljesp-de
s-shallesp-des-sha2_256
lesp-des-sha2_384|esp-d
es-sha2_512)

BWEEHBEHE (kev2 A E
FEAHM KL HE)

B4y Resp-aes128-md5.

pfs (1/2]5)

ZH

BB

RHEEE

(11215)

fic B pfs B £ M 1
Diffle-Hellmen#i 2.

AT E

mode (tunnel | transport)

ZH

BB

RHEEE

(tunnel | transport)

Pic 5 % T 1) A B B
B R A A R

R BRI

set lifetime seconds <600-86400>
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S B AT E
<120-86400> fic & IPSec SAHfIHHIATE B4 Z£10800F»
bai

19.2.6 BCEEHHER2

Hic & AP IR
| configure terminal N4 R B AR
IR edit tunnel-gb NAME BN B2 B
$ %3 set peer GATEWAY T B i B LA 44 R
XA set propasall WEWBMZ TR, ZHITHRRE
(esp-sm4-sm3jesp-sm1-sm3jah-sm3-h | B2 (1 A PAMETIRA S . HiRFW
mac) Vo 3 3 i e 2 B L AR AT A AH (R
A2 H. 7 SEEAT IPSecili (5
o] mode (tunnel | transport) Tt & P IPSec SARHR 2
%6 set lifetime seconds <120-86400> e B IPSec SAI[RIHIAGFRT, Gy 2
10800%%
i exit B H IPSecHE A ML B AR

LA b g X RAE ] no ar U 2 & 1 E, KR BIBE L E .

ZHUL

edit tunnel-gb NAME:
¥ BiBd RERE
NAME 4 B 2 1) 4 R

set peer GATEWAY:
ZSH k] RELE
GATEWAY B BLLA 22 R

set (propasall| propasal2) (esp-sm4-sm3|esp-sm1-sm3jah-sm3-hmac)

28 Pi B3 SRELE
(esp-sm4-sm3jesp-smil-s % B ) % ik B fEesp-sm4-sm3.

m3|ah-sm3-hmac)

set lifetime seconds <120-86400>

SH BiEg R E
<120-86400> fic & IPSec SANfIHFIATE B4 2£10800F»
#
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19.2.7 BLEIPsecHlg

W=k &
#0%1 | configure terminal HEN 4 R B AR
#0%2 | edit ipsec-policy NAME T TRCE RS 4T
UR4 | setsubnet AB.C.D/E A.B.C.D/E B R T M ik
s set peer port <0-65535> BB R R H A RIS 7 2R
=)
#1186 | set local port <0-65535> RGP REIR D ORIE TSR E)
#9877 | set protocol <0-255> WERPREDNS R FERE
IR | set tunnel NAME R B —REE
A I%9 | set policy enable i Be RN
JBPR10 | set auto-connect enable E 3l &k EE ST RIS (T )
LIRIL | exit 1B H IPSec RS T B AR

LA b g XA no ay & HUHX a2 i E, KR BIBE BCE .

SR -
set subnet A.B.C.D/E A.B.C.D/E:
¥ BiBd RERE
A.B.C.DIE IPSecE LR 377 [ A 1L A X iy
TH
set peer port <0-65535>
¥ BiBd RERE
<0-65535> BB R RUE R H A H

set local port <0-65535>

SH PiH R E
<0-65535> BB AR IR Y i O

set protocol <0-255>

SH BiEg R E
<0-255> BB R E S

set tunnel NAME
S PiEH AT E
NAME BEE 5 B BRI A4 R

set auto-connect (enable|disable)
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BY B B RAELE
enable|disable R H R disable

19.3 fit & =

A BLEB, B ARENFAEX

==
ba =

19.3.1 BCEEH1: EAIPSEC VPN

ESVETPu

BEMEIRED BT R, PC HLE Server [ EFEL T & AN FW &5
1E Internet FAL%, N TIRIERELE Internet f&5d FErh i) 2241k, D EAE
FW_A fil FW_B 2 [a] 37 IPSec ff] VPN B&is LR Rl (5 20 4.

REIAME
eth:10.4 .11 _ eth:10.4 .21
eth1:202.38.1631 . eth1:202.38 1621
Irternet
ethi ;f’g; T ethi
etk - - eth
2 - o |
EJ'CC -
PCA01 .20 =
Server 101 .2.20
Be B IR
FW_A FIFCHE

LB EREEN

FW A#ficonfigure terminal

FW A(config)# interface ethQ
FW A(config—ethO)# ip address 10.1.1.1/24
FW A(config—ethO)# exit
FW A(config)# interface ethl
FW A(config—ethl)# ip address 202.38.163.1/24
FW A(config—ethl)# exit
FIR2 BEMERL
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FW A(config)# vpn ipsec phasel

FW A(config-phasel)# edit gateway FW

FW A(config-phasel-gateway)# set mode main

FW A(config-phasel-gateway)# set remotegw 202. 38. 162. 1
FW A(config-phasel-gateway)#set localid address 202.38. 163. 1
FW A(config-phasel-gateway)# authentication pre-share
FW A(config-phasel-gateway)# set preshared-key 123456
FW A(config-phasel-gateway)# lifetime 10800

FW A(config-phasel—-gateway)# group 2

FW A(config—phasel-gateway)# set policy 1

FW A(config—phasel—-gateway—policy)# encrypt 3des

FW A (config—phasel-gateway—policy)# hash md5

FW A (config—phasel-gateway—policy)# exit

FW A(config—phasel—-gateway)# exit

e B R B2

FW A(config)# vpn ipsec phase2

N
&
w

FW A(config-phase2)# edit tunnel FW A
FW A(config-phase2-tunnel)# set peer FW
FW A (config-phase2-tunnel)# mode tunnel
FW A(config-phase2-tunnel)# set lifetime seconds 3600
FW A(config-phase2-tunnel)# set propasall esp-3des—md5
FW A(config-phase2-tunnel)# exit

LHRA BLEIPSec g

FW A(config)# edit ipsec—policy FW A

FW A(config-ipsec—policy)# set subnet 10.1.1.0/24 10.1.2.0/24
FW A(config-ipsec—policy)# set tunnel FW A

FW A(config—policy)# exit
FW_B HIFC & :
SR mEEN

FW B(config)# interface eth0

FW B(config-ethO)# ip address 10.1.2.1/24

FW B(config—eth0)# exit

FW B(config)# interface ethl

FW B(config-ethl)# ip address 202.38.162.1/24
FW B(config—ethl)# exit

e E B Bl

N
[\l




T RE AT et & AT ait iPsec ven ||

FW B(config)# vpn ipsec phasel

FW B(config-phasel)# edit gateway FW

FW B(config-phasel-gateway)# set mode main

FW B(config-phasel-gateway)# set remotegw 202. 38. 163. 1
FW B(config-phasel-gateway)# set localid address 202.38.162. 1
FW B(config-phasel-gateway)# authentication pre-share
FW B(config-phasel-gateway)# set preshared-key 123456
FW B(config-phasel—-gateway)# lifetime 10800

FW B(config-phasel-gateway—policy)# group 2

FW B(config—phasel-gateway)# set policy 1

FW B(config—phasel—-gateway—policy)# encrypt 3des

FW B(config—phasel-gateway—policy)# hash md5

FW B(config—phasel—-gateway—policy)# exit

FW B(config—phasel—-gateway)# exit

N
&
w

e B R B2

FW B(config)# vpn ipsec phase2

FW B(config-phase2)# edit tunnel FW B

FW B(config-phase2-tunnel)# set peer FW

FW B(config-phase2-tunnel)# mode tunnel

FW B(config-phase2-tunnel)# set lifetime seconds 3600
FW B(config-phase2-tunnel)# set propasall esp-3des—md5

FW B(config-phase2-tunnel)# exit

HI84 BB IPSecHklg

FW A(config)# edit ipsec—policy FW B
FW A(config-ipsec—policy)# set subnet 10.1.2.0/24 10.1.1.0/24
FW A(config-ipsec—policy)# set tunnel FW B

FW A(config—policy)# exit

19.3.2 fie B £)2: HUB-SPOKE MR FB

ESUER o

e Mg IR U0 R B fTs SPOKEA A8 37 5] SPOKEB, 1B 2 Al 12 [8]¥% A M 4%

R, WAEN HUB #HTH# K.
ZHILARE
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zerver 192 1658.1.20

1921681 1 eth:192.168.1.1
eth1:202.38 161 4
&th eth2:202 38 162 1
et eth2
- HUB -
Intermet © Internet
eth:192.168.2.1 eth |Eth1 018216831
eth1:202.38 1601 1921683,
eth1:202.38 1631
£th Gt
o P
N N o [—
. L sPOKES SPOKER g .
m —
L § E L
pe1i192.168.2.20 pe2192.168.3 .20
it & DB
HUB fTid &

AU BCEEN

HUB#configure terminal

HUB(config)# interface ethO

HUB (config-eth0)# ip address 192.168.1.1/24
HUB (config—eth0)# exit

HUB(config)# interface ethl
HUB(config—ethl)# ip address 202.38.161.1/24
HUB(config—ethl)# exit

HUB(config)# interface eth?2
HUB(config—eth2)# ip address 202.38.162.1/24
HUB(config—eth2)# exit

LUR2  BCEMBU
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HUB(config)# vpn ipsec phasel

HUB (config—phasel)# edit gateway spokel

HUB (config—phasel-gateway)# set mode main

HUB (config—phasel-gateway)# set remotegw 202.38.160. 1
HUB (config—phasel-gateway)# set localid address 202.38. 161. 1
HUB (config—phasel-gateway)# authentication pre-share
HUB (config—phasel-gateway)# set preshared—key spokel
HUB (config—phasel-gateway)# lifetime 10800

HUB (config—phasel-gateway)# group 2

HUB (config—phasel—-gateway)# set policy 1

HUB (config—phasel—-gateway—policy)# encrypt 3des

HUB (config—phasel—-gateway—policy)# hash md5

HUB (config—phasel—gateway—policy)# exit

HUB (config—phasel—-gateway)# exit

HUB(config)# vpn ipsec phasel

HUB (config—phasel)# edit gateway spoke2

HUB (config—phasel—-gateway)# set mode main

HUB (config—phasel—-gateway)# set remotegw 202.38.163. 1
HUB (config—phasel—-gateway)# set localid address 202.38.162. 1
HUB (config—phasel—-gateway)# authentication pre—share
HUB (config—phasel-gateway)# set preshared-key spoke2
HUB (config—phasel-gateway)# lifetime 10800

HUB (config—phasel-gateway)# group 2

HUB (config—phasel-gateway)# set policy 1

HUB (config—phasel-gateway—policy)# encrypt 3des

HUB (config—phasel-gateway—policy)# hash md5

HUB (config—phasel-gateway—policy)# exit

HUB (config—phasel-gateway)# exit

P B F B2

HUB(config)# vpn ipsec phase?2

Ni
=l
=8
w

HUB (config—phase2)# edit tunnel HUB TO SP1

HUB (config—phase2-tunnel)# set peer spokel

HUB (config—phase2-tunnel)# mode tunnel

HUB (config—phase2-tunnel)# set lifetime seconds 3600
HUB (config—phase2-tunnel)# set propasall esp—3des—md5
HUB (config—phase2-tunnel)# exit

HUB(config)# vpn ipsec phase2

HUB (config—phase2)# edit tunnel HUB TO SP2

HUB (config—phase2-tunnel)# set peer spoke2

HUB (config—phase2-tunnel)# mode tunnel

HUB (config—phase2-tunnel)# set lifetime seconds 3600
HUB (config—phase2-tunnel)# set propasall esp—3des—md5

HUB (config—phase2-tunnel)# exit
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A IRA

Fic & IPSec 5 1

HUB (config)# edit ipsec—policy HUB TO SP1 1

HUB (config—ipsec—policy)# set subnet 192.168.3.0/24 192.168.2.0/24
HUB (config-ipsec—policy)# set tunnel HUB TO SP1

HUB (config—ipsec—policy)# set policy enable

HUB (config—policy)# exit

HUB (config)# edit ipsec—policy HUB TO SP1 2

HUB (config—ipsec—policy)# set subnet 192.168.1.0/24 192.168.2.0/24
HUB (config-ipsec—policy)# set tunnel HUB TO SP1

HUB (config-ipsec—policy)# set policy enable

HUB (config—policy)# exit

HUB (config)# edit ipsec—policy HUB TO SP2 1

HUB (config-ipsec—policy)# set subnet 192.168.2.0/24 192.168.3.0/24
HUB (config-ipsec—policy)# set tunnel HUB TO SP2

HUB (config-ipsec—policy)# set policy enable

HUB (config—policy)# exit

HUB (config)# edit ipsec—policy HUB TO SP2 2

HUB (config-ipsec—policy)# set subnet 192.168.1.0/24 192.168.3.0/24
HUB (config-ipsec—policy)# set tunnel HUB TO SP2

HUB (config-ipsec—policy)# set policy enable

HUB(config—policy)# exit

SPOKEA [ &

LI

=Rz 3N

SPOKEA# configure terminal
SPOKEA (config)# interface ethO

SPOKEA (config-eth0)# ip address 192.168.2.1/24
SPOKEA (config—eth0) # exit

SPOKEA (config)# interface ethl

SPOKEA (config—ethl)# ip address 202.38.160.1/24
SPOKEA (config—ethl) # exit

IR

PLE R B 1
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SPOKEA (config)# vpn ipsec phasel

SPOKEA (config—phasel)# edit gateway spokel

SPOKEA (config—phasel-gateway)# set mode main

SPOKEA (config—phasel-gateway)# set remotegw 202.38.161. 1
SPOKEA (config—phasel-gateway)# set localid address 202.38. 160. 1
SPOKEA (config—phasel-gateway)# authentication pre-share
SPOKEA (config—phasel-gateway)# set preshared-key spokel
SPOKEA (config—phasel-gateway)# lifetime 10800

SPOKEA (config—phasel-gateway)# group 2

SPOKEA (config—phasel-gateway)# set policy 1

SPOKEA (config—phasel-gateway—policy)# encrypt 3des
SPOKEA (config—phasel—gateway—policy)# hash md5

SPOKEA (config—phasel—gateway—policy)# exit

SPOKEA (config—phasel-gateway)# exit

P mEGE 2
SPOKEA (config)# vpn ipsec phase2

SPOKEA (config—phase2)# edit tunnel SP1 TO HUB

SPOKEA (config—phase2—tunnel) # set peer spokel

SPOKEA (config—phase2-tunnel)# mode tunnel

SPOKEA (config—phase2—tunnel) # set lifetime seconds 3600
SPOKEA (config—phase2-tunnel) # set propasall esp—3des—md5
SPOKEA (config—phase2-tunnel) # exit

WA JE [PSec M
SPOKEA (config)# edit ipsec—policy SP1 TO HUB 1

SPOKEA (config—ipsec—policy)# set subnet 192.168.2.0/24 192.168.1.0/24
SPOKEA (config—ipsec—policy)# set tunnel SP1 TO HUB

SPOKEA (config—ipsec—policy)# set policy enable

SPOKEA (config—policy)# exit

SPOKEA (config)# edit ipsec—policy SP1 TO HUB 2

SPOKEA (config—ipsec—policy)# set subnet 192.168.2.0/24 192.168.3.0/24
SPOKEA (config—ipsec—policy)# set tunnel SP1 TO HUB

SPOKEA (config—ipsec—policy)# set policy enable

HUB(config—policy)# exit

SPOKEB [ &
S mEEO
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SPOKEB# configure terminal

SPOKEB (config)# interface ethQ

SPOKEB (config—eth0)# ip address 192.168.3.1/24
SPOKEB (config—eth0) # exit

SPOKEB (config)# interface ethl

SPOKEB (config—ethl)# ip address 202.38.163.1/24
SPOKEB (config—ethl)# exit

Hic B M B 1
SPOKEB (config)# vpn ipsec phasel

N
&
Do

SPOKEB (config—phasel)# edit gateway spoke2

SPOKEB (config—phasel—gateway)# set mode main

SPOKEB (config—phasel-gateway)# set remotegw 202.38.162. 1
SPOKEB (config—phasel-gateway)# set localid address 202.38.163. 1
SPOKEB (config—phasel—gateway)# authentication pre—share
SPOKEB (config—phasel—gateway)# set preshared-key spoke2
SPOKEB (config—phasel-gateway)# lifetime 10800

SPOKEB (config—phasel—gateway)# group 2

SPOKEB (config—phasel-gateway)# set policy 1

SPOKEB (config—phasel—-gateway—policy)# encrypt 3des
SPOKEB (config—phasel—gateway—policy)# hash md5

SPOKEB (config—phasel-gateway—policy)# exit

SPOKEB (config—phasel-gateway)# exit

Fo B FBL 2

SPOKEB (config)# vpn ipsec phase2

Ni
=l
=8
w

SPOKEB (config—phase2)# edit tunnel SP2 TO HUB

SPOKEB (config—phase2-tunnel)# set peer spoke2

SPOKEB (config—phase2-tunnel) # mode tunnel

SPOKEB (config—phase2-tunnel)# set lifetime seconds 3600
SPOKEB (config—phase2-tunnel)# set propasall

esp—3des—md5SPOKEB (config—phase2-tunnel) # exit

WA WLE TPSec HNg
SPOKEB (config)# edit ipsec—policy SP2 TO HUB 1

SPOKEB (config-ipsec—policy)# set subnet 192.168.3.0/24 192.168.1.0/24
SPOKEB (config-ipsec—policy)# set tunnel SP2 TO HUB

SPOKEB (config-ipsec—policy)# set policy enable

SPOKEB (config—policy)# exit

SPOKEB (config)# edit ipsec—policy SP2 TO HUB 2

SPOKEB (config-ipsec—policy)# set subnet 192.168.3.0/24 192.168.2.0/24
SPOKEB (config—ipsec—policy)# set tunnel SP2 TO HUB

SPOKEB (config-ipsec—policy)# set policy enable

SPOKEB (config—policy)# exit
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19.4 IPSec VPN&iz 54 4P

19.4.1 EEMEBRINSARTEIL

A TSAKMP SARIEES.

FW#show crypto isakmp sa
total: 1, established: 1
dst src state expires id name

200.0.0.2 200.0.0. 3 STATE_MAIN_I4 3560 1 tunnell

A DAE B EH S 7 146TISAKMP SA. Asi il J200. 0. 0. 3, A fE R & e & 55t i bt
J2200. 0. 0. 2[FVPNE & 2 [ P - I TSAKMP SA,  SARE 25 21| 4 5 1) 75 (4 I 18] 3596 356 0F5
idR 1, EREM AR tunnel 1

19.4.2 BEMEHSARBEN

T FE 1PSec SARZET
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FW#show crypto ipsec sa

total: 1, established: 1

tunnel name: “tunnell” state: STATE QUICK I2 type 2
serial-id: 2

local: 200.0.0.3 peer: 200.0.0.2

local client (addr/mask/prot/port): 200.0.0.0/24/0/0

remote client (addr/mask/prot/port): 192.168.1.0/24/0/0

ESP SAs:

SA life(seconds): 2300/2400

SA life(kilobytes): 0(in) 0(out)/5120
inbound SPI: 0xEAOD2F18

outbound SPI: OxEEOCADF1

proposal: ESP_3DES AUTH_ALGORITHM HMAC_MD5
encapsulation: ENCAPSULATION MODE TUNNEL

Dead Peer Detection enable

AI LU BIEE N 7 — 2k IPSecilif, Zi@iE R4 10 B it 2 P kil 2 200. 0. 0. 0/24 31 H i
HEZ192. 168. 1. 0/24. SRFAMZESPE 25, #2512 R E3DES,  n% UGIE R /EMDS,
T AR BRI AR

19.4.3 BESANHETIE

FI2EAER S BT I # ] Debug 4, BAI¥ASS, 45 H{#H] Debug fir 4 ) &
AR R, IERZAE BT B 5 00

INAEETS:

M P B AN R L@ debug ike A4 TR RIMCA R, (A2
30 B LB AR N A T

RSB
R ZEIR AL RRMER . EENERERHBETRR,
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FW#debug ike

“testl” #452: received Vendor ID payload [Openswan (this version) 2.6.49 ]
“testl” #452: received Vendor ID payload [Dead Peer Detection]

“testl” #452: received Vendor ID payload [RFC 3947] method set to=115

“testl” #452: enabling possible NAT-traversal with method RFC 3947
(NAT-Traversal)

“testl” #452: transition from state STATE MAIN Il to state STATE MAIN I2

IKE : sending 228 bytes for STATE MAIN I1 through vlan192:500 to 192. 168. 31. 4:500
(using #452) fd 48

“testl” #452: STATE MAIN I12: sent MI2, expecting MR2

initiate on demand from 192.168.32.217:0 to 192.168.100.26:0 proto=0 state:

fos_start because: acquire

packet from 192.168. 31.4:4500: Informational Exchange is for an unknown
(expired?) SA with MSGID:0x8f024764

packet from 192.168. 31.4:4500: Informational Exchange is for an unknown
(expired?) SA with MSGID:0x56b5245e

“testl” #452: NAT-Traversal: Result using draft-ietf-ipsec-nat-t—-ike (MacOS X) :
both are NATed

“testl” #452: transition from state STATE MAIN 12 to state STATE MAIN I3

IKE : sending 76 bytes for STATE MAIN I2 through vlan192:4500 to
192. 168. 31. 4:4500 (using #452) fd 49

“testl” #452: STATE MAIN I3: sent MI3, expecting MR3
“testl” #452: received Vendor ID payload [CAN-IKEvZ2]
“testl” #452: Main mode peer ID is ID IPV4 ADDR: ’192.168. 6. 254

“testl” #452: we require peer to have ID ’192.168.31.4’, but peer declares
’192. 168. 6. 254’

“testl” #452: sending encrypted notification INVALID ID INFORMATION to
192. 168. 31. 4:4500

IKE : sending 76 bytes for notification packet through vlanl192:4500 to
192. 168. 31. 4:4500 (using #452) fd 49

“testl” #452: Informational Exchange message must be encrypted

SR
Xt LB R SE AT 6 B o A, 2 MBS PG DR A BTV
7Nt S B A VA I I T
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SRR QTN
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19.4.4 E NHEED

RIS AR BEIE
AT AR, ARedsr SA, TEm4 show crypto ipsec sa H & A
KR
1) P P T4 FRURH S 10 22 4 SR TE B 75 X R
2) BBt 1 M s . MRS —
3) BB 2 AR T 5
1) R A SRg B AR, IS SUSOR FR
2) BB 1 s BB 2 M r s A — 2, B SR —8




T ARZ BT G emmeiig 24T T e E SSL & NE B I

am
=--

B2 SSL ENETE

20.1 SSLVPN#ER

SSLVPN fe 12 # R A SSL Vil ab 3 hae, FIH A & HE
SSLVPN W3¢, i 4 50 i 1) 77 20, LA F 2 o] DAZE @ 2 v SR LB AT B A
FEFF, AR NI IRS AR . RN Z&EHE (SSL) e 1)
Bl e T s, WERH E RS T8 R0V mRER SSL VPN fif ik
J5 B AR A MY B AT 22 A A SR U il o ZER WY JR 0 ELIBE I Web 35 22 A] . 3t
FEAp N E L ARG 5 KIT A Figla], SSLVPN 7l 17 IPSec VPN A,
IR LU RA B 22 4 Gy F < I i % 7 i 2 2 HLIC B 7 B FRDe A2 07 i), AT e A1
RS R B I RE P TAERCR . R IX e Ty, B AL S IPSec
VPN JEH A, SRR, X2 T 205 o R 2 M ki 4 (NATD i
T—Rz&pirrERE.

SSLVPN 73 AP Fl LA
. Web #E. I fi A3 Web GUIHT . B4 K 5 328 3 i) W 25 1) DT SR CR
F HTTPS W) # k45 Web 5545, SR 51 R 55 #5 (1 B 0] 4% 25 2 3 F -
" Tunnel B, 2. THIZITHR P sCH . 27 mAlF — R 2pr
@S SSLFBIE S, FW A% P i/ Bie IP. 27 s iod 2 37 ) 3 1 B
ARt SSL REIE R R AL . R T AT SRR N

20.2 AL ESSLVPN

20.2.1 REREFR

NE RERE i

JH P I 8] (idletime) 3600F5 AR
Sslvpnfik4s )8 (enable) disable EE A=
Ss1vpnfiR %5 1 (port) 10443 A E

20.2.2 it EABATETE)

R g, (R BCE I I 8] A BB A U R, P RO I R 26

JER o B [ (14 i 2 A IR
BB | PITwme B B
1 configure terminal HEN AR e E A
2 sslvpn N\ sslvpnfic B A5 =X
3 idletime [60-86400] i B R I B ) o A AR« 3 Bl 2 [60-86400]
BRIN3600F) .




RN e R e

mit ssL i ||

|

f#H no idletime MR E EINME.

20.2.3 SRSSLVPN

JE ) SSLVPN [ 58,

BB | PITmE Yi B

1 configure terminal HEN A R e B AR

2 sslvpn kA sslvpnilic & A 2t

3 enable JE FISSLVPN. BRI F

{¥F] no enable &£/ SSLVPN

2024 BRABUEEY

JA F SSLVPN [ i A5 2Kt [ 46 (120 % -

BB | BT i

1 configure terminal BEN A R C B

2 sslvpn A\ sslvpnfic B 15 =,

3 Compress enable A R R 48 . BN AR

f§iFH no Compress enable % % 1 45

20.2.5 BRAEPIRIAE

Ja H SSLVPN & F i A iiE 125 B :

BB | BTwme Y B

1 configure terminal HEN AR e B A

2 sslvpn A sslvpnfit. B 1 =X,

3 verify-client-cert CA BRE P WGE, EEIMERCAIET. BRIk
HAE

8/ no verify-client-cert 2% % /i iAiiE

20.2.6 BRARARPHE—MRE

JE T SSLVPN JJ F e — 1A 25 1) 20 3R

BB | PITwme B B

1 configure terminal HEN A e B A

2 sslvpn N\ sslvpnfic B A5 =X

3 user-exclusive B P mmE— . BRI
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| | |

f$iH no user-exclusive 2% %3 1+ i

20.2.7 TR BESSLVPNARSE O

&P i E A B A SSLVPN AR 453 K5 ) SSLVPN k%% .
Ny

IR
BB | PITHS B B
1 configure terminal BEN A R C B AR
sslvpn A\ sslvpnfic B 15 =,

181 no port Sk 5 BRI 1 .

A AL E 0935 0 I Re b AMAT AT 6 sk o F R o de web server
T WAASR T 443,

20.2.8 EHISSLERER

fic B AP IR
FI configure terminal HENHC B AR
FR2 sslvpn # A sslvpni s
IR linkman xiaoming e EBEAN. MG, email.
phone 010-89656545 YREERSS

email xiaoming@163.com

portal-msg “welcome to use SSL-VPN”

20.2.9 HIBRSSLERER

Hic B AP IR:
I configure terminal HENBCE A
F P2 sslvpn # A sslvpni s
IR no linkman MIBREE R A HLiE email.
no phone A ER
no email

no portal-msg
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20.2.10 ECEIPHHESEE

S AW B TUNNEL B0 o 2s 27 i 14 ip bk

BB | PITmE Yi B

1 configure terminal HEN A R e B AR
2 sslvpn kA sslvpnilic & A 24,
3 ip-range AB.C.DAB.CD | icdEipihhtitlH

£ no ip-range k& ip HHEVEM .
ALAEHAE TR AR K T 45 Rk
A Hhk 7T B A i 65535
A A5 R EFEAL AL s FW3.0 X &

AE

20.2.11 ECE A5 B9FAE MI4E

st A HE B TUNNEL AR 7T BLYT ] AL R 4%, FW3.0 K50 SSLVPN %77
S VA 00 81 A A 4% £ ) B %

BB | BT i

1 configure terminal BEN A R IC B AR

2 sslvpn A\ sslvpnfic B 15 =

3 private-net A.B.C.D/M Fic B TUNNELAE A 2 7 BV 1) 1R FA A P 2%

{f}ﬂ no private-net i%ﬁé‘?ﬁt@ﬂﬁo

A FAT R % ol FW3.0 3% 47T VASL B 49,

20.2.12 B E 5rEC4E F PEIDNS

A A E TUNNEL B0 E 2o Zh F 7 B9 DNS, FW3.0 K3 dns B & #Ei%
#5 SSLVPN 25 7 i

B’ | BITHL YL

1 configure terminal AL R E R

2 sslvpn A\ sslvpnfic B 1

3 dns AB.C.D Pic B TUNNEL A HE B 7> Bicse 1 7 fIDNS

#/H no dns i&KRILACE .
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20.2.13 Bt &5 EC 48 B PRIWINS

M4 HE B TUNNEL #2500 & 2Bt gh F P 1) WINS, FW3.0 48 WINS At &
JE45 SSLVPN & i

BB | PUTHS Yi B

1 configure terminal AR E R

2 sslvpn HE A sslvpnfic B 15 38

3 wins A.B.C.D fict B TUNNEL A AU & 43l 4 F P iwins

ﬁﬁﬁ no wins i%ﬁ%ﬁt@ﬂﬁo
20.2.14 BEEEESROHTTPSE

A HCE Web Ui i HTTP J7ikid JE D g

PR | hATES i B4

1 configure terminal HEN AR e B A

2 sslvpn HE A sslvpniit & i

3 block—http—method (get |post | M & Webijj il # s HTTP J7 32 i % 1y
|put |head|connect | trace B IEIHTTP 5 i

|purge|options|delete
|propfind|proppatch|mkcol

| copy |move | lock |unlock
|bmove |bdelete|bpropfind
|bproppatch|bcopy | search

| subscribe |unsubscribe|poll

|report |other)

f#iH no block—http—method {FHi It & .
20.2.15 BHAHTMLEE &

sar 20T 5 Web 77 [ #8 HTML 5 D) fg

BB | PITwme B B

1 configure terminal HEN 4 R B B AR

2 sslvpn A\ sslvpnfic B 15

3 html-rewrite-enable FF JE sslvpn i1 Web 15 [ 55 X T HTML E 5 1)
it

il no html-rewrite—enable J&ERRILALE .
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20.2.16 Bt BB S IhRE

s 40T 5 Web U7 FI#E 2 HTML FRFIA S

BB | PITmE Yi B

1 configure terminal HNA RN E R

2 sslvpn HE A sslvpnfic B 15 3

3 special-rewrite e B AR S N

20.2.17 ELESSLVPNIAIER FALAFA

BB | PITHS B B

1 configure terminal B2 R E A

2 usergroup NAME sslvpn | B2 & sslvpniliE 41
mode (tunneljweblall) | Imprint_clien>hy & 75 & B % 7 i JR 328
[imprint-clean] access-security 1] LATC & 75 ZEAG A 45 /E R G0
[access-security BATHERR s ruleds 8 K6 25 I 2 TR 1 kb 38
(all-check|os-check| i%: denyAZEILV5 ], access-limit 7 il R il
task-check) rule | HH.
(denylaccess-limit)]

3 user access USER group | K IERIH IO A4
GROUP

FER MM HSER P E

PHEEY

20.2.18 FLE A58 %R

A A AL E sslvpn H i@t web #XER agent #5230 1] LA ] 4 /5 45 555
Web #R ] 151 : web, ftp, fileshare ,owa k.

A.B.C.D port PORT type
(web

| ftp|fileshare|owa)
description (null |

DESCRIPTION) [enable]

B’ | JITHL YL

1 configure terminal AL R BB

2 sslvpn A\ sslvpniic B 12

3 resource TITLE server | fig & sslvpnfH/7ilidweb 15 sagentts = ]

A7 fi P9 0% 2% B2 05 o

{if no resource TITLE JHMRILICE.
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20.2.19 Big B A[i510) #5iFLE

a2 AL E sslvpn AP idEIs web B EL agent 1525 7T BAT; 7] 1) X 45 555 4H .

PAT IS Yi B

2

1 configure terminal HEN A R e B AR

2 sslvpn kA sslvpnilic & A 2t

3 resource-group TITLE fic & sslvpn i /il ik web A% B agent i 2 ]
usergrouplimit LA 1] 1) D9 4% 2 5 4H

description (null |
DESCRIPTION)

[client-check-free]

ff% no resource-group TITLE {%tﬁ%ﬁt@aﬁo

20.2.20 Bt EIF BN FFiIFLA

I i A TG R DR UR I B A

PAT 4 Y B
2
1 configure terminal BEN A R IC B AR
2 sslvpn A\ sslvpnfic B 15
3 resource  TITLE  group | K850 Btk
TITLE

@i)ﬂ no resource TITLE group TITLE /{%ﬁﬁ%)\%ﬁéﬂ*ﬂﬂwﬁo

20.2.21 BgE A LA L) $EiREE

s 4 C B AT DADT 1] BRI T P e R SRR P 4L e —E, A
JUELI P T DAY i) 1 B R A A B

PAT IS YL

2

1 configure terminal AL R BB

2 sslvpn A\ sslvpnfic B 1

3 #resource-group TITLE | FCH& nJ LAVS i e BE U 2E 10 FH = 44
group USERGROUP

ﬁ’i)ﬂ no resource-group TITLE {%B{%Jﬁtﬂaﬁo
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20.3 fic & =

20.3.1 BLE RN

ZHlHEAR: AFE%E BT SSLVPN web #2, V518 A DMZ X 15 web server.
eV

%&EEF % WERT

eth2
oo A ==
/i!i!i!’ ethl DMZ. ¢th0:192.168.0.1/24
—— _I_l_l_

P ﬁ Iﬁ eth1:192.168.1.1/24
]—_y(n ﬁ B eth2:202.106.12.1/28

.

= ERfEERE R WOOMRS S

o B AP IR

| J& FHSSLVPN

FW3.0 (config)sslvpn

FW3.0 (sslvpn)enable

A YR2 FoEH A A

FW3.0 (config) usergroup clientgroup sslvpn mode web

FW3.0 (config) user access clientl local password

FW3.0 (config) user access clientl group clientgroup
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20.3.2 ELERHI2

RAHER: H 255 T8 SSLVPN TUNNEL 58, 77 9 DMZ X35 MAIL
SERVER.

FEIAME: s 1K

Pio B 2D IR

ST J& FISSLVPN

FW3.
FW3.

0 (config)sslvpn

0 (sslvpn)enable

%2 Wi B L4 ssivpn 2 7 st b v F

FW3.

0 (sslvpn) ip-range 30.0.0.1 30.0.0.255

KL tunnel BECAT U5 A AL A 4 (dmz)

FW3.

0 (sslvpn) private-net 192.168.1.0/24

i e B R R

FW3.
FW3.
FW3.

0 (config) usergroup employeegroup sslvpn mode tunnel
0 (config) user access employeel local password

0 (config) user access employeel group employeegroup

] e B 2 4 MR O B Al

FW3.0
FW3.
FW3.
FW3.
FW3.
FW3.
FW3.
FW3.
FW3.
FW3.
FW3.

(config) # address dmz
0 (config-addr)# net-address 192.168.1.0
0 (config)# address sslvpnip
0 (config-addr) # net-address 3.0.0.0/24
0 (config) firewall policy 1
0 (config-fw-policy) action permit
0 (config-fw-policy) enable
0 (config-fw-policy) src-zone tunssl
0 (config-fw-policy) dst-zone any
0 (config-fw-policy) src-addr sslvpnip
0 (config-fw-policy) dst-addr dmz

20.4 SSLVPNMS1z 54 3m

20.4.1 BRSSLVPNFR{EE

BELIR:
PR | fITHS Pi B4
1 [no] debug sslvpn (alljevent|proxy|session|tunnel) IR 9% R SSLVPNA B

FW3.0# debug sslvpn session
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check login failed:ip=33.0.0.2
cookie=__utma=190263273.1998659089.1175739823.1175739823.1175741024.2;
__Utmz=190263273
.1175739823.1.1.utmcen=(direct)|utmcsr=(direct)|utmcmd=(none)

login failed:ip=33.0.0.2
cookie=__utma=190263273.1998659089.1175739823.1175739823.1175741024.2;
__Utmz=190263273
.1175739823.1.1.utmcen=(direct)|utmcsr=(direct)|utmcmd=(none)

logout failed SrclP=33.0.0.2
cookie=__utma=190263273.1998659089.1175739823.1175739823.1175741024.2;

user

check user

‘no match user
__utmz=1
90263273.1175739823.1.1.utmcen=(direct)|utmcsr=(direct)|utmcmd=(none)
%sslvpn aaa auth :user=test group=vpn

% handle sslvpn aaa auth respond...

%generage user cookie=3esu22ef99shindk38c3ctq99ut7zy42

%SrclP=33.0.0.2 UserName=test@vpn mode=3 Content="auth ok"

20.4.2 EESSLVPNAPFER

BoRERMPER, G4, ip, BRI,

B’ | hiTHL i B
1 show sslvpn-session BESSLVPNEFH 5 B
FW3.0# show sslvpn-session
user-name cookie login-ip tunnel-ip
login-time idle in/out
test@vpn 2Xxas2rr 202.106.0.111
10 Apr 13:275 0K/OK

20.5 & DL EBE S

20.5.1 HEEMR1: APEFREM.

e

PP 85 R

G

ATREA PR CRHOER P R @M 4D

LIRS

MNIEBRIH A% (X : username) , %14,

20.5.2 HFEYR2: BFRAPLREEHICIAN

SIE P &8RRG, ANeEilEId web BX tunnel BT 1] 4
DAl A RESREE AT, BOREE A 46 1% M A ssivpn A 45
iR uk A KA, FAREVCHH U 5K . 7 SIS 48 % H P (e
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# sslvpn A4,

20.5.3 #FEMSR3: TunnelEREFEFREEST

e JH P 28 35 R e 3o 2 i B S ST P R

T S IHERI A, BOA Ftunnel A AR .
ik NHFPHITRE tunnel BEEAE AR
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AlE L2TP

21.1 L2TPH#EA

PPP & L 7 —Muliid =2 (L2) gt s i B AL 2 ViR S 25 pLH . gt
REBLN, —AH SR ASAR (40 ISDN, ADSL 5% KF—4 3|
MLEENIRSS 8 (NAS) [ =28, IFEZiER i T PPP & ifi. 1EIXFEM
FLE A, 24T 5 PPP 2G4 S TR EE R &% b (it 2 i,
NAS).

L2TP (Layer Two Tunneling Protocol) & —Ff —JZF5iEh L, E¥ R T PPP [
B, IS R PRI R PPP 2 i 126 s A 21 53—~ i 2 52 i Y B (1) AN [R]
B b, AR RN MZT S WK PPP 20 M\ J2 28 485 (1 PR | o e i
¥, ¥KT PPP IR TG .

L2TP 4% LAC 1 LNS #EFhIhRE

. LAC (L2TP Access Concentrator) : L2TP {jlal#Erh%s. & L2TP &

B —ANo s, /2 L2TP MZE RS %% (LNS) FIX&E{k (peer) . LAC fi5i/E

—AN LNS Fl—Mizih R 40 2 [A156 & PPP )3, F-4E3 LAC F1 LNS 2 1A f# % i
(TUNNEL) F1£xif (SESSION) ##%.

" LNS (L2TP Network Server) : L2TP M%K% #%. & L2TP BB —

AN, & LAC ISR . 7ot iy Simh KRG 2 811 PPP %8z, NizHh R4;

PRAALXT P 8 R ) 1] IR 55 o

L2TP REiE 25 i 3k 5 FH P #2417 3] VPN MG f k77 %, 85 VPN
M #A VPDN(virtual private dial network) . 7E3X s, B VPN R G HAE LNS
DiRe, R T H P AL SZR L2TP, v LR A B B R BB H 3] LNS;
WSR-S H P AR G ASZ R L2TP, a2 Hh ISP $245: 1% LAC DyRE K F 5l
B A 20 IE 5 ) LNS.

XA 7 AR N SRR BT R

(1) L2TP B i HEHEN LNS




F—RE BT Gt 217 T M AoH L2TP I

LNS
i!ﬂ? PN 5
L

|

nternet BT

T
L2TP % F i

(2) S EET LAC imFEHE LNS

(PSTN/ISDN)

LNS

nternet H M\ smree 2
_%‘f P e 55

‘

FE—> LNS 1 LAC X 2 [M A7 AEE IR R AL 384, — M2 R%iE (tunneD)
R, BT A LNS M LAC *f; 5 —HM2 il (session) &, EREME
BRI b, HTRaRBIERBIEEE P R PPP 21 .

FEIEIE £ PPP M

== [Z2TF Tunnel =——————— h
Eemote SRR L% & . L2TP SESSION
Swztem
FFF L -
a )
E - S
t
emote | .o Call -eemeo--d .- L2TF SESSION
Swztem
FFF = — -——

L2TP EF 4 DL K PPP $ s il A& 16 # 2 ik L2TP ) SC A R 58 1
XS B EE UDP #f S BL M E A& AE TCPIP L.

L2TP SR A AP AR, — Mo fiil i oss, 5y — M2 8udladhoc. 421
OO TR IEE M 2 ANE R L 546y . RO TS, M T
OGS, TEBIE D, N A, B ORI AR I SE AL GRAE S R SO AR
HARARSCIU A R B 1) PPP 2155 A o Bt iSO By AN PR IE T 5 A5 5,
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AR L= N H LR B BORAIE e H SO T S35

21.2 BLEL2TP

B H AT R 30K L2TP 1) LNS Thig, A32#F LAC IhRe, 1 H LNS Rl
Wrz ) L2TP EEHAE K, AaEIRIE L2TP EREIE R,

21.2.1 BB L2TPHEHR

B A B E — A L2TP Bib, GHRRCE b, A AE4 A . s BA
A W, REAER D ERE 7R L2TP, #n DMk S B f.

W= 8
I configure terminal 7T B AR
J9%2  12tpip A.B.C.DA.B.C.D Usergroup Bt & L2 TPA IR

i/ no 12tp ip AT LABGE X L2TP Btk i1 &, i HK R B E B E .

SR -

e (2):
¥ BiBd RERE
AB.CD Huhik b )RR AR b T
AB.CD Mk F) 25 R T
Usergroup VNI RE RS y

kit btk 2 SR B A 4R 5 % i (il AN S A i
A, BATSEIE, BARVER R ER, BRAEEA T2k FoRIN & i
BT AN E 5 A IR A 1 kR R B, DA bk
MR,
FERCE 12tp BARAT, MAUCHEIER 4L, 750 TE R B AR .
Mokt T B 25— AN HE S RS IR 4% 860 12tp B2 10, ASAT 20 1iE st
21.2.2 BEZE1L2TP DNS

HECE T L2TP dns $uht, WIFESE 7 imik SO ER, 20k tbhl & 45 7%
S, WORVBRT RS, B e e Ik e B OIS R dns. X BLASCRE

second dns.

fic B P IR
I configure terminal SN = A
P2 12tp dns 100.1.1.102 fic & L2TP DNS

W RAEMIEE 12tp dns, f#H no 12tp dns A%
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21.2.3 BLEL2TP WINS

HECE T L2TP wins ik, WIFES %0 P il 5 Wi, 2R stk & 2e % 5
Ui, QRPRR L, B S ek bl B BNk TR wins. IX BN SCRF

second wins.

W=k 8
S configure terminal LB A
S IR2 12tp wins 100.1.1.101 FC B L2TP WINS

W AR MR wins FL &, {44 no 12tp wins

21.24 BEERFL2TPIIEE

JABNL2TP Ja, ARSI % wmdt Tl . S0, AmNgR S % imdk

FiEK.
fic B D IR
piZ | configure terminal i B
A1%2  12tp enable JaBhL2TPIfE

f#H no I2tp enable {1k L2TP k%528 DikE .

21.2.5 FECEL2TP UNIQUE

AP ME—TER AR E, HECE 1R, AR ZL AP RS

Isjlj#y_(o
W= &
B configure terminal HEN B AR
A0%2  12tp unique fic & L2TP UNIQUE

WA ECH PR, fF @4 no 12tp unique.

21.2.6 MIBREELR

TERR S St MM BREE S P
Mic & AP 9R:
A1 L2tp delete username[A.B.C.D] PR —7EZLH
R P ip AT N, 45692 1%E ip.
A MR A EE S T US4 12tp delete all.
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21.3 BLERH!

21.3.1 L2TPE FimEHIEERERILNS

E SR

TR A B IR A S I, p T A R A A A R A R, A
INTERNET EANREE VM. W H A L2TP & o, WA LUMERH L2TP &%
Ui FE PR NS HE VPN W56 1) LNS, #2057 L2TP f%iE, R/t PPP B A
i VPN P CRTE R F A #EAT UAIE,  FR4a Ao Be— AL FA R ik, AT 7E 8
FEFH PRI LNS 2 [a) 83— 26T L2TP ) VPDN &8, fzmfe Pl UG AL

PP — U5 1) A i Jey 355

XHEEAEH EE AR, 5% LNS 1) ge0/2 #:H . k5l fE, fHnr g

PR P — £ 1) 192.168.0.0/24 F1 192.168.1.0/24 AN MEL T .

REIHME
ged/o n— ge0/1
P ge0/2 AR#-28
192.1685.0.10 192.168.1.10
ge0/0 :192.168.0.1/24
ged/1 :192.168.1.1/24
QEE ge0/2 :202.106.12.1/28
R A~
fic B AP IR

AL EREVEM A

FW_A(config)# user access test_user local test123
FW_A(config)# usergroup test_group

FW_A(config)# user access test_user group test_group
FW_A(config)#

AYR2 EERSEN

FW_A# configure terminal
FW_A(config)# interface ge0/2
FW_A(config-if)# allow I2tp
FW_A(config-if)#
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LR BEL2TPHRR
FW_A(config)# 12tp ip 100.1.1.10 100.1.1.100 test_group
FW_A(config)#
LR JREIL2TPIRS
FW_A(config)# 12tp enable
FW_A(config)#

Pe B 45 R

user access test_user local test123
usergroup test_group
user access test_user group test_group
!
[2tp ip 100.1.1.10 100.1.1.100 test_group
I2tp enable

|
]
interface ge0/2

ip address 202.106.12.1/28

allow http

allow 12tp

allow telnet

214 L2TPMAin 54idm

2141 TEF L2TPHbibtEE

I BRL2TP bt T B 15 2
FW_A# show I2tp pool
100.1.1.11 100.1.1.100 90 90

Free addresses:
100.1.1.11
100.1.1.12
100.1.1.13
100.1.1.14
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ooooo

100.1.1.100
A LLE S, AT Akt ik A100.1.1.115)100.1.1.100.
b THT A 5 AN90 43 A1) 2 o M kb yth Mk A2 BOR AT A kit

2142 &FF L2TPLiEER

B BRL2TPLE(E &
FW_A# show I2tp session
user-name login-ip tunnel-ip login-time  idle  in/out(kb)
test_user 202.106.12.1 100.1.1.12 18 Jul 15:06 0 7.99/2.34
WUERGERH 4, APl B, B0, SRINE. RE
WMAT SR EE S
21.5 HFE T

21.5.1 L2TPERFIRHS, TEBIER

e L2TP% P i ELAEAR T FILNS, Joik@srigs.

Vi A AT REAE DL U 0 5 3500 P s JE v e

P I P 4G B AR, BN — T P AR

7 P i 4 5 R S A LNS R 5 4 1 B

A MRS B kb ik 2 B OBl e A, RIS A v k.
L2TP#: H 2 5 #hATallow I2tp.

21.5.2 L2TPEMEREE, HIFEEFF

WG L2TP% o ELEEREBILNS, LS H W%
Vaxii A AT g2 DL JUR I 5 300 P o vk %
® TS HE S EL2TPR%IE Mihelloth SCHA I8, e T s 1% 3% .
TR TA P 2 2R BV A B, T ELL2 TP AR 453845 I IR 1A .
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21.6 FHIARINEE

21.6.1 debug I2tp packet

INAGEEZ SR
WS E P umiE R G, ARS4s B R .
RS -

FW_Ad# terminal monitor

FW_A# debug 12tp packet

L2TP Rcv Packet: <- type=SCCRQ, tid=0, sid=0, Nr=0, Ns=0
L2TP Rcv Packet: <- type=SCCRQ, tid=0, sid=0, Nr=0, Ns=0

R
AP R T HR5 %P ui HE SRR, HRRA KIERER L. iTLLEE 12tp
BLEFEE, H2EWIT T 12tp enable 74 .
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07 & DNS R

22.1 DNS{X IR A

DNS EAG e, = ZEThEe 2 MidT A I T 7 g I S0 B2 5N ) DNS 183K, AR I B 4
il DNS WRIMALEL v, BAREE K AREE . BUE AHLEHT .

1. k. BRI DNS HER

2. AQHEL: CRAFERCESRIFR) DNS K, KILEIHEE DNS IR554%, SCHRFOEIIHT.
SR ORFFAME ek A

3. ARHLEENT: $8E DNS IEKMIR A IP Mk, CHRECHIE L,

i DNS AUEEAR R, AT LRSS PRI Z5 SR SG BE ISR, K DNS 15K K BIANF
MRS 4%, F o5 B LU AR ) DNS TR E5ER, AT SIS 98 B3 U8 ) & BRI T o

22.2 it EDNS{RIE

2221 EEEDNSKRELBERE

ZH i BERE
| config terminal HEANELE AR
152 dns-proxy #E NDNSAREEAH
RS enable/disable J& FAISE AIDNSACH Th
SR all-vlan enable/disable ANBEORRET. frEEO/EE
XM
alloc-vlan NAME fil B DNSARHE i 8
no alloc-vlan NAME HU/HDNSAEE [ 58 X0
dns-proxy ip A.B.C.D port Bt B WU kbR G 0
<1-65535>
algorithm (priority rr wrr) fic B HE
src-net NAME i F AR P O TR
policy (enable/disable) J& F /% AIDNSACBE S5 s
persist-profile NAME Mt B TR RS A
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persist-profile mask A.B.C.D fic B 2 TE IR R

persist-profile timeout it & 2 il DR 1R AN I 1]
<1-4294967295>

) health-monitor (enable/disable)  JF 5 /5% b {d FE#G 25
health-monitor-domain NAME Tt B fi FE A6 050 44
health-monitor-interval Pic B f o 7 ) B
<1-86400>
health-monitor-maxretrys Tic 25 A o K R
<1-10>

) dns-server A.B.C.D nexthop Mt & DNS4: =t & 51 F (') DNS iR
AB.CD 5

22.2.2 FeBDNSHR %

¥ i REME

A config terminal HENEC B AR

FIR2 dns-proxy H#ENDNSTERRE

SR Server A.B.C.D nexthop AB.C.D [t & DNSHR S 2%

priority <1-100>

22.2.3 EEEDNS{RIEFERL

1, FiCE DNS {CEREHE

ZH i BERE

2 config terminal HEANELE AR

HIR2 dns-proxy H#ENDNSAR FEAE

B3 policy <1-9999> src-net ' E DNSHUIELH
NAME dst-net NAME
domain NAME
(permit|deny|local-query)

LEa enable/disable R PRI FIDNS RSN

53&%5 dns-server A.B.C.D DNSN@%%*EEEMSE&%%
nexthop A.B.C.D
address ip A.B.C.D ttl DNS At fift AL F 1P AT TTLI 7]
<1-86400>

2, 15 DNS fLH 5 ms

Y P B RELE
I config terminal HE B B AR
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fic & DNS fCH I

52 dns-proxy H#ENDNSAREE R X,

B policy <1-9999> 12t NDNSARHE S B AR A

el enable/disable i

LIRS DNSACEE s e B dnsfik 55 45

dns-server A.B.C.D
nexthop A.B.C.D

address ip A.B.C.D ttl DNSAHufife i fic EipAnttl
<1-86400>
22.3 DNSKRIEi51E 5
22.3.1 EEFEDNSREBEERERS

S5 i B BREEE

P enable BN

W IR2 show dns-proxy config T EDNSHH AL B (5 2

B3 show running-config AE IEAEIZ 1T I DNSACEE A &

22.3.2 HEEDNSKRIEFRES

Z¥ Pi B RELE
H enable BENFFAUEE R
H %2 debug dns-proxy (event|cfg) EEDNSIHLF (S B
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Bl E DNS

23.1 DNS#ER

DNS Dy HoAth i 245k A4 fift e AR BR B2 44 S pf 25 /7 i h g ALK DNS 55
A ROBIRAAFENTIEOR, JFH5Z DNS RS54 BmI R, S e Fg T Ja st bk ik 45
HMEH DNS B

23.2 ELEDNS
BREEERR
o3 REBE HE
I 2 ANAT R R
JER T I (] 51p ANEI R O
BCEEDNSHR 2%
DNS % 7 5 B 55 5] DNS 7 IR 55 28 1% K 3844 T o
BB | BTwme Y B
1 configure terminal BN R BB
2 ip  name-server  master | FCE FEDNSHRS .
A.B.C.D

i Fi§ no ip name-server master i[53 DNS 4525

F & MDNSHR 588
U5 DNS R 45 St R EGEEIT , 25/ 3 15 S ) DNS MR 2% 253 14 SR 44 fi
o
BB | PITwme B B
1 configure terminal HEN A R E B R
2 ip  name-server  backup | it E MDNSHR S % .
A.B.CD

f#/H no ip name-server backup 5k M DNS JIR%5 2% .




FRELPH T G

o AT A fic & DNS I

DNS&if]
BEAT 1A AT
BB | PITmE Yi B
1 dns-lookup NAME WA AT

23.3 DNS¥i#z 54

HEDNSHRER
BB | PITEHL i B4
1 [no] debug dnsclient FF IR 5% PR DN SR

host# debug dnsclient

host # dns-lookup www.sina.com.cn

%res_nmkquery :n=33

%Res_query: query is id-54017 qr-0 opcode-0 aa-0 tc-0 rd-1 ra-0
unused-0 rcode-0 gdcount-256 ancou

nt-0 nscount-0 arcount-0 ,string length is 33

%Connect to dns server 1.1.1.1 FD:468

%connect to dns server ok

%send dns request to dns server ok

%res_nmkquery :n=33

%Res_query: query is id-54017 qr-0 opcode-0 aa-0 tc-0 rd-1 ra-0
unused-0 rcode-0 gdcount-256 ancou

nt-0 nscount-0 arcount-0 ,string length is 33

dns lookup:www.sina.com.cn : 202.108.33.32
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23.4 it & =

B & R

202.118.3.1 «tho
192.168.0.1 |ethl
192.168.0.0/24
|

|
( )

$ U Ue

192.168.0.3  192.168.0.4 192.168.0.5

ESVET o
DNS Iz %5 #stthhi-ly 202.118.3.2, #17 DNS JIR 55 ettt ly 202.118.3.3. fE##%
P& DNS JIR%5 5 v ARG & (1) DNS R 4528 KIE I 4 il firis sk, IF425Z DNS
IR 5 &R EOMEL S, SRHEAT 144 AT
Hic & AP IR
I B — M.

host (config)# ip name-server master 202.118.3.2

host (config)# ip name-server backup 202.118.3.3
BEREGER.

Ni
=
52
N

host # show running-config
!
ip name-server master 202.118.3.2

ip name-server backup 202.118.3.3
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23.5 5 WEFE i

WFEMKR1: DNSERHTM

e DNS fi#bir R .

ST DNSHR %5 28 B A %, BB TIDNSHR &5 25 H S .
fiEE Uk fic & 1Eff (Y DNS IR 55 %% b 1k B 7 i B DNS IR 4525 9 25 1 1
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24 RGSH

24.1 R G S EHEA

PSR ER X288 Va8 S AN R R R R AT I I R T R DAORTP 0 4% (R 2 B2
Po A, X TCP WX A, BB Al 1 /M, UDP #hisCh
30 Ao A7LEN HIRR P AE AR AL G, ROCA SRR KPR B AT 2C L, 1
B TRIENUH, Ao SECESGRN MR, 520 dn eikisid Bg . vhite Bt
Thae st 1 st By 5 Rk 558 I IS TR) R T RE » FT LA PRI ol 7 A I 1] 2% TR HR 1K)
I o

TCPARSE R HEHMGHN, MRIELEEREN op RE, RER BT,
SHE . BRI, B Tk, TR

24.2 BE E MU EIE

Hic B A IR
IR configure terminal N2 R E
IR2 protocol manage NAME i B — T B U B O N P
=
IR description LINE fic B #id
IR protocol <TCP | UDP> i 2 B
g port <1-65535> RS (3 0
%6 timeout <1-65535> ficl B I B I), BT Sy 4y el
BT end B H BREAU G
s show protocol manage HERE

f#H no protocol manage NAME i 4 1] LA ik UG B 1 P 130 BRI

FEWMINERE, TA¥ht 2 seyikis, s#geitis
LT e 2
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243 FL ETCPIRASETE

24.3.1 B ETCPLERRSSIT

Wk 8
HIR config terminal HEC B A
wIR2 tcp full-connect-state  fic & TCP 45 iEFRIR S G011

(established|all-connect)

IR end IR B R AR =X

IR show tcp full-connect-state BEYATE
ZHUL

S5 PiEH RETCE

established R RapctecE:~ Guit s

all-connect ST AR, AL SulAaiERE:

PR

24.3.2 TCPIRASHKE

fic B AP IR
| config terminal HENHC B AR
F¥R2 ip inspect check loose fic. B TCP B FAf 72
HIE3 end IR F RS

f# F1”no ip inspect check loose” 7] LAH T At &

244 BLESHETE
(W &

IR config terminal HEANEL B

F¥R2 app check (enable|disable) A ERIR

FIR3 ips check (enable|disable) N2 K

L av check (enable|disable) R Rl

IR h323_check (enable | disable) RS
ftp_check (enable | disable)
sip_check (enable | disable)
rtsp_check (enable | disable)

$ 156 global-path-consistency KBl AR —Fok
(enable|disable)

| global-path-consistency-without-route  #4%2 — A E B

(enable | disable)

Config terminal i &
1 1" show expect-check” ] LA & £ BE 5 F AL & .
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i F” show app-global”f] LAEE A N A R SR EEAail . NAZAS AL E .

BRIRA, mEAN, NZAAN B E KIANF B, AT show
app-global #98Hi%, RE5, Bl ki XiE, HRAT
show app-global =T VAJE# & <L & o
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75 B ERES

25.1 % IR ERAEL 1A

NT THREIEEAE RGP VAR, TEHPREAE R, #&h iRt 7 ¥h
BREETNRE - 0 L e B B ER R, FH P REAR I — B 7R e & b AT v FE AL B,
FEAR YA N P 25 Fe Or s, 7 PR, T AL B
% IR BRI A R R A B BEE B B Th REAR E K Ab B 4E
H AT SCRF R Sh bR B 4G 224 RIS LS, bbb iR, Sl sEng
(IUCHED, B3 SRmS HUCES, P AIE SIS O UCES, I ol e A PR A A 45 21
NAT it #e4e, AL R,
% R R R B A A B T REAR B

25.2 fif & I& R B

25.2.1 BB TCP(E.UDP) MK i 2% H BR %

PSRy TCP(E UDP) A i R I, 75 22415 5 Wit 1 AN B 8 1 S 4

W ¥
ST packet-trace input it & BB TCP(ELUDP) 1 % FH R
INTERFACE_NAME (udpltep)
A.B.CD <0-65535> A.B.CD
<0-65535> [detail]
S -

14 (1): packet-trace input INTERFACE_NAME (udp|tcp) A.B.C.D <0-65535>
A.B.C.D <0-65535> [detail]

28 BiEA RERE
INTERFACE_NAME AH:

(udpltcp) e ¥
AB.CD JHIP &
<0-65535> i &
AB.CD H e &
<0-65535> H 3 H x
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25.2.2 B BICMPHMSCEEY ) B R R

SRR ICMP G R ER R, 7 E 4 e R, AU,

(W=t &
i | packet-trace input  FCE PrSCER AN ICMP ) B ERER
INTERFACE_NAME icmp A.B.C.D
A.B.C.D <0-18> <0-15> [detail]
ZHU -

#n4 (1): packet-trace input INTERFACE_NAME icmp A.B.C.D A.B.C.D
<0-18> <0-15> [detail]

¥ BiBA RAERE
INTERFACE_NAME AN# G
AB.CD JEIP x
AB.CD H e 7
<0-18> Bzt 7
<0-15> R 7

25.2.3 BC BipPhiEaY 5 HERER

FC B PR P B ER R, 24 E TS

fic & AP IR
| packet-trace input g B PSR B NP IR S B ER R
INTERFACE_NAME ip A.B.CD
A.B.C.D NUMBER [detail]
ZHU -
774 (1): packet-trace input INTERFACE_NAME ip A.B.C.D A.B.C.D NUMBER
[detail]
ZSH k] RELE
INTERFACE_NAME AR x
AB.CD JRIP 7
AB.CD H P 7
NUMBER [NE = &
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25.3 i & =

25.3.1 BEEEEH1: EEIPvARL R

ESEiBa
B E IPvA (K8 I BRIEE, A4 2.1.1.4 ping 1.1.1.2 HIEHE.
W &
H I e B i e BRI
800C_3# packet-trace input vlan10 icmp 2.1.1.4 1.1.1.2 8 0 detail

e B 45 2R

Phase : 0

Type : CONNTRACK

Action : FORWARD

Result : success

Detail : Skb 2.1.1.4->1.1.1.2 Init conntrack, i_dev:vlan10
Conntrack 1: 2.1.1.4 ->1.1.1.2

Phase : 1

Type : ROUTE-LOOKUP
Action : FORWARD
Result : success

Detail : Route success, odev is ge2/5, nexthop is 3.1.1.2

Phase : 2

Type : POLICY-MATCH
Action : FORWARD
Result : success

Detail : Packet matched policy, policy ID : 4, mode : permit

Phase : 3

Type : PROTECT-POLICY-MATCH
Action : FORWARD

Result : success

Detail : Packet matched protect policy, protect policy ID : 1
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Phase : 4

Type : NAT-TRANS

Action : FORWARD

Result : success

Detail : Packet do SNAT, nat rule id is 1
NAT:12.1.14->1.1.1.2>>3.1.1.10->1.1.1.2

25.3.2 BB RH2: B EIpv6is hiRE:

ESERDO
T & IPV6 )% BRI, 45540l 2011::2 U5 l] 2014::2 ) 80 it I i 3.«
(W 8
H I T B i e BRI
800C_3# packet-trace input vlan10 tcp 2011::2 52341 2014::2 80 detail

e B 45 2R

Phase : 0

Type : CONNTRACK
Action : FORWARD
Result : success

Detail : Skb
2011:0000:0000:0000:0000:0000:0000:0002->2014:0000:0000:0000:0000:00
00:0000:0002 Init conntrack, i_dev:vlan10

Conntrack 6: 2011:0000:0000:0000:0000:0000:0000:0002 52341 ->
2014:0000:0000:0000:0000:0000:0000:0002 80

Phase : 1

Type : ROUTE-LOOKUP
Action : FORWARD
Result : success

Detail : Route success, odev is vlan20, nexthop is
2013:0000:0000:0000:0000:0000:0000:0003

Phase : 2
Type : POLICY-MATCH
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Action : FORWARD
Result : success

Detail : Packet matched policy, policy ID : 1, mode : permit

Phase : 3

Type : PROTECT-POLICY-MATCH
Action : FORWARD

Result : success

Detail : Packet matched protect policy, protect policy ID : 1

Phase : 4

Type : NAT-TRANS

Action : FORWARD

Result : success

Detail : Packet do SNAT, nat rule id is 1

NAT: 6 2011:0000:0000:0000:0000:0000:0000:0002:52341 ->
2014:0000:0000:0000:0000:0000:0000:0002:80 >>
2013:0000:0000:0000:0000:0000:0000:0001:1189 ->
2014:0000:0000:0000:0000:0000:0000:0002:80
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20 SDWAN 38

26.1 SDWANZEB& LA

SDWAN 5§, s2fi5fE SDWAN HMIEL T, #F& 16 E &R0, f£2 H NEE
FEAOTE 0T, AR R (0 SN BB SR Y R — Bk . MRS SDWAN SRS R % R
Se AN B M AR R, e B IR S

Yo % L A FH SRR SDWAN SR 1) T — 9k 10 e 1 o i

i o B A A M B AR ICMP SRR ST 7 :U3k 43 SDWAN SR %
TBERIIER . BlEh. EEREEE, DME SDWAN HEHE RES 1L H A5 T
e (BB AR

He B R P R AT BT, TR ORR I A H Y 1P RERS IEH [ 2 ICMP 4Rk 3.

26.2 fit & SDWANRES

26.2.1 BZESDWANKER

T B SR s 2% eh 1) P 3R
#B1 configure terminal BEN A R T B AR
5082  policy-route <1-512> (IF_INJany) (SIPlany) it B SDWANZEME % i , K VEHE 3%
(DIPJany) (SEV/any) BEHISIR A KRBT —BE, Bk
(USERJany)(APPJany)(DONAMEjany)(TRjal ~ ELE 3L T KIS HE .
ways)

sdwan(min_delay|min_jitterjmin_loss_rate|rr|
sh|sip_portjwrr|link_replication)
%3 nexthop AB.C.D <1-100> [<1-255>] i F—Bkbhl B B 0 e

[TEMPLATE_NAME] XERLRCE . Lo BERR &
out-interface INTERFACE_NAME <1-100> &Rt (A[ik) . HHE LT
[<1-255>] [TEMPLATE_NAME] — Bk, TEZALE T 4k sk n R

out-ipsec-tunnel NAME<1-100> [<1-255>] 1],
[TEMPLATE_NAME]

G928 policy enable J& FISDWAN:mS, BRINEH, 1l
NEE

A5 end IR [E R RS

026  show policy-route [<1-512>] 1 & SDWAN SR 24 i fid &
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SR -
B L] PAETE
<1-512> Sl i 1D x
(IF_INJany) WXNE O, AREFCE Nany 7
(SIPJany) PN R, anyR R T TR AL I
(DIPfany) H bl %, anyZ R pirA H ik 5
(SEVJany) R34, anyRsFT A RS x
(USERJany) RAPXT%, anyRRpra - p
(APPJany) R R, anyFoRBiA B 7
(DONAME|any) Wang, anyRRa 4 x
(TRJalways) I 5, always#ERs 2 #) E] "
(min_delayjmin_jitt A E N —BkHE, min_delay A& /NER. T
erjmin_loss_rate|rr|  min_jitter i /LB« min_loss_rate AN E
shisip_portjwrrilink A%, oy, shoQRIPIG 7Y . sip_porthy
_replication) JEIP RIS RS A . owir D B RS .
link_replication Jy%£ % 52 #1
A 6. SDWAN 3 v i 76 49 tE L A g s A ), & T 438 %
2z

7. SDWAN % wkAk B3 0, Rkt BARMAEEAE A F B4
E, WwRBREEERFHAF R, NARTEEHE,
8. PEIL ARG T —BARIE, B h S U4k 55 4G B FE R AR R
TRE, 2 aamBeEIKRART —kEL. Yokt
WA B LG, M BR B BT — 9 AL
9. ESEMELE N L ERIET —shsbdit, EEREEH 2

ZHH A,
10. S F % & A% 49 3% b W B IR BT SDWAN #2834 & w4y
AT HERREL,

11.  WOC #Aoif Atk . 4% ZHH ik, #ARA L F—9k
) GRE #£ 0 %, |IPSEC [#i 89T, + 443,

12. Lig Ao aEiR | o Hahfe o H O R ke,
T —3k oL 5| B 4k 5s TR 24 B AR A IR IR B & 5K R
SR AL,

26.2.2 1EXSDWANZERE

ARSI BR B 1D 3 A\ SDWAN SIS HC B A0 B 34T 1504
fic B D IR
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A configure terminal HEAL R B

A9%2  policy-route  <1-512> B O\ A% Y 11 SDWAN 45 WX 1)
ID

HIE3  source-interface  (IF_IN) &% SDWAN 5 I it A 33 11

HIEM  source-addres  (SIPjany) 1& M SDWAN S 1 115 L 1 %of %

JSU%S  destination-address  (SIPJany) 15 Bt SDWAN S0 1) B ) Hb 1 %6F
%

4986  service (SEV]any) 15 Bt SDWAN 3K I [ A 55 0of %

HYE1 user (USERfany) 15 i SDWAN SR (1 F P 0 5

YR8 app (APPlany) 1 B SDWAN S F )37 ot 2

P8 domain-name (DONAME]any) {5 B SDWAN Sz (135 44 % 52

P10 timerange (TRJalways) & S SDWANSEIE FA IR ] 56 5

BN algorithm 1& U SDWAN SIS (14 97 48 15 17 51

(min_delay|min_jitterjmin_loss_rate|rrish|sip 7%
_portjwrr|link_replication)
IE12  exit IR [ARFRUR

26.2.3 MHIFRSDW AN SR B

MFk SDWAN 5, it & 0 -

#B1 configure terminal BEN A R T B AR
#%2  nopolicy-route  <1-512> M5 F6 2 IDAJSDWAN 5 I 2% H
HIES  exit TR EREAUAR

k% SDWAN g~ —gk, BEoEDIR:

#B1 configure terminal BEN A R T B AR

#0%2  policy-route <1-512> WMNTFEEMBREE B
SDWAN &[] ID

59%8  nonexthop A.B.C.D MR TE & T — Bk

HIEL exit RS

s SDWAN SR 320, FEDR:

S configure terminal HEN 4 R e B AR =

#2  policy-route <1-512> BN TN B AR E O
SDWANZERE [¥]1D

#%3  no out-interface INTERFACE_NAME I A5 7 e

HIEA exit 1 [ AR =

Mk SDWAN g Hi 1 IPSEC Fi#iE, Fc & D UK.
91 configure terminal HEN AR e B A
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#HE2  policy-route  <1-512> MANFEMBREE B EOR
SDWANZERE [¥1D

9%8  no out-ipsec-tunnel NAME M a4 52 ! O IPSECF%iE

HIEE  exit TR AR AR

26.2.4 FHEESDWANEREBY IR

F policy-route move 74 7] LA % SDWAN SEBS [T, AT 465 B 76 Rl 1) 56

&AL SE LT .
fic B AP IR
P configure terminal HEAEE R
K2 policy-route move <1-512> before % z}j— %5 SDWAN 3 i ZI| 5 5 [ 5% 1%
<1-512> I
LIRS policy-route move <1-512>  after #3/j— 2 SDWAN 3 i 21| 5 & 1) 58 1%
<1-512> ZJG
IR end B H BB
A B A SOWAN ok B, £ MTF 6 F B, & 6 A it
== TG % mRICBL, 5 PR 69 SDWAN F e& 4R 1 ik IE e ad, ) e

B WA A .

26.2.5 HANSDWANKEE

FH insert 74 1] LG 2t — 4 3 1) SDWAN 550%, R4 A\ 235 2 1) SDWAN 5ER%

ZHEE )G .
Hic & AP IR
IR configure terminal HENHC B AR
$1R policy-route insert <1-512> 3 N\ — 2% 8T 1) SDWAN 5. i 31| 45 52 (1)
(IF_INJany) (SIPJany) (DIPany) R Z i

(SEV/]any) (APPJany) (DONAME]|any)
(TR|always) sdwan
(min_delay|min_jitterjmin_loss_rate|rr|

sh|sip_portjwrr|link_replication) before

<1-512>
13 policy-route insert <1-512> 3 N\ — 2% 81 1) SDWAN 5. s 2% Hi 51| 45
(IF_INJany)(SIPJany) (DIPJany) SEMITENS 2 )5

(SEV]any)(USERJany) (APPjany)
(DONAME |any) (TR|always) sdwan

(min_delay|min_jitterjmin_loss_rate|rr|




A A et 247 T sowan s |

sh|sip_port|wrr|link_replication) after
<1-512>

il end JE H B
26.2.6 SDWANES S A ZH
(=R
B configure terminal BN BRER
W2 policy-route  <1-512> B N5 B E I SDWAN RIS 11D
13 policy (enable|disable) J3 FA B 4% I SDWAN S s
| end IE H BB C

26.2.7 MLEHERERET

"I LU healthcheck fir 4 VN INBE RS it B A B RRAR

Hic B A IR
HIE configure terminal HE B A
W IR2 healthcheck NAME for_link_quality 8% % 5 46 2R AR
HIE3 end B H BREAU G

TR DL PCE AT DB A — 2% e ] BP0 B R O A AT IO, A T N B R A Y
HISHOEATRC S, 2 0E NBEBR PR B RS , AT 525 1 00 N 2 B AT 2 2.

S -

ZH i BERE

detect interval<1-60> I IR R YRR RN AL ) (R BR A 1
], B 1002270,

maxretrys<1-10> LR RBOE B R RE I 3
OB, N 22 B B o R 2
18

detect WERSBME, BB R AL R 5

link-delay<0-1000> P SOE I S S BT R N DA A O
HATTH, AR,

detect FahBE, SR s B R 20

link-jitter<0-1000> % Bl 20 {8 H B 3 B E B A kB
HATTH, AR,

detect loss-rate <0-100>  EAH{E, FEBFUER AL R P 100
e 0 fE O 2% B BE A R e
FEATF

detect timeout <1-10> RIEWIFE R T 2RI ARy 1
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DR SRBSCE [ A, DA E AR SR
Wl &, AN

detect period <10-1024> 4 Al ] A& HRMAR SC AN 4L 60
real ipA.B.C.D TReHERERERMNAMEYN X

IPvAithtL .
real ipv6A:B:C:D:E:F oM ERERNGER X

IPvGiitL .
real domain HEE% R ERE BT FRL G
DOMAIN_NAME AR 45 FAE N B R A A H Y

IP.
source ipA.B.C.D fREHR A ERERNAMIEIPH T

Hk.

1. ¥ F—#ER H4E o RFE IPSecVPN [ 18 B, &L A E E R
A‘ A P BEIPREERE, FUAFHEBAEREX
xEE
%,

2. B RS HETEER IPI, B IPRAELMEZ D LE
A, EMNAESFHERR T LMK,

26.3 fic & X5

REIHR

ek, B A N RS 40.1.1.0/24, HITEEE FWL, bR ) I H
HEEE 50.1.1.0/24, HO#E FW2, 434+ R LB H S Y IR 1) e
I HTTP R %25,

LM AFIEW R RS, rnlJE T A W, AR H AN
10.10.10.10; M@ H H A My 11.11.11.11.

bR B ME P& DR, alE T rHE. W, BERH D AMRIEE N
20.10.10.20; M8 H O A Mht A 21.11.11.12,

L HERIAE B 45 2 4 F gre Al ipsec FEIE T, 43 B A S B 2 8] 5 1] B
PRI /N P BEIE HEAT A

Pic & AP IR
FHA BRIk T I 0 bk
fw40(config)# address shanghai
fw40(config-addr)# net-address 40.1.1.0/24
fw40(config)# address beijing
fw40(config-addr)# net-address 50.1.1.0/24
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HI%R2 TE W3 On 7] B I T I B A AR -
fw40(config)# healthcheck GRE sh  for_link_quality
fw40 (config-healthcheck)# real ip 20.10.10.20
fw40 (config-healthcheck)# source ip 10.10.10.10
fw40(config)# healthcheck ipsec-sh  for_link_quality
fw40 (config-healthcheck)# real ip 21.11.11.12
fw40 (config-healthcheck)# source ip 11.11.11.11

IR BIESDWANENE, 5 X RIS S IRSS X R5E, $55E th D FEE AN B
SF0E, 5 P BEH TR A BN
fw40(config)#policy-route 1 ge0/2 shanghai beijing http any any any always
sdwan min_delay
fw40(config-policy-route)# out-interface gre 1 10 GREsh
fw40(config-policy-route)# out-ipsec-tunnelipsec 1 10 ipsec-sh
BLE 45 R

fw40# show running-config
address shanghai
net-address 40.1.1.0/24
address beijing
net-address 50.1.1.0/24
!
healthcheck GRE-sh for_link_quality
detect interval 1
maxretrys 3
detect loss-rate 5
detect link-delay 100
detect link-jitter 20
detect timeout 1
detect period 10
real ip 20.10.10.20
source ip 10.10.10.10
healthcheck ipsec-sh for_link_quality
detect interval 1
maxretrys 3
detect loss-rate 5
detect link-delay 100
detect link-jitter 20

detect timeout 1
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detect period 10
real ip 21.11.11.12
source ip 11.11.11.11

policy-route 1 ge0/2 shanghai beijinghttp any any any always sdwan
min_delay

policy enable

session-persist disable
out-interface gre 1 10 GREsh

out-ipsec-tunnel ipsec 1 10 ipsec-sh
|

26.4 F WEBES AT

26.4.1 SDWANRBEE 4R

W 1ic. B SDWAN S I 5 4 45 4 SDWAN S I i B 4 % B R T — Bk
Vaxiin ST T REA LA JLRP G 0L
10. SDWANSKRIEEH B H -
11, UCHZ T AR 25 SDWAN SIS A 5 2 5 1 [rI SDWAN 5
12. K ATSDWANSRS T —Bh2 G E B, 1% N B A HiEHh.
13, FIETSDWANSRNE R — Bt RSB 2T NTH.
14, FEIHIPEEE B 191PHE R 75 76 k%t G i n 7 HERR .
15. KA Vi i H I BUR BE R & A BIER .
16. IR SCUCACSDWANSKRRS, %50 b~ — Bt B 4 R /A& Ik
E S QipN; Ju
17, BAEIEEE, RS & VR E JT i SDWAN SIS 2 1l i .
18. A F i SDWANKRE R 2 Tilid W& AT B K
i TR 10. J4SDWANSES EH .
11, o DURHE SR A5 2 SDWAN S IE 54 S7E SDWAN SR (I T -
12, FHRHE T —Betbhk AR EER , WA MIZ T —BEH, 5 [ R IC
it H il SDWAN 2%
13, KA RS AT R, 25 N — Bt AN AT A, B0 R LR
Bzl ZERRKTRME, S08FEK H .
14, K IPHIE AHERR bk B o
15, HHEMHHELNLT, SUCREEEHRR, NHEICEKSDWANKR, #
Xof e g A LR E 1 ) B E SDWAN SR B TG 28
16.  SDWAN SR 1) 1E 5 18] 5 3L 43 7] UG T SR s St PR e 6, L [ i 30 i
A R A — B A R o
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17. N7 EEGRIEREKITF, SDWANKERSA 2R S8R KR EiE K. 7 LL#
i R AR AR A SDWAN SR 2 75 IE R VL AL
18. HA =B R MR SCA 23 SDWAN I 1] VE AL i fe o
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2 7 WOC &R

27.1 WoCHR i #h 14

WOC 17 i EE D fE: XULINEM L4, KAXULHBER T, X VPN fEiE
AR EAT I . AE AR OL T, EEXUT OB SBR[,
DATAERMRZE I I EBARYS: . XULANTE TN BE, 18 AL fay PSR AR, B P FL A%
A IEFEE AR SEROSCION IR, RORTUR B S E R IE B BEE, s
PRIERTSE R4, RAEThRE, K 1P IOCHIEE S0 AT 48, 1140 1 08 A
B, R TN . WOC ZhREMIRNIH] T 48 i AR BERS 1, B AN 1k
B fehm, ST AR

27.2 it & woctR iR

27.2.1 BEEwoct®tR

woc HEHRAC B4, XL .

fic B AP IR
| config terminal HENHC B AR
IR2 woc-profile NAME it B o AR
IR compress (enable|disable) T 5 K 46
i accelerate (enable|disable) T JE XA iE
SRS end IR [ANREASUAR =X
LI%E6 show woc-profile [NAME] B oRwockE R it B

18 no woc-profile NAME 7] AR £ 28 it & 1) woc 54 .

S -

#r4 (1): woc-profile NAME
ZSH k] RELE
<NAME> WOCHAR 1) 4 Bk x

4 (2): compress (enable|disable)
28 BiEA RERE
enable TFE R4 &
disable KR &

#r4 (3): accelerate (enable|disable)
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2 i REEE

enable T3 B ik o

disable 2R PR X2 in s o
27.3 B & R

27.3.1 FMwoctEiR

ESVIET G5
i & — > woc #itik, 4 FK A woc_pub, FEE 46 AT XA N .

(W 8
HIR A1 — M wocH R
host(config)# woc-profile woc_pub
FIR2 TEIXAMERR T J5 4
host(config-woc)# compress enable
g ) FEIX AR T IR XL 0 i
host(config-woc)# accelerate enable
L TR B

host# show woc-profile

woc-profile woc_pub
compress enable
accelerate enable
host#

27.4 & WMEBES 1T

27.4.1 HFEIISR:

ME H4Tno woc-profile NAME LG, i%wock AR TSR AEAE
DAl M— A woctE R TIE CBLIEAERE 51 R, shAS Beidid nodn 4
fif R A LSS e T B 1 Zwo kAR (51, B A nodir &M BRiZ 0 A

5
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28 g5 A

28.1 By K3 SRE& KL

NIRRT 1w, T ER PR EAE R, et a9 T
75 2K A SRS IR 2

e 5 2K i SR R 0 0 28 o B A B A AT A AR RS B 2 B A
BRSO, FEZARCC I VbR H AR P a DA E BT P
Pe B SRS UL AC, PRoE 2 I B LX AR HE I, JF HATIZ UM UL BT ) SRS SRR
Ky WNTTTRARE 40T A BEAZ A R R B4R ST, SEBLAR VS B3, HRE et il - A dis
REHEHY, LA EATIE H AR Rs ] 3

175 <K d5 SRS T LAE BT SR SR 2L, 5 S SRS IR AT 0 AL UL O AT PR . SRS 42 0T T
SRS LA Ji NPy A ZEL P U (R HR B AT DL AC . Xof et v 6 (0 it (0 AT b
L0 T BB A 5 BB AN B A B e R AN HEAT IR A

28.2 fit & TR A% H

28.2.1 B ERIELE

H firewall policy group iy & R HELE — N HHE 4

fic & AP IR
IR config terminal HEANEL B
IR2 firewall policy group fic B —ANipvA i ipve Sk 4
(ipv4|ipv6) NAME
s end AR AR 5
L show (ipv4|ipvé) firewall policy group & F&ipvAsi #ipve SRS 4 1L &

28.2.2 FHNREELE

H insert g2 Al DLEIEE —ASHT I SRBS 4L, FEAR A FIHR 2 1 SRS 4L 1T
Hic B AP IR:
| config terminal HENC B A
HIR2 firewall policy group (ipv4lipve) AN —ipvAE# ipve g4l
NAME insert before NAME
LI end IR E RS AU
B HIpvABLE ipve S IE 4 I B

L show (ipv4|ipv6) firewall policy group
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28.2.3 BEhHREETLA

F move 74 AT LA B SERK 2L, AN T ASE o7 B 6 i ) SR LA S UL I
fic B AP IR:
I config terminal HETC B A
F P2 firewall policy group (ipv4|ipve) move  #53h— > Sh 2H 25 2 (1 SRS 24 2 A
NAME before NAME
FIR3 firewall policy group (ipv4|ipvé) move  #5h— SRR ZH 345 B SRR 42 5
NAME after NAME
IR end 1B B R
<] show (ipv4|ipve) firewall policy group X ipvAEk #ipv6 5 g 25 1) fic B

28.2.4 MHIERIRA%LH

fic B DIk
HIE config terminal HENFC B R
B2 no firewall policy group MIBR—ANSRNE4H, F HAR 2 SR 4 N 5k

(ipv4lipve) NAME type BEHICIRENE: BENEBEEMIFER.
(move-subpolicy|del-subpolicy)
HIE3 end 1B tH B RF RS X
IR show (ipv4|ipv6) firewall policy group — ZE & ipv4BE ipve i i 4 1B B
move-subpolicy:  MHERSEIEHIT, KU AL T K203 “default” HEng4H.
del-subpolicy: MR SRmE I, K S HE AR S — Ml B

28.3 g & 7 Nt R g

28.3.1 ECEBHNIEREE

15 K it S (0 B A B R VL 26 A B » UL FE 2% PR F M A 10 7 17 S Pt
Ftht . P IRS% S A SR A2 R i (R el o e, Bt (07 ey i it
FRE N, RO RN H B bk e, IRSS R AN [ 5 FE S AT DA
FAESIH EE IR R .

SHIg I Z 1A PERMIT, DENY, AEMENET XA AR TERCE, M kE
X AF A UL C 2 A1 AR B0 T S IR A 55

i firewall policy i & JRHCE — 2k M, £S48 E 2RI I A2

Hic B AP IR:
| config terminal HEC A
F 2 firewall policy <1-30000> Mo & — % B KSR, IDYE N




T AR B fy e &

17 T

prctiens ||

<1-30000>, WIRAIEE, RGSHI)
Iy fic—/MD

ik src-zone (IF_IN[any) fic B BRI RN O, LU E A
PO 24, anyERTE#EN
vzl | dst-zone (IF_INJany) Fic B B R s O, mT LU E A
PO 24, anyERTEEN
] src-addr (SADDRJany) Hic B HE R s, AT LAS 5
FIEEA R X Rt ht 5 R 4H, any®
ARTE YL A b T R
L IR6 dst-addr (DADDR|any) I B B i H i, ATRASI I EE
S B X R R, any
Fon H Ik 9 g sl xs R
IR service e B AR N IR S5 S i, BRI IR
(ahlaol|bgp|bootpcloootps|daytime|dh uig RN E #3m 1, °] BAS] RGeS
cpldns|lesp|lfinger|ftpigopher|greln323]  Ak%- H E LHIRSE 3 R BURE3T 5
hostnamelhttp|httpslicmpligmplikelima 4, any#7R NFTE RS
plinfo_adress|info_requestlirc|interne
t-locator- service|l2tp|ldap|mysql|ne
tmeeting|netbios-ns|netbios-dgm|
netbios-ssn|nfsjnicname|nntp|ntp|
onc-rpclosfpc-anywhere|pim|ping|
ping6|pop2|pop3|pptp|printer|quake|rad
ius|radius-acct|raudio||rexec|rip|rlo
gin|rsh|sambalsccplsip|sip-man
messenger|shelljsmtp|smux|snmp|s
ockslaquid|ssh|syslog|talk]tcpftelne
t|tftp|time|timestamp|tproxy|udp|uucp|v
dolive|wais|webcache|winframe|who|x-
windows|SRV_OBJ|any)
SIE8 app (APPJany) e BRI N A B i, AT RS B
SR BT RS IR R4, any
E VSIS
L I%9 user (USERJany) e SR A E i, TS E
SCHIFEAS F R G e 7 A any RO
NPT
S0 timerange (TR[always) T & SRS A R B 1], W LAS] A CUE R
I A R TR, always3 s B i ] ¥a
SN action (permit|deny) BC B RSB, RvrEdE4
HIE12  name NAME Jic B SREK A PR, RIS AR R,
AETCE, AREN AR AT
A end AR AR 5




TR LT et & M s |

%18 show running-config firewall policy A S I A AR

18 F no firewall policy <1-30000> 1] LI 53X 4% 5

1. R ID A5 KG RE b9 E—ARIR.

Zﬁ& 2. flE—FRE, ZKINFHMER permit,

3. AITREIFATEAMANERR, BFE—FFRN,
LME Y IGE FHAE, B ML, RSB, Rt AHE
BT EERGRES, ekt R P, RAF) TREE,
B E 09 Bt At B AT 3T AR T AR B, AR YT
any.

xE

28.3.2 )3 FIBG MR SR AR

17 K S SRS SR SR AN R B, OB — Bl K S 2 A ] enable fir 4 wT BLS
FZ Sk, A AL

fic B DIk
HIE config terminal HENFC B R
U2 firewall policy <1-30000> X — 5 CAHLE I 157 KB SRS, AT
DUFH 2% fiy 4 1\ SR A5 X
SR enable J& % S
HIRA end 1B BB

] show running-config firewall policy BE 7 K RS ) 2 AT E
f#/ no enable ] LAWK EERE L E, BIASE D5 K35 50

28.3.3 1R BH AR SR AR

H description i 4 AT A& — 2k Bl7 K S (1 Zh BE A5 /2.

fic B AP B
i config terminal T B R
IR2 firewall policy <1-30000> Xt F— 4k BT B LF B K3 kg, ]
LAFH i 4 1E N S 2
A9  description LINE TG TR R A
IR end IR HH B AU R

] show running-config firewall policy B BT s AR 1) A BT B
18] no description BT LI k1% 50 [ 1845 5

28.3.4 BHBHMIEKRE

HI move i R DL HE B K S5 SRS BOMRFE - AT 57 B 6 T R S A S DL B
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Hic B DIk
I config terminal HETC B A
F 2 firewall policy move <1-30000> T3 — 5k HEME B4 58 1 HEE 11
before<1-30000>
WK firewall policy move <1-30000> R 8 — 2 mE B 48 2 1 g 2 J5
after<1-30000>
A end B H BB R

] show running-config firewall policy fcesiupe pHUSET W=t

28.3.5 FEANBGMIEREE

J insert 4 ] LLOIE — 20T (0B KIS0, IF 4\ ZI98 E 15 IS 2 -

B config terminal HENFC B R

W52 firewall policy insert before i\ — F5H G B F 58 1 RG22 R/, SR
<1-30000> W& ID I 24t H 317 BT

LI end SERESI LRSS B

IR show running-config firewall policy BT K3 G S AT E

28.3.6 B ERFMIERIERIEE

1l log fir % W] LA H syslog Zhfig. ERECN deny BBT Kiwsems b, UL FCiZ 55 s
IRl A BELIT (445 2 R AT syslog IR 55 &%, FERE N permit (BT K S
VG P 12 S s 10 Kt it G el MR ER K (5 EAOR AT syslog kg5 &, HEMLSEZ N

LOG_INFO,
Wk &
P config terminal B E B
%2 firewall policy <1-30000> W F— 2% DA BE B 4T (KB K RS e, W]

DR ARSI LY

s log (policy |session-end| session-start) & FH 5m& fIsyslogHifig . log policy A 15
2 EE NS FAE N deny N W L B, Log
session-end Al log session-start X 524
FENEEHAE Jypermitith o] it & .

IR end B BB

] show running-config firewall policy B B A S 1) 4 BT B

f# il no log (policy |session-end| session-end) #] LA{5 fi] syslog i

28.3.7 B ERHKIERIEHIRE ST

FEMER A permit (9B KM, i flowstat 4T WU R B R, %5
PHUCIE 2 50 4 B
LB
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I config terminal HETC B A

S UR2 firewall policy <1-30000> X — 5 O R 17 17 KB SRS, AT
DR ARSI 1

FIR3 flowstat B ES T IR

A end B H BB R

] show running-config firewall policy BE PR T AR E
ffH no flowstat 7] LA5H R =S 1T I RE

yiN

AE AA XA permit 6955 KI3& R w4 1 it B B A Z AT AR

28.3.8 B B B AUERER S 1E B A B (8]

FERLECN permit [R5 K 4 S0, B timeout 4 1] ARG B UUAC 5 S 23 15 ) 6
IFAFE], ANECELR, 9o il iR p S ER DA IS B[]

fic B AP IR:
IR config terminal BB
%2 firewall policy <1-30000> W F— %% DAL B AT (KB K RS e, W]
DA FH 1% 2 iR N SRS AR X
p timeout <30-65535> Pic BB D T SRS ) 2 T (B I )
IR end B H BB

] show running-config firewall policy BE 7 K RS ) 4 AT E
8 H no timeout AJ LYK 233 1) B BRI I B[]

yiN

AE RAHE XA permit 69155 KIg K us 4 e Bie & 21648 BB 1],

28.3.9 B B By AR SRS AT /R Y SR A 40

Pic B SRS T I (R M AL, (S8 X SR SeAT 1 AR

W= &
i config terminal L B R
L IR2 firewall policy <1-30000> Xt F— 4k BT B LF B K3 kg, ]
DI FH 2% iy 4 10\ SRS A2 X
I3 firewall-policy-group NAME i, E SR T I 11 S s 4
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S IRA end TB H SRR
] show running-config firewall policy B B s S 1) A BT B

R TE L default’ 558 20, SRIRERIE T “default” SEEKZH .

f# /] show (ipv4|ipvé) firewall policy group detail NAME, 7] LAE5 % S04 N,
RN .

28.3.10 fic B B A E R g PLECRORRIABNME

BCE 7 K S R UL RS R BB AT, UL ECAS BB JChs Sms i i, AT IRE

BINBNE -
BB IR
HIE config terminal HENFC B R
S IR2 default-policy action  (accept|drop) F BRI BN AE 3 B ypermitE deny
| end TB S B AU 5
H IS show default-policy action A& B7 KRR I BRI B 1R

28.3.11 He & By ARG £ HITE

i DG FE A B A 4 T AT i B 5% A A DL )

W= ¥
B config terminal HE B R
W IR2 policy-match (enable|disable) T I 5 I A HEmE T HL (F) I AR
HIRA end SERESIEEY T B
LIRS show policy-match switch B 22 4 U A B T i 5 PR A

28.3.12 e B Bh NIRRT dRIF

83 17 K ik SRS TG 196 F) 182 LRI LA D) 5 917 K i SR (O DT i U5 3, 8 KB K e o
WEECE T, JT ) P UL AC 77 AU nT PR Mk g

Hic & AP IR
S config terminal HEN R B
%2 policy-precompile (enable|disable) T3 B 0% P S T 1F
s policy-precompile start T 1 24 1T 977 B8 M T
IR policy-precompile free TR A T PR 45 )
IR show policy-precompile status A SR T BRI T R OGRS
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28.4 it & =

28.4.1 RHl1: BB IIERE R IFRIBEH

ES UK
BE A vianl JEREAM,  C B SR 8 VF P I AR A AR I (A U5 R AR
o B D IR

I Bz Hu k54 4 Intranet t

(config)# address Intranet
(config-addr)# net-address 10.1.1.0/24
(config-addr)# exit

AHIR2 FCERS % % Non-working
(config)# schedule recurring Non-working
(config-schd)# absolute 00-01-01 00:00:00 99-01-01 00:00:00
(config- schd)# periodic 08:30:00 17:30:00 null null null null null
saturday sunday

WIS MEPKEERNS, VRN ) ;e 41 R
(config)#firewall policy 1

(config)#src-zone vlanl
(config)#dst-zone any
(config)#src-addr Intranet
(config)#dst-addr any
(config)#service any
(config)#timerange Non-working
(config)#action permit

LA B E R
(config)#firewall policy 1

(config)#enable
HIRE BB KRS E
(config)#show firewall policy 1

28.5 By KA SR M4 S 4E P

28.5.1 EEIIRRENEE

iegep P - NERSY P
B RORBIR T RS IS LA
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(config)#show firewall policy 1

action permit

enable

match statistic: 0

status: mount

firewall-policy-group default

src-zone vlanl

dst-zone any

src-addr Intranet

dst-addr any

service any

timerange Non-working

user any

app any

LA BISRISLAC A5 5, FrEsRe% 2 Aydeault, $85E T AHE Avianl, H
B0 Nany, bR E SR HLEXT S intranet,  H BUHbHE Y 2 SCHIHLREST %
any, R% %% Nany, XS Nany, B RN E S EI R TS %, RES
Jgenable, EIiZHE0EER, #4F Jupermit, RIULEE ERT) LA ERHEIER T —
Rz 2pir-F & avrEd.

28.5.2 BEIERMBG A IE R R LEC R R

BE FE T KB S i B S B R
MBHEAR . PEHE . B Al P i S BRI 2 SR i
AT H TP AT A N SR %, A T K BoRiZ RGBT BT
4 terminal monitor.

| BoRERER

(config)# terminal monitor

(config)# debug policy packet

BT d S aad ST LT REWNREE, 5 RS CPU T
/ j \ B, TR RX 2 R 69 ET4E, — 2 % A no debug policy packet

B A2 B B
F = 7~ At o

28.6 ' WLEIPE 7 #fr

28.6.1 Ptfic ERFZREBHBBERXBAITHENEIE

e DLPE 5% 2% SR B Bl 8 A SRAT AR IR 34 CBELMT . T84T
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29 A 05 47 S

29.1 Atz 45

T AN M 2 A BN, RE XU 1) AL B B R AT A R R A B
MR EAR AR, EZIRSCP AN O PR 5 bk DR RS S A P
W B SRR LT, $RoE & 13 AL IX S 3R, I HALIX 2% R UL I ) S5 s S IR S
K, TR E QAT AL BRAZ R G Bk S0, SRBLAC VR 38, Y MREeH] - AN
Refg 1y i) AA1

29.2 i B A ith 2 4 5R K

29.2.1 fliEA N ER S REL

fic B A IR

P config terminal HEAEE R

W2 local-policy <1-512> B — A % 45N, IDVEREA
(IF_INJany)  (SIPlany)  (DIPany) <1-512>, DLEC&MELE ANBEO . YL
("SRV_OBJlany") (permit|deny) H B EHhEAIRSS,  SE JypermitAl

deny.
HE18  end IR RS
S show local-policy A R Y AT &

1 il no local-policy <1-512>7] LAHIBRIX 5% 50

29.2.2 BRAAMREREE

AN 2 4 SRS R fE AR K, C B AN 2 5 2 A H enable 4 AT
LUE iz sfems, AR

Hic B AP IR:
| config terminal HEAC BB
2 local-policy <1-512> XF—% CLA R B 17 I A Hh 22 4 5w,
AT LU iZ i 2 BN FEIE AR
FIR3 enable Je P % S
IR end IR H R
SIS show local-policy TAE AR 24 RS A LRI &

[ no enable ] IMK ESETCE, EIA S HIZ A 22 4 510
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29.2.3 IR R LR

H description iy 4 1] DL IR — 25 A Hi 22 42 SRS IR D REAE R
W= ¥
HIR config terminal HEC B R
S UR2 local-policy <1-512> X F— 5 CA LB I IO A 22 42 50 mE
CNE A RSP {5
FIR3 description .LINE R 1% W
gl end IR H B AU R
H IS show local-policy TG A Hh 22 4 SR 1 24 AL &

f#FH no description T DA 1% 5K (IR (5 5

29.2.4 BEhAbER SR

H1 move fir & A LA B A b 2 4 SEME HOMGTFY WIS 5 6 T F) RO 18 SE DL

Hic B A IR

P config terminal BB

W UR2 local-policy move <1-512> R 5h— 2% SR B 45 58 B S 2 A1
before <1-512>

LIRS local-policy move <1-512> R B — 2% SR mE B 45 58 H SR mE 2 )5
after <1-512>

LR end IR H B AU G

LIS show local-policy B A Hh 22 4 SR 09 4 i P B

29.2.5 FEAEM R SRR

H insert 74 AT LAGI G — S50 O AR I 22 4 S, 4\ S48 58 1Y SR 2 T .
IR config terminal BB
IR2 local-policy insert <1-512>  HHAN—Z W SR 4G S ISR R 2 BT
(IF_INJany)  (SIPjany)  (DIPJany)
("SRV_OBJjany ")  (permit/deny)
before <1-512>

F I3 end B H SRR
FIRA show local-policy BE A 22 4 WS IR M R
29.2.6 BEAMRERREHAE
W= &
I config terminal HETC B A
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%2 local-policy <1-512> W F— 2% O AL B 1T (1A H 22 45 50
Al LAH 2 i 4 ik N SRS B 2

IR log BHBE

A end B H BB R

] show local-policy BH A H 22 4 5 1) A AT AL B

ffH no log 7 LG H LR

29.2.7 BLEA MRS RME LA HRRIAZME

BEE A 22 A HEE VLA R BOABIE, VL RCAS BA b 2 42 SRS RIS A, $hAT i3t

BRBIABE.
fic B A IR
P config terminal BB
B2 default-local-policy H BN E 15 B yacceptEi & deny
action (accept|drop)
LI end IR H B AU G
L show default-local-policy action B A Hh 22 4 SR (1 BN B 1

29.2.8 BEEXMREREE /[T

i3 DT BE AR (14 ¥ B AT LA 5 B 5% AT A DL R e

fic B AP IR
FI config terminal HEBC B AR
W2 local-policy-match (enable|disable) T B 5% P AN SRS DL FE 1R 2
HIE3 end TB S SRR
L show local-policy-match switch A Hh 22 A VU BC AR B 0 IF 3 5% IR
29.3 fip & =151

29.3.1 Rfl: HAREARIHONE&E

ESVEfan
BEL by S e AN 224 ] 7 5 1) B 46 o
e B IR
A AR 5 nosecurity
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(config)# address nosecurity
(config-addr)# net-address 10.1.1.0/24
(config-addr)# exit

S REAE SR, MR R A B
(config)# local-policy 1 any nosecurity any any deny
72t IRk

(config)# local-policy 1
(config)#enable

FIRa BE RIS E
(config)#show local-policy 1

29.4 A MR 2R ITIE S YT

2941 BEEXMREFRANEE

G HE AR A 2 4 SR T LS B AP IR
Bl BREAAH ARSI ERE R
(config)#show local-policy 1

local-policy 1 any nosecurity any any deny

enable

log

description nosecurity

match statistic: 0
AR BIRIS LA BAE S, F8E T A Jany, IRHbIE A E SOk 5
nosecurity, H fyHibkXS Rany, BREXT % Rvany, R Nenable, Bz 3R us A
R BhEJydeny, RIULHAC AT JUAN 2 A Bt 4 BELIRT -

29.4.2 BEBIERMA L L ERAOTEER

MEIRER T A PEREE . B R PR v SR SRR 4 SR e )
FASAHRF EN VLT RLBIAE A%, R 7 7E & Bom iz iR E B, & EHUT &
4 terminal monitor.

A ERRE R

(config)# terminal monitor

(config)# debug local-policy packet

f BT d S aad ST AT RENREE, 5 RS CPU T
B, P Mﬁ:ﬁﬁ\mﬁiéﬁ BF4%, —% % A no debug local-policy
packet 47425 s 7 A .
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30 R

30.1 Z =[P REEHIE

N T B2 PR E S, TR G T BB T fe

X P B 22 4 5 4 SRR RE i o) i Ve BB U EEAT A R R, TR IR 152
B RESG . FHREITR TR Iige, e SRR BRI SRR L
FaE . Prs, S5 5545 BN P C B A 22 = W 47 SRS HEAT DL, 4 7 A 52
T it B PNy, G R AR AT IR S DL R Oy SR GG K . HLAR I 1%
LI J5 SR SCULRC MG (R h 15, AT G SRS 1A SRR Ffa T 262 110 5 i o 47 D g
(BFFEIEER . NRB . WD web B SR OCHEATALEE, AT R
SERLSER AR . RS BIR B E LA .

FEVBABE AR B B9 SRS S 00, X T2id e i A Bt e h
ANTT A S UL HC -

LA P RIS AE 1PvA B IPV6 JiE B RIS LI, #2008 AR T A UGS IR, A
Xof A R A A EE AT AL B, T R AR B Ok s AN BEAT BR

30.2 fit B Z £ BHIPSREE

15 47 SRS (R J AR L ER VL e SR AR AN A o DL RS SR A R B 7 a0 s itk
Htt . F S kss AIsEms LRI (e v . o, SRt s i 48 e A
B, JEsbak. HEbhbREE, P RS R (A FELER AT LA E RS H B € X
XA

Wi B4 A 4% 1PvA 57 1Pv6 M EAE N ILEE A BRI, ROt s — Rz &1
B IR AT A, X T B A B S R B B AN EEAT PR )

30.2.1 BRERLERFR

TR G G B T i F i BB 4 SRS sk B S BLUT R

i
#30-1 By sk s i B 15 S

W& RERE HE

B 7 SR A5t disable AR E
H &t ik disable AR R E
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30.2.2 BRI REE

IR
I configure terminal HEBC B A
W IR2 protect-policy id dev src dst sev user tr fic 8 — N WE PR
W, I NS P R
W T BT A
SHV
fir4: protect-policy id dev src dst sev user tr
2 iEd REGE
<id > Wk B4 S g id = T
<dev> ANEH any
<sre> Wk any
<dst> H (¥t any
<sev> lii&:3 any
<user> FH P . any
<tr> RS always
30.2.3 AT RAE
IR
#8] | configure terminal PN B R
UR2 | protect-policy insert 2 any any any | KI5k SN 24 N\ B T ok w12

x-windows user always before 1

30.2.4 BRIBIEHRHIPREE IR

configure terminal

HEATC B AR

protect-policy move 1 before 2

protect-policy move 1 after 2

Fo By B 37 SR 13 2.2 il
F B By B 37 SR 1322 )

30.2.5 B FABERIR SRR

A IR
A configure terminal BEC B
#HHR2 | protect-policy id HBEATCE B 4 e B 5 A
IR | enable JE Pt 75 4 SR

fii/Hl no enable 41T LA 5 FH B0 B 7 Sk
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30.3 fi & =5

30.3.1 B E—&IERGIPERER

ESUTETpaN
it & — AR ge0/3, J5HE A any, H FHibE Sy any, ik 454 http, i 8] % A
anytime FJZE B 4F 5Eng,  FEIT 5 BUdi B4 S o
HEA BT B AR
host# config terminal
%2 Bl i Tk By 7 SR
host(config)# protect-policy 11 ge0/3 any any any any always
I3 i REX AN T By 47 SR
host(config-protect-policy)# enable
T L 45
host# show protect-policy 11

NG

protect-policy 11 ge0/3 any any any always
enable

match statistic: 0

30.4 Fy33 i untE S HEHR

30.4.1 EEIPREEE

BRI RIS E 1) IR
Lz # N enablef$t x{3#.17show running-config protect-policy

BEME S
host#

host# show running-config protect-policy
n
protect-policy 11 ge0/3 any any any any always
enable
[
protect-policy-match enable
!
kernel-tcp-syncookies enable
!
host# 1174/ HEMkid S, ge0/3 e B4 HEME L B 1 A\ 1 44 7K, enable & 7 Jit
e QUIE A S
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30.5 = WE 5 1

30.5.1 ¥FEMR : FL iz R ERE O IRRRE RE _EiZR
W&

% 3 DCPE 1355 2% SRS ) e T B A5 52 B S (K PR ) o SR 72 D T B8 2% SR (1 4
PE A VL BC A% 3R

v AT HEAE BT LR L3 B0 S TR A AL
LAZSKIRA R, S A SRR 2 B8R
2.1 T SR AE IPVAEIPVE A A [\ 42 111 I 42 A AT 1) J5 DU i8R 47 DL IRE , 5t v vl
REVC G2 HI I 1052 %, IR AR E A SR,

gtk JEFRAZ RN, An SRAN A SR (O EC B 5%, AT DURR ARG 75 5K A DSOS B R 3R
W AR o
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3 1 BCE I

31.1 K B FPHE

nYkia

KB 7 FLOOD X5 ek R4 2 4 D A O LML « BL i 747 D s 75 B
22 e G747 SN ) T B P o 5 SR RS AR Bk 3 47 o B 5
#s . EF0. syncookie SFEIME, MY EBLE R (AL Y . TBLLHCHR . 5

FAE T

31.2 i E EBHIFP

T 4 T AR B 4 S e R 5]
31.2.1 REHEERFS

TR e G R R T R B s W EAE B LR R PR -

R31-1 BB sa i E SR

NE RERE i

B Flood Fi e fdi g disable S E
[ TCP FloodX disable AT R E
[7UDP Flood ¥ disable AT R E
[71CMP Flood X o disable AT R E
B Scan B g disable AT R E
BFTCP ScanXd: disable AT E
FiUDP ScanX disable AR E
[7Ping SweepXL i disable AT R E
R TR 1000 S E
oY AL 4 BEL B et ) 20 A

31.2.2 BIBBEHRHIP

| configure terminal HENC E A

5I%2 | protect-profile NAME L= R NG U E AP 1 i AL G D/ 7 A R

f#/ no protect-profile NAME A LLHER — T B4
31.2.3 B ERERGIPHIEIR

R DO P B PR A et 7 37 AT T LA 15 B AR AR G T B o IR (5 S e S Hr 128

NEFF64 ).




FARR AT ey & G mandny |

4] description DESC i B B R 15
{5 no iy & v ABUVE AH S & -
31.2.4 ECEPB5TCP Flood

%8 H TCP ¥ AP Flood X Thig. TCP Flood B SYN Flood i, J& 4k
ZWEH A —F 7. SYN Flood FI A TCP W HIEREE, 11 Rk 55 35 i K 1% K
BEIEN TCP R ZJG, BHE AT RIE, (515 IR 55 45 b 1 5 YR I FE
K, W TEE B i A BB IR AR S5 R, @ (i i 2 & S 8RS SR R 4
A 35 o

T —R& P& 18 SYN Flood B % H 7k 5t i i) syncookie £ A,
TEARD 5 RS BHIR S OL T, AT LU A SYN Flood %52 £ 47 IR 55 #5 1

Yk
FRIIEEL . & ENHSCGER RS (F 1P) B ENHCCEZEIRHI(H 1 IP). &k
R PR
HAIRR: HCE syn #SCEBME, BB TCP Flood Bt fE )11 R, 4
B 4 100,
FfE: PHWT. %%, syncookie.
W ¥
B config terminal HE B R
%2 protect-proflie test Bt B — AN 44 Jotest ) ik B 47
F I3 antiflood enable fiiBE B flood L
IR antiflood syn (src-host|dest-hostjtotal) 3% 4% PR #I2RAL . [F] A fic B 1R Bt IR 1l 1)
packet-rate <1-10000> A
] antiflood syn action AR
(alarm|drop|syncookie)
IR end IR [ R A AR =X
WIRT show protect-profile test SR E N Z &R RER

no antiflood syn (src-host|dest-host|total) 7] A EX JEAHSCEC &, £ Ak & 2 S B
.

31.2.5 ECEFFUDP Flood

&3 A H UDP A5 Flood B Zhig
FRA&IEAL. 4 EHIRSCEZREHIF 1P). & EHIRSCERIRHI(H 1 IP). MRk

TH R PR
RANIRR: & UDP RSN R1E, BN UDP Flood B IR BT TR, #t
fic & A 100.
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ﬁ,ﬂzz Bﬂl*ﬁ\ %:EE-—Z
5 ER5 TCP Flood AL 3%, ECEFRGF UDP Flood.

W= ¥
HIR config terminal HENC B A
wIR2 protect-proflie testudp fic & — >4 Mtestudp A BT B3
F IR antiflood enable fFfieBhfloodThfig
L antiflood udp (src-host/dest-hostitotal) &R HIZSAL . [ B Mic B LFD B SR 1] (1)
packet-rate <1-10000> WA
] antiflood udp action (alarm|drop) PR
i end IR E R RO
i show protect-profile testudp BRI E M 2P RER

no antiflood udp (src-host|dest-host|total) 7] LU A SSAC &, fi HK 2 )
BoE .

31.2.6 ECEPFFICMP Flood

HeFE A Y ICMP BBl Flood Ziki D fiE -
RRHIRA . LR CSCE AR PR B IP) A AR ST AR (H 1) 1P). B4R

T LR
RBIPR: BE ICMP A BIAE, EIF5 ICMP Flood Bt B s 10, &R
B E N 100,

ﬁ{lﬁ! Bﬂ%ﬁ\ IHII:%
W& TCP Flood #HL P ¥R, B & B ICMP Flood.

fic B AP IR
P config terminal HEANEL B
W2 protect-proflie testicmp fic & — 44 Atesticmp i) B s B
HIE3 antiflood enable ffifieBhflood T fig
i antiflood icmp PEPEBRAIZE AL, R I B LA B 1

(src-host|dest-hostjtotal) WAL
packet-rate <1-10000>
4] antiflood icmp action  (alarm|drop) e SIN(E
6 end ACIEST YL Sy
IR show protect-profile testicmp BRI E N ZENFRER

no antiflood icmp (src-host|dest-host|total) 7] LAER VAL K EC B, A HAK 2 25
il .

31.2.7 BEEFFTCP Scan

MR SL PRI LRI OL, 2% %) top scan FARGECE, AT ARG E RS top #9455




FARR AT ey & G mandny |

G

MNP HihEE 1 B A A tep Syn FEIN 1P B RS AL T A E H bR
1P ik PR AN 7] ity 11 850 B B AN (7] H A 1 8] — AN KT F B 0 1 BRAELAS, BP9
BEAT 78 D33, RYUEHFRICN top scan, FEAERCE BEWTIN A AR 4k 5 T
ZEIRENMTE HE tep Syn .

Ja B tep scan HH X, mRES H LR Z N AF .

Hic B AP IR:
I config terminal HEBC B A
IR protect-proflie test Wi B — A~ Mtestif BLdi B4
H IR antiscan enable ffifEBliscan T B
HRA antiscan tcp fic B B5TCP ScanXifi
IR end IR [E R
IRG show protect-profile BRI E N2 RER

{# /il no antiflood tcp 7 LLEUIE XF Bl TCP Scan ik E, {#HKEREhE B E .

31.2.8 BEEFFUDP Scan

G PRI ML, 24523 udp scan By, AT LLECE 7 udp scan
PR . 9 —ANE 1P e 1 B ESA udp 1P SRR AL T A [F H
P 1P b1k FR) A [ iy 1 2808 BROAS [ H AR PR 18] — 3l 11O T e B8 9 T TBRAELINE, - Rk
IT7 — W A4, RG06HARIC A udp scan, FE7ERC B A BH W7 ] P 30 445k
HTZGIEEN A HE udp .

JE FIPi UDP Scan H#ti X, AIAES 5 I LLALZ I A AF

fic B AP IR
B config terminal HE PR B A
HIR2 protect-proflie test it B — AN 44 Atestif) B B 4
FIR3 antiscan enable ffifigBhscan T fig
FIRA antiscan udp fic. B B UDP ScanX oz
IR end IR [ R RO
S IR6 show protect-profile BIRTLE N 2N RER

{# [ no antiflood udp 7] LLELE X7 UDP Scan &, f# HK B R EE .

31.2.9 AL EBHPing sweep

PRAE PR 1B B, 452 %] Ping sweep Hfi K Eim, "I LIACERT Ping
sweep A BT 24— N IP HUhEAE 1 AP KR4 AR EHLE ICMP 608 i
CIBRAEIS , BIGZEAT 17— 05 R H 2R ICMP daf A (3l % 2 B
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BAER) ROEEAEANTN, DR RS —ARIE, W& Hiribht.
P IC s NI — I R R AT A [F R ICMP B EL8H o 4 3EANE 1P 4R
WA, W RGBT (R AR R HiZ B e E 2

ICMP F 41,

Ja A7 Ping sweep i 5d, mlges G HELRZ N 1.

fic B AP IR:
HIR config terminal HEC B A
FIR2 protect-proflie test Pie & — AN 48 Mtest i Bk B4
FIR3 antiscan enable fFifigBhscan T fig
IRA antiscan ping Jic B B PING SweepX i
LIRS end IR F R RO
s show protect-profile BREBMN G RER

1 [ no antiflood ping 7] LAEUIE XTE Ping sweep % &, i Ak E S B E .

31.2.10 ECEFIHIRAIIBR

A threshold 7T LARE B By D RE AR 1T IR, Al ITRRMELI, %38 1P #ebn
WWAEMS, RETIZE NP He S 6 A BT .

W ¥
P config terminal HEANELE R
%2 protect-proflie test Bt B — A4 Jotest i B i B4
HIE3 antiscan enable ffifigBhscan T fig
SLIEA antiscan threshold <10-65535> fic B 3R TR
LIRS end IR RS
S IR6 show protect-profile BoRTE N %P RE R

¥ F no antiscan threshold =] PAEH X 8 R0 T BR AW B, 3 R & B A i
B

31.2.11 e B %R 34RO P BT AT 8]

J1I block-time 4 A LA 15 B FHISTIN [A], 24 2 GAs I 249 4 B e g, 7 e B ) PEL b
IR A FE LR H T G IR BV R E R .

Hic B AP IR:
| config terminal HENTC B AR
L R2 protect-proflie test it & — >4 Jutestf BLd B 4
I3 antiscan enable fili BB scan g
i antiscan block-time <1-65535> Tt 2 1577 41 7 BEL b 1)
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] end IR [E] R
L IRG show protect-profile BRI E N Z e RER

{§F no antiscan block-time 7 DAH JH 5 By F3 5 BRI [B) % &, (8 LR &2 1)k
HEE .

31.2.12 BERGIPHREE S| A RERIFE

IR
981 configure terminal BB
9%2  protect-policy id HEN 8 2 id (1) 55 4 S ms e B A
HIE3  protect-profile NAME B Sems 51 FH B i
SU28  log-profile fFRe M B9 H £ RE

1 no protect-policy id 4> Ml B3 2 J i B 7 5

31.3 L & =

31.3.1 BR3P it EBGFlood

ESVET o
il & — %08 testl IBGEBIP, F£h 1) FF)a 7 TCP Flood H 1 BR il 4 3 HLIR
SCEARDIRECIR ip), IR0 1100, 351F ik #% syncookie - 2) 71 /5 Bl UDP Flood
IR fl B EAROOE R DIRE CHE ip), FREIA%E0Y 1200, ahifFikfEEA. 3)
JFE B ICMP Flood H (R BR il s i SO A< IR | D Rg, R )40h 1300, zhiFik
BEE. 4 JHEHER
Pie B A IR
A BENHC B AR
host# config terminal
HIR2 Bl — A4 MtestLIf B B 47
host(config)# protect-profile testl
iz S BiFlood T Hefd Ak
host(config-profile)# antiflood enable
L IRe JFJE B TCP Flood (1 PR IEE EHLIR SR ThE Glitip) » FREI%CH1100
host(config-profile)# antiflood syn src-host packet-rate 1100
] fic. B Tcp Flood(I3h1E Jysyn_cookies
host(config-profile)# antiflood syn action syn_cookies
] JFJE B UDP Flood R &5 LI SCHZEThRE (H#ip) , BR#IAS%C81200
host(config-profile)# antiflood udp dest-host packet-rate 1200
ST fic. B Udp Flood s 1E N E 3¢
host(config-profile)# antiflood udp action drop
A IR JFIABTICMP FloodH (R S 4Rk ST A D g, BR A1 %91300




FARR AT ey & G mandny |

host(config-profile)# antiflood icmp total packet-rate 1300
HIRT Fit B ICMP Flood i 3l 11y 15

host(config-profile)# antiflood icmp action alarm

W=
host# show protect-profile testl
protect-profile testl
antiflood enable
antiflood syn src-host packet-rate 1100
antiflood syn action syn_cookies
antiflood udp dest-host packet-rate 1200
antiflood udp action drop
antiflood icmp total packet-rate 1300

antiflood icmp action alarm

31.3.2 Z&pPRPEERFScan

ESET o
TE4 N testl B2z PR R P ERER A ThaE, JFIT)/E TCP Bhiltdad, F3#iA
il B BB Dy 200, ENLIMHIIN K 1% & 40
I BENBC B AR
host# config terminal
A YR2 BEN %242 B4 K testl
host(config)# protect-profile testl
g ) fERERT 4t D g
host(config-profile)#antiscan enable
A URA FTHAETCPIMMHE T AE
host(config-profile)# antiscan tcp
H RS BB AR A R E
host(config-profile)# antiscan threshold 200
HIR6 -l S
host(config-profile)# antiscan block-time 40

Fe & 45 2R
host# show protect-profile testl
protect-profile testl

antiscan enable

antiscan tcp

antiscan block-time 40




FARR AT ey & G mandny |

antiscan threshold 200

31.4 By iz S 4P

3141 ERREHIFREE

BE 7RI E TP IR:
IR Fishow protect-profile NAME #5544 ANAMEf) ‘22 4= 7 2R HI e &
Fishow protect-profile #F T % & NP & KR E

HAEBESR:

host# show protect-profile testl

11
protect-profile testl

antiflood enable

antiflood syn src-host packet-rate 1100

antiflood syn action syn_cookies

antiscan enable

antiscan tcp

antiscan block-time 40

antiscan threshold 200
!
testlig Z &P LN LT, FTLUUEHA Atestlf 22L& THE, B
FloodZhfgfihE, JFia T TCPHMXBiFloodHhfg, &ML H Ax¥1TBRAE #1100,
1 Nsyncookie. BH T EBUDP Flood#1B5ICMP Flood. B3 ThaefdifE,
FEIR B TCPYM AT, EHLBEITES (8] 940s, 434145 IR {H 2y 200.

31.4.2 EHEHFFHEMEERIRIP

B W B T4 BELIBT 105 1P 2P R
IR FHshow protect-policy-antiscan block-ip 257 4k 95 131 BEL O U5 1P

HEMELR:

host# show protect-policy-antiscan block-ip

ip 128.1.1.6 protect-policy test
ip 128.1.1.5 protect-policy test
ip128.1.1.4 protect-policy test
TEF T BB SR testiBH W U5 IP Rl hE
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N

31.5 F WFE i

31.5.1 #PEMSR: BifloodThEERREIEE T1E

SIE Biiflood D) e A~ e IE 4 LA .
Vi i RBEVCHC Ry, {H 2 i flood Th e ANEAE A, A T e LAR JLFR 50 5 35005
flood Dy fie JoiZ: A= 34«
o BN X R IPiflood SR T A ik
® T FifloodH 4 ysyn flood. udp flood. icmp flood, #EEHR ST E R ik
Xt
o KAPTCENIRER it K
o  RIAFITCE MY flood I BN1E & 75 IEHf
il R BURARCE, UIRiEPifloodDIfRgRE IEH LIE.

31.5.2 MEEWIS: EEERHABEREHRE, KEIEg

PR WO ESRIRSE, e RS2 B T AR SGE, MR SR E IR, BA
E{ERSN
Vil AIRESE AR LR 5 5 80
o  FRFNAINRKEMRAK, SEERITEOLEA B TR,
o [FINALE T BifaH. BiSyn Flood 4 if & B i (U TCPA S H IR B, =
HUREE EE, RSB R RE
fiR R WERE, WHRERYIIRERERRKK, WS 7RSS E S ERE.
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32

32.1 fm & B P R

fc EwEHF

BEXT AN I AEBEAT SEI IR BRI, RSN BERR B AE N I 2 8, SEBL LA il )
B 5 2 AR SRR . RSSO RThEE, AT DA RRRE 1 SO SRR BEAT
. BATRTLATERE 40 HTTP. FTP. IMAP. POP3. SMTP &5 A B st iy EAT SO 4 -

32.2 i B R ERFIPIRIR

32.2.1 FEHBRHFRIR

FoE VIR

| config terminal

HBEABC B A

K2 av-profile NAME

protocol 3 it Bl {12 50 B B 9 A AR

PROTONAME action (permit|deny)

SRS end

IR IERF AU AR 2

XA show av profile [NAME]

A B B AR 2 AT

1§ ] no av-profile NAME 7] DI B& 75 25 55 7 454 o

S -
ZH i BERE
NAME B4 FR y
PROTONAME UCHC i B R B i, BHE B
HTTP.FTP.IMAP.POP3.
SMTP
permit e B AR PR R T T y
deny T 25 AR P 3 L T y

32.2.2 BriPEREES| AR BRI

BB D IR

| config terminal

HEABLE AL

F 2 protect-policy <1-9999>

X T2k TR B4 R4 N, 7] LA
il FH % i & 1\ SRR AR

IR av-profile NAME

51 2 B 5 B

FIRA log av-profile

THRR R H &
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LIRS end SEREEIEE R S
A BT SRS ) AT B

f§H no av-profile BUiH 51 FH FR BB 3754k, fF no log av-profile ¢ H & .

6 show protect-policy

PAGY R RT REGER, TRBERDSE,
E BUH 5| MR 484k, B S82 X1,

32.3 Bt EF A

32.3.1 AHFNEE

Hic B A IR
HIE config terminal HENFC B R
W52 av-file any enable HR— Y SopRm
LI end SERESI LSS B
SWIEA show av-file cfg BEFAR TR

i av-file any disable BUSH— I SCEERE, SRS & SOt 7 .
32.3.2 FhiscEEH

fic B AP IR
| config terminal HEBC B AR
F¥R2 av-file EXPR (enable|disable) HXMRBCAHEE, BUEHEARRE
Fs AFEALE, Filsof2ial, FEE s
FA A H
HIE3 end IR H B AU G
FIRa show av-file HE SRR E
il no av-file EXPR MR SCESRTL
32.3.3 HEENHXENEBBERASEHR
Hic B AP IR:
| config terminal HEAC BB
52 av-file all enable Jet FH A g s SR Y
HIE3 end IR H R AU 2
FIRA show av-file BE AR E
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1§ ] av-file all disable Z% ] 4= &R HITE & SCHF357

32.4 fRERGIP LT

324.1 EEFEGPHER

R ORGP RN, N AELRERZIHAER, FEHITHS

terminal monitor.
| ERIERER
host# terminal monitor

host# debug av check

BT e A A G AT LIt REE 8, & ARk%S CPU
Z‘: \ B, BT VAZE A nﬁk 98H4%, — 2% H no debug av check 4
}f% /%\;Himll'tjj]ﬂbo
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33 BN SR

33.1 NMRBrirahik

BEAE LR AR, MR TRk 2, BB GE . RS, IR JUR SRS
JBANWTIE K, B — BRI i Q22 JEREN F1, Ik X R BT 2R IR IR
A RBURIEH 222 4%, T NAR B R 55 (TIPS ) U2 SRAIL IR JZ B 4748 3 10 DR i

T AR G B N R B AR AT DRI 24 % #4547 0, IF 7T DL $¢
AT FHWT. PHWTE ip S5801E, DUAZIRI LTI, T AV eI e Rs AR
W75 0 43 S AP ARFARE 2R 7T RAEE 23 W) Xty B EAT BT, DASIEIN BRI f50 8T (0 X 25 S PR 37 A
iR o

33.2 BL E NRBFIFEHE

33.2.1 MESHE

W ¥
B config terminal HE PR B A
W52 ips set NAME B
HIE3 end IR RS
IR show ips set [NAME] BEFEN YT E

18 no ips set NAME 7 DLH & 44 .
33.2.2 ELEH#HA

1 description i & 1] LAfiliid — SR K RS 2

W= &
i config terminal T B R
%2 ips set NAME W F—AN AR B I HEE4E, TULH
Zn 2 BN TR
LIRS description .LINE fic & i id
IR end IR H B
IR show ips set [NAME] BE FAEN YA E

18] no description A] LLEU 34 o
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33.2.3 AL ERFIPLEHI

fic B AP IR .
I config terminal HETC B A
A Y2 ips set NAME P AR BN EE, TR
Zin BN FA R
P level (high|middle|low) fic & 547 2% |
IR end B H BB R
SR show ips set [NAME] BEFHEN LTS

4§ FH no level T LAWK FIZRIAZLA, BRING A AR,
33.2.4 BHFREES|IHEHE

fic B AP IR

B config terminal HENFC B R

B2 protect-policy <1-9999> o T — 2 O BC B 47 1B 4 S, vl e
GG RS PN L S

I3 ips-set NAME 5 FH 4

i log ips FFRipsH &

<] end 1B tH B R B

IR show protect-policy BRI RS G AT E

i no ips-set BUH 51 A FEAR4E, {FH no log ips P H &

RAEGH RS AT ARG E4E, TRSRER L,
= UK AEHE, BELAXN,

I

333 L EETEHMNREEHIDAILE

W= &
i show ips filter sec-id all BF L ANDS S X R R
%2 config terminal L B R
SR ips filter sec-id ("IPS_SEC_ID") A I Ml k471 g
disable
F A end 1B H BB L
] show ips filter sec-id disable BE GO R R A

f# ] ips filter sec-id ("IPS_SEC_ID") enable B it .

33.4 £ /L & - PR HiRipAtta]

P B 2D 9K
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I config terminal HETC B A

L IR2 ips timeout <0-9999> RELOT It ipist [|], Sz 4
53 end B H BB R

XA show ips timeout P BT ()

33.5 N {=ZPhiPlisis

33.5.1 EFEHHIAPIHELR

BR AR AN G, N T AR BNz AEE, HEIITHS terminal

monitor.

AL SRR ER

(config)# terminal monitor
(config)# debug ips check

BT e b a A ST LT RENE L, B AR S CPU
/ ‘ \ B, BT IAIR 4 R %, — 2 % A no debug ips check 4r

SEE
AR LB
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34 BiL & Web B3R

34.1 WebBGiPHLiA

Web 747 5E0& B 97 X G A, 4 7l XSS B Ml SQL A 7. XSS £
— PP HILLE web S HITHE ML AR, B RVEEE web H AR AE
ANBFRAEA e P TIE H, XA HTML ARHS R 7 i R A
SQL JE NI 2 FE 250 s e kAT Wi 1 B e —, 1% BGhR B AH 2K
— o ARBE VA NT P N EOHE R A i AT T B IR, e i B AR — B
WY, RIEFRFIRERSER, R,

ARBLHEE TRFAE P 1) 7 2008 PR B ek B AT B 480, 4568 P b ek SR AR AIE DT C 1) 7
X, K@ HTTP #2528 145 BRI L EL it oy ATk 2, RIAT& xss/sql
FHEMIGE, RIS HR, FERHE G i) 3 E FE W sl 8T i 42 .

34.2 FE EWebRHirP

3421 REGERR

TRz EPr G R T Web B sk BB F S a1 BLUR RAR TR

#34-1 Web i sk & L E B

NE RERE i

SQLiEA disable Al E
HIE deny Al E
XSSH it disable AR E
ik deny AT O

34.2.2 FEEWebBHiPERE

MR A AT RS B Web B4 50 -

Pic & AP IR
i config terminal HENC B A
%2 web-security-profile NAME  [ic B Webi 4 AH ¢ (13 3845 12,
(sql-enable|sql-disable)  (permit|deny)
(xss-enable|xss-disable) (permit|deny)
LI End IR AR AU 5
SHIRA show web-security-profile BIRFTA Web 57 37 55 1 it &




FARR AT ey & G i web i |

NAME: Web Bjj 4/ 5% 4 75 .

(sql-enable|sql-disable): sql EABH RS E .

(permitjdeny) : XFFFE VLR S AF B IR AT OB 1E

(xss-enable|xss-disable): xss BLdiBhH & 75 b i

(permitjdeny) : XFFFE VLR S AF B IR AT OB 1E -
34.2.3 MHERWebBFiFoRER

R SR 40 PRI R4 E (1) Web B 37 5% .

fic B A IR
P config terminal HEAEE R
W52 no web-security-profile NAME T B 48 5E 42 5K Web Bl 3 5 g
LI end TR R AR
L show web-security-profile 7R BT Web 5 477 5 i i

34.2.4 &R —REEHTHRER

YR SFUE 4 T, 3N B S 0% N 5 0 DT A BT 15 24 o
Wk &
P config terminal HEANEL B
IR2 web-security-profile NAME it B sqliE A Filxss By B 4 (AL
(sql-enable|sql-disable) (permit|deny)

(xss-enable|xss-disable) (permit|deny)

34.2.5 EifWebBiiPRIENELE

WRAE A2 BE FT A Web B 37 SR C B BAH 52 SRS 42K (10 HEms i B

Hic B AP IR:
| show web-security-profile EIRTE Web i 37 SR IS il &
F P2 show web-security-profile NAME IR TE BRI S I B
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3 5 BLE Ry DOS <

35.1 [FDOSK Ttk

VER—3K N — R EGF G 7= i, 75 2[R 228 B 15 Sk R ERAIE 1F 5 £t il i
FThRe. MR E&BBREIGEN, WRTE RERREESEE S, W IR
i Joikim it W

ki DOS(Denial of Service) B i1 1 H Fr i /& B & 2% e % B LE 10 1% =
i, AR IR BEAE Py W0 IE % 5 AN FUEAE . AR %, FELRP AN, HilZ
FNBGHEE, P AT IRE R

W WL DOS Xili £ B 4% ping-of-death . tear-drop. jolt2. syn-flag. land-base.
winnuke. smurf £,

35.2 it ERFDOSK T

35.2.1 REGRE

NE RERE #1E

[iping of death T disable AR E
[itear dropB disable AR E
Bijolt2Bds disable AR E
Bfiland-based disable AR E
Biwinnuke T disable AR E
Bfisyn flagBr i disable AR E
B smurf ol disable AT RE

35.2.2 EgEPRHping-of-deathB 7 Th&E

ping-of-death Hti /2l i [n) H (1) EHLREK FE T 65535 ] icmp 3, 18 H 1)
FEMLR A A T S T

KL E T 17 ping-of-death W DhAEf5, &l AR ping-of-death X, E3F
Bt A2 H EE R

fic B D IR
S EA configure terminal AL B
U2 ip defend attack ping-of-death FTH Biping-of-death 4 7
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i) no T & AT LASC Al D BE
35.2.3 fit EPhtear-drop B Ih&E

tear-drop MUl id (7] H #9 EHUAGE RSO TS EE K70 4k, 8 H BN A
Kb T S5 T 35 o

K& 1B tear-drop B Thae)fa, 54 nT LAk tear-drop My, Jfrih 5%
HEE R FONIEE RSB IE A AT R DR SCE S, RS A2 EF LR,
A2 R BT3RS 3R, RIE H IR IR ST

Wk
A | configure terminal BENAC B
2 ip defend attack tear-drop j’TﬁI@?tear-dropIﬁfﬁ

{#FH no ip defend attack tear-drop #ir4 7 LA (% I G .«
35.2.4 EeER5jolt2 B IhAE

jolt2 Bradvidid () H ) EHVAOE IR S AL I L3RS B 65535 R 3C, € H
F = AL AR B S 3 T At

FCE 1B jolt2 Wi Dhfig)a, Bk ml UG jolt2 Medy, Bkt SO Hom th o

BEHEER.

Wi B D %
A | configure terminal BN B
W IR2 ip defend attack jolt2 T HBijolt2

1§ no ip defend attack jolt2 #iy4 1] LASE 1% Th AE
35.2.5 fig EP5land-baseTIhEE

land-base Hr il (7] H 1 LA IE H AR EAR R B3R SC, A8 3 B9 EHL
AR KRN ARG, AT I B R G2 B 5 BAERL «

fic & T F5 land-base Wi ThRE S, W4T ARG H land-base X5, EFKEHH

SO H AR
Wi & D R
535%1 configure terminal J&Agaﬁﬁﬁ
AT A ip defend attack land-base T I land-base i 5

1] no ip defend land-base 4 A] L3 F1Z I AE .
35.2.6 B EBiwinnukeBlTIhRE

winnuke it (A H 0 ENL 139, 138, 137. 113. 53 i1 Ki% TCP & &
FRUAL urg SN 1 A ANEEE IR SC, 5 R G AL 5 5 T A bt .

fic & T B winnuke B IhREfG, B4 T ARG H winnuke B 3C, Koot
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1) TCP R abrEALN O 5 KR, FFn bl & HEFEE.
W=
| configure terminal BENAC BB
%2 ip defend attack winnuke FTIFBiwinnuke Bt

18 no ip defend attack winnuke x4 7] DL F1iZ I g .

35.2.7 Bt B Bisyn-flagBliETikE

syn-flag i i@ it i) B ) FEHUREH R top Ar iRl &R 30, IR 2% H B ENL R .
BLE T 15 syn-flag Wi haefe, & nl ARSI syn-flag 2y, 278 Bk SCIf

A EHEER.

Hic & AP PR
A | configure terminal BN B
HIR2 ip defend attack syn-flag T HF Bisyn-flagBr ot

i no iy & AT LA Z I RE
35.2.8 Bt B Bismurf ¥

Smurf &5 & H T IP IR A1 ICMP [8] & 5 1 4 K B X 4 4% i 78 )5 H
ARG, SHEH S RGIELONIEE KRG AT IR . Smurf Bod i il A
W 18] 52 bk v B2 T U ZR I T R UL ) ICMP R 2535 3R (ping) #diE
B, RAEEZE TN, HAFBOZME KA VAT ICMP B ZE
RIGHER, FHMAKMHE.

TP 6 e BT smurf B R DU smarf Bk, w7 DU Rt 2
FEBCEAR SO 75 % H S5

Wi B D %
IR configure terminal HE T B A
1% ip defend attack smurf FT B smurfIg it

f# ] no ip defend smurf %4 AT LXK F1ZIhAE .

35.3 fi & R 5

35.3.1 £fl1: ELEFHDOSHE

ROIHR:

22 IO M AR S, AT PR B A A IR 1 32 B
B SO 2 5 R R SRR, S BATT P R 97 EHLAITERE , tBRzma i A PERE -
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R ELE I A BB S R EE 23 T, IR AR BB Bl A
ARSI RO % o 5 e OB B 0 bk A5 bl A 9] 45, 0 A 8 4% 11
Land-Base Miifi#/' Dhg, B&RKMERCES, HFRHEERL.

Bt B IR
| configure terminal BENAC BB
%2 ip defend attack land-base I Biland-base B 7

35.4 BFDOSK Ry Hs1E S5 4P

3541 EEEERFR

IR Show ip defend attack

host# show ip defend attack
ip defend attack informations:
ip defend attack ping-of-death:disable
ip defend attack tear-drop:disable
ip defend attack jolt2:disable
ip defend attack land-base:disable
ip defend attack winnuke:disable
ip defend attack syn-flag:disable
ip defend attack smurf:enble

35.4.2 BEEMDOSKEHIdebugls 2

A debug ip defend attack

host#debug ip defend attack
I ZAar 20, R TR K SHE L.

35.5 &= WEFE 7 1

35.5.1 BEDosHEIEBisLI

EE 3 B17 Dos ) Bl B 481 2R 3% o

vl SYN Flood H il i i R ) S A AT A LR JLAS: B DosIaks f e 55 B0 T Bk
HBiDosH AR Z AR, A REIL PR Dos I il KA iR .

fiR R [ DosW i AR %2 75 f3 5, 7T LLHshow ip defend attack#ir & & . W AR B35,
JE 51197 DosHL i IR 55
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EEEPB5 ARP HT

|

36.1 ARPI 5 [ 1t 1A

E R, @ ERTL AR ARP B CE IP Hibk#4h MAC Hidik. ARP B SUnt X 2% 22
S HARETEME S, H24Y] ARP R HA A R 22 nm i, §NRERE,
115 ARP JUh 1M 24 1l W0 25 3035 o i 21 ) — AN 378 1 22 4 Sy

B P Huhk Al MAC HhihEseE ARP 3R, BENETEM 25 F =4 K E AT ARP {5 & 1F M
R PHZE, Ty KBRS AR I & H IS 1 ARP I R AL 5E B8 5 0 H AR EHL ARP 22 4%, 38 %M
2 el Sl NS

Z 3| ARP B G I G IR E M. ARP (LR . A IEH 84S % MAC fitk, —A
MAC HubEST R Z AN 1P 1P o &g i,

ARP K RN HAR TTHER, 2 TS28, 7EBLA-H M4 R i B, A 24578 ARP Xt 2
JS R AR ) 485 W 36 P o R 45 A

5 ARP B D RE BEAG iR ) ARP 5 X5 A1 ARP flood iy, X BTG 4T Ay 1
HEE IP-MAC 455 « Fah a3 kA M e ARP 2% ) S5 ThREH 4B 76 ARP s it sl 5 3 .

36.2 fit B ARPI 5 Bh 1

36.2.1 REGERR

ARP Wi i I EE B AA B . B R EE B N RR:
36-1 ARP BB AE SR B TR E (S B

NE REKE K22

5 B2 LR A ARP I B 2 o 575 460 e H A E
BB /AE 1E 3 B R R e H A E
F B R AR I [ 18] B 17 A E
FFR AR 7 EIFIEIES
flifE/4% 1L ARP: 3] AEH A

36.2.2 BB B A ARPI LR HTHEE

JA ) ARP i AT g, 5 A XN 2 1) ARP Hal 1 &

Hic B AP IR
I configure terminal HENBC B A
%2 anti-arp spoof service J& F ARP XL T 55 401
I3 exit 5] 3 enable s 5




RN e R e

P B B ARP Zeifi I

f#FH no anti-arp spoof service 174, A LLSEH] ARP ik [

36.2.3 BEERAEaRIPAE

Ja BRI R AThRE, R R E R0 R TE] 18] B it X 32 sh AR 47 51 28 b Ao AT 1P
K ARP L.

(W=t &
I configure terminal HEBC B A
WUR2 anti-arp broadcast service Ja FHARPE R4 K
LIS anti-arp broadcast interface At EIRIMRYFI R, (F15 547 O
INTERFACE_NAME list AB.C.D INTERFACE NAME % % IP X
HH-HH-HH-HH-HH-HH AB.C.D , MAC A
HH-HH-HH-HH-HH-HH ) % %% ARP i
X
IR anti-arp broadcast interface  BLERMORI L, {F15 %% 7L H
INTERFACE_NAME INTERFACE_NAME % i% 3 fit. B 1) fir
HIP
] anti-arp broadcast interval <1-10> fic B ARP = Bl R 47 2 4 ) By e i)
%6 exit 5] Fljenableti =

f# /1 no anti-arp broadcast service 1] L3/ ARP E &R &

] no anti-arp broadcast interface INTERFACE_NAME list A.B.C.D
HH-HH-HH-HH-HH-HH 7] DU ER 32 38 f/45 71 3% 1 A & 90

f§iFH clear anti-arp broadcast interface INTERFACE_NAME list 7 DAi& &4 1
INTERFACE_NAME _I Vit & 1) AT 45 %71 % 13

1§ [ no anti-arp broadcast interface INTERFACE_NAME ] PLJ< A it 4 £ Fic B

HUEZSak e
S -
ZH i BERE
INTERFACE_NAME WA YT N 4 7
AB.CD IPHh 7
HH-HH-HH-HH-HH-HH  MACHi =
<1-10> B '] ¥ 7
A BN KO —FBETET ARP KH6 M5 A6
= ﬂ‘ ;ﬁ‘ﬁ; )‘ﬂ °




AU RS fremee s AT e ARP 2 ||

AL ® TR JG, T VAL ENABLE ¥ & T4 Fl 64
\ show anti-arp broadcast interface & & X & % 77 A Rk iE o &
BY  mEvaosy
show anti-arp broadcast interface list &4 % AT & 49 4% 47 7] &

36.2.4 ELEXHARPET]

KM ARP S e, IP-MAC X RS R ANE IP-MAC 4858 R A HIFR SCK A fig

I

fic B DIk
HIE configure terminal HE P B A
K2 anti-arp study-arp X ARPEE S ThAg
LIRS exit ] Ellenablef 1

f# /il no anti-arp study-arp 7] LAE# 5 ARP 22 >] TfE.

XM ARP 53] —R & ETF R T ARP kG Byt s 1 A
VNG
S RETT RE R o R 242 ), IR EAL A

5% 2L DAL R AT S0 PR VT A% 69 IP-MAC

AR

36.2.5 FCEPB5FARP flood¥ 7

W ¥
B configure terminal HE PR B A
IR2 anti-arp flood service I )5 B ARP flood % 7 Ly g

I3 anti-arp flood block-time <10-65535> ¥ B ARP flood X o 3= HL EHL Ik Hsf 1]
HRA anti-arp flood threshold <1-10000> % B ARP flood 57 1] FRAE
IX exit [H] Fenable s =,

f# /41 no anti-arp flood service 7] LA [#115 ARP flood X5 B

ZHU .
28 Pi B3 SRELE
<10-65535> FHL B I} 1] 7t
<1-10000> ARP flood it [ T PR 1A 7
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36.3 MaiE 5 4P

36.3.1 EARP BLHMHIEH IR

BFE ARP Bt | LAY
G e &

host# show anti-arp flood list

anti-arp flood block-list:

IP: MAC: TIME
172.16.10.254  78-E3-B5-A9-E2-F3 23
172.16.10.254  78-E3-B5-A9-E2-F4 23
172.16.10.254  78-E3-B5-A9-E2-F7 0

172.16.10.254  78-E3-B5-A9-E2-F3 237 HIPHhi 4172.16.10.254, MACHkhL:
78-E3-B5-A9-E2-F3HI#K ST HARP Flood Brah#i ST, %1 WL & BELIT K
A 23% .

Time NORT, S 7 ) T LA BELIT -

36.3.2 ZHFEDEBUG{EER

Lz it &
host# debug anti-arp
[ no debug anti-arp#ir4- 3% debug /s B

36.4 Bt & =5

36.4.1 BCERY: BCEFARPHIR

RPIHR:
FLE P ARP kB A1 ARP Flood, il 4% 42 75H ARP Kt
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(W7 &
B i &

host# configure terminal

host(config)# anti-arp spoof service

host(config)# anti-arp broadcast service

host(config)# anti-arp broadcast interval 10

host(config)# anti-arp broadcast interface vlan1000

host(config)# anti-arp broadcast interface vlan1000 list 172.16.10.254
78-e3-b5-a9-e2-f7

host(config)# anti-arp flood service

host(config)# anti-arp flood block-time 30

host(config)# anti-arp flood threshold 100

e B 45 2R

show show anti-arp 15 &

anti-arp spoof service

anti-arp broadcast service

anti-arp broadcast interval 10

anti-arp flood service

anti-arp flood block-time 30

anti-arp flood threshold 100

anti-arp broadcast interface vlan1000

anti-arp broadcast interface vlan1000 list 172.16.10.254 78-E3-B5-A9-E2-F7
177 ARP ifi B4 debug 58, A ARP Kl &4 H &4
host# debug anti-arp

host# terminal monitor

ARP i H &

host# [Core 1][5417358498] SrclP=172.16.10.254 SrcPort=vlan1000
SMAC=78:E3:B5:A9:E2:F3 Content="Packet in conflict with MAC
78:E3:B5:A9:E2:F7 in ARP table"

ARP Flood H&

[Core 1][5417358682] arp flood: SrclP(172.16.10.254)
SrcMAC(78:e3:b5:a9:e2:f4) attacking DstIP(172.16.10.1)
DstMAC(00:00:00:00:00:00)




AR BB e S 17T sy AR 5 |

36.5 = WHFE D

36.5.1 BEEMR: PCELZE LM

B3 T & S ARPIK B 5 ek B
ST lic B < T ARP2: 2], A TEIP-MACHE 2R I APC
fiEE Uk G ER A IAPC
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Bt E IP-MAC &

22.1 IP-MACH}ERFIA

Address Resolution Protocol (ARP)& 34X IP #ihik By N2 MAC Hubik: (1 —Ff b
W

R4 T B FAR IP HBEXT B ) MAC HuhiEWe ? FATHRE, EUCRM Y, X4k
TRl —F PR P ANIE S SRk U, AT — X 1P @5 i FE K8 T -
MR RE A IP AT, B AUEE H 1 LK Wik A AT PS5 sk 2
A 2 A N RERNE B G 1P ke GBS0 il B sl B %),
TXRE A D6 A5 ARP BIMSCR 58 B E (143 LA K WX b il PR AT o DRT R iy A6 — A
A5 HIP 1P Hudk i) ARP 35K, H B3 )5 a) Jim ik () ARP W%, il H O
() MAC Hhil, ¥ 3K45 H 3 MAC HUhk 5 A4 7T LUK 1P A g 2 7 UK R Sk %

H T4 R ] BR AP AE — Lo M AR B R 6 LM, b FRER . 9 7R IX Fh
TEL, AEESLEL T IP-MAC 4hEThag, /1 MAC f1IP ghg it k. iiE
T IP-MAC 4585, B IR MAC FTIP A2 M —5, 5 RSO
WEF.

22.2 EEEIP-MACHIE

2221 BEEIP-MACHE

WIN—I1 IP-MAC 4552, BN E L. IP Huht. MAC sthitk. 253 7k
— 6 2 (unique-ip B multi-ip)

P®R PITmL YL
1 configure terminal AL R E R
2 ipmac NAME AB.CD & —%IP-MAC%E, ME—Phfs & iz

HH-HH-HH-HH-HH-HH unique-ip, JEME—MAT A EFEmulti-ip
(unique-ip|multi-ip)

{fH no ipmac NAME iF[R—2648E .
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2222 TEHEARPYIE

BB PITme Yi B
1 show arp EIRMATARPF

22.2.3 BBRARPFIFR

BB PTwmd i
1 clear arp TEFMRARPFIE

22.3 BLERH

ESTERR
K =ML 192.168.31.118 Fl1 00-16-41-59-3E-AF gk, It H 2&mE—E
i

BRESE
I WINIP-MACYS &

configure terminal
ipmac zhangsan 192.168.31.118 00-16-41-59-3E-AF unique-ip

WA IN4 RN zhangsan 1 IP-MAC 4652 11, 1§75 zhangsan 4L
IP 5 MAC ME—485, HAbM 1P Hhlik 5 MAC itk %45 4% B8 12 46 1 10
XoF N7 RSO R

22.4 B RHPESHT

WX T iE LR

M5 XIS4T T IP-MACYRE J5, ik M,

Paxiin Xt SEHEATIP-MACHEE, % T ME—PEAS 25 (unique-ip), T30 T M4 HAEAIM
KARIE, HAhFEHLIUAE.

iR FPIRIP-MACHESE Bt B A AEME— VAT & (multi-ip).
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38 REZEZ s

38.1 EZ EHLHA

AP RIAE TSR er, 7E T —RZEpI-TFEe i E BL 5T . &
T—RuEFF & i & oy B 44 B E LR PR, 78 3 I 1a] 3 m] DU
o iR
B B 47 BRI R B B YR 1P kb A0 AR R0 E], DUAD 2B 42 HR 1P ik R SCE A
AT B N AT AT #%08, B MEFARE,

382 EEZE

38.2.1 BLEipv4RBBZ S

A LIRS SCBR 2515 100, ACHE ipvd SRAL R AL Bt AT B4

fic B AP IR
FI config terminal HENHC B AR
F¥R2 blacklist-ip A.B.C.D timeout x fic B ipvA 7 S 4
I3 end I AR AR
I3 show running-config blacklist BRBALRE
S -
#n4: blacklist-ip A.B.C.D timeout x
28 Pi B RELE
<AB.CD> ipvAZS BY Y Hh b "
<> AR ), B A 4y ZRINS

f# /1 no blacklist-ip A.B.C.D 7] LAIBRJE ip /& A.B.C.D B4 HALE.
i H blacklist-del-all =] LAMIBR 435 B 42 AL E .
38.2.2 ML Bipve X B BZH

AL SEPRp g5 A 00, BCE ipve B B AL BT T4

Hic B AP IR:
| config terminal HENC B A
2 blacklist-ipv6 X:X::X:X timeout x fic BipveS T B 44
HIE3 end IR E R 2
I3 show running-config blacklist ERBEARAE
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S :

4 : blacklist-ipvé X:X::X:X timeout x
e BB RERE
< XXX X > 1pv6E 7R 5 Hh 1k o
< AR IA], B gy ol BRINSS o

18 no blacklist-ipv6 X:X:X:X A LLHBRIE ip & XXX X B4 Rl E .
/] blacklist-del-all 7T LA Bk 45 58 4 AL E
38.3 L & &1

38.3.1 B EERRE

W RGBT R E AR IEE R U5 ip bk, "TRW N2 E] TR,
SR BATTAT LE IS 38 44 AT RO B DAOR YT A ORI e, P RTBEYR ip Hubik (K%
SRIEAT PRI -

e B A IR
Gz BEMEEAR TSR, #i0E 2 T2 3R — ik it Bt
%2 e B 78 44 B DA S AR Akt (]
host(config)# blacklist-ip 201.163.43.13 timeout 5
host(config)# end
host #

o B 4R

blacklist-ip 201.163.43.13 timeout 5 configtime 16-12-02 12:40:18!

384 ER R ILIE5 4P

3841 BEERRHEERE

A4 1) show 7 4 (145 H
B RAHRIPIR:
FHA AT host(config)# show blacklist table 7 & 2 4 ¥

Ip_type sip timeout(min) left-time(s) reason

IPV4 201.163.43.13 5 128 0
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ATLLERICE T —KipvAaR B B4 s B 42 e 8 1) YRip /£ 201.163.43.13;
A PR AR SR TR NS A0, SR AR SRR TR SR s A 0N Ak A A R0 e A 2 skt
[ y128Fh, RP128FPJ5, 1%k 4 B R reason’h0ER: W7 g T3l
W0, LR RN 77 22 W B BEL T VA b E AR R T, URIP bk
201.163.43. 1344 AL, 4= Hak RELIKT -

38.5 & W fE 5 i

3851 IEERRARRAIERS

PWER LA BRI ER S5 i B S M CUBC B R A B i ilips il e i R e i
Bk, WA,

Pl ATBEAE LN 1B DL 3 5
o EVHNE B 7NN, ASEAE

gtk GARCE, AR SR RABE, IR M AL B A R 8], B LR
BR AL
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<
910

39 R K )

39.1 N Rz HIEA

IO FH P2 A X 22 4 SRS D RE I 0, AN PR PR T fl SR T 1P 3 AT 20
Brazl, Tk — 2B RS EE A AT PR B RRAEIR A, R R P
JE B RN, BT S O R B AR N R e SR RE
P SRS R E, R R

® MM, AIREIFMHARNMM. HHSR CNANR” 5, AT —R%
ARir G LRI R A 1000 200, B 1 SE0RAT A R ZHN
e

® NFATN, NAPRILACRINEIE, g, EE. FEOUESE.
o AT AZHL, BT NMBAARNE. BRI, TESC 4%

faray
STo

JS2 47 1) SRS 14 G P 5 T A7 R 0«

a) AN AS A S, ULHEC A0 iR SR — 25 T SRR R 5
SR I

b) RIS FH R R S AT MUY e 3%, A2 DL L

c) WEARAMNH, CAMMHENSR, NHHANROEZNH, %8 T
it 3547 UL o

JS2 P2 ] SRS SCRRAT « FHIST PR AR BRS04, T BARC B 50T R H &%, .

39.2 it & N F{E

39.2.1 RERERFER

R P G B 0T R P BB A BB S B L R A PR

R39-1 NAEHIBERCE S S

NE BRERE HIE

JAH disable AR E
Hohikxt % any AT O
HF Any AT O
R H any Al E
MNHATHN any AT
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TS any R E
K any R E
UNIRE3it] include AT i B
NIEES always AT R
M Bh R permit ]
H& disable AT o E

39.2.2 FER FAITHIREE

AR i 47 $ 75 1) 8 L P 92 1) SRS
Pie B A IR
P config terminal HEAEE R
K2 app-policy-profile <1-1000> (SIPjany) g B % FH 2 il S A0 2% 1 45 B
(USERJany) (APPJany) (ACTIONIJany)
(permit|deny) (TR|always)

IR policy-match-content i B VTS FH PN 2 )
(CONTENT]/any) (includejexclude)
(KEYOWRD|any)

IR enable Ja FH SR

IR End I AR RUAR

S IR6 show app-policy-profile SR TR B 2 ) 5 e B

<1-1000>: 7 4% Il A5 ms 1D Y .

(SIPlany): JEHhEECER A HbEXT 5 any.

(USERJany): H /. H P 4EERAT any.

(APPlany): Rif. R4 BN KK %27, any RFEF A R

(ACTION[any): RIFFrRILHIRIZIE, &, d8. NEOUSESE, any
TR LT N
(permit/deny): XJ7F& VLS S&AF B R FIAT ISR, RV N RVE, T4 N4 .
(TRlalways): g AR E], TRAVRCE B X R, always £xH
S Ta]
(CONTENTI|any): AT ARHRAENE . WgkmH 4, TEASUT 4 5%.
any &N AT ANTE 25
(includelexclude): DLECIEAL 5360 B A AL & P A
(KEYOWRDI|any): #4 BT & 147 S HORECE 1 9 2T IR OR /N 'S BUEK)
any RERVCEATAT P 25

39.2.3 MHIBR R P25 SRt

R e S 1D MR A BRI FH 42 1 SR




T ARZ BT G emmeiig 24T T Pic B8 P 47 1) I

Hic & AP IR
I config terminal HENBC B A
%2 no app-policy-profile <1-1000> T3 45 52 ID RS2 FH 425 1 SR s
K3 end I R R RUAR
A show app-policy-profile S A S P 4] SR T 2

39.24 BYE—REHNTEER

HRE SIS A 1D 5, HEN SIS Py A VLS5 2T 120k

fic B A IR

HIE config terminal HE P B A

A YR2 app-policy-profile <1-1000> HRAESRIEID, eSS P

I3 policy-match-content i B DT FC B P9 25 R, nf AT B 2
(CONTENTJany)  (includejexclude) 4%
(KEYOWRD|any)

L no policy-match-content 7] LUK Fic B 4 (VT FCAS S A B
(CONTENTJany)  (includelexclude)
(KEYOWRD|any)

H IS log enable B HE

FIR6 no log enable KMHE

| enable )& F ke

LIRS no enable TP SRR

39.2.5 RN AEFIRBNEE

MR i & A P IS 4% 1) SRS T B B4 52 SRS 1D R SRS G &

Wk &
B show app-policy-profile TR JRL P s 1 R s T
IR2 show app-policy-profile <1-1000> IR E DI SRS IC B

39.2.6 FETNRL RS HISREE A9 PTEC IR FF

PASEAS 2 A P2 SEms D e, AT DAC BRE H AR S A% 5l B R SRmg 2 sl Jiw o

Hic B AP IR:
| config terminal HENC E A
F P2 app-policy-profile move <1-1000> {47 IDXF B [ 5 0% 7 5 2 J5 & IDXF

before <1-1000> P SR 2 T

HIR3 app-policy-profile move <1-1000> {44 IDX] B ) H W& # 2 B J5 & ID X}




TR BB et & M s |

after <1-1000> NSRS 2 R
IR end I [ RUAR
g show app-policy-profile S TR S P 4] SR I 2

39.3 Bt & =5

39.3.1 FHETQQSH S “12456” B9 P&k

PC il N — AR B 7 G W& U7 i A o 1ic BN 42 H A0 BE K QQ 54y
& “1234567 [P

1. MEDE:
W IR2 e B FH 42 1) SR s
FW_A(config)# app-policy-profile 1 any any qq Login deny always

FW_A(config)# policy-match-content audit_username include deny 123456
FW_A(config)# enable

FW_A(config)# end

FW_A#

2. BEAR:

n

app-policy-profile 1 any any qq Login deny always

enable

no log enable

policy-match-content audit_username include deny 123456
!

VAL RSB NT

qq: MAH%A. (WE)

enable: fHAERMS

Login: RiAAT AN, Bkk. (NED

audit_username: 7T NZH, HitMATNSEOIH P 4. (NED

deny_123456: fE web TITHFLE T X R, WA “1234567, (REEFN
LB A AT 24T

3. BLERIE:
Hhl QQ Ty “123456” MM B, W ARG R,  JUIIE B SRS FEL I ) o




TR BB et & M s |

39.3.2 ELEIFUNET B B FEB 4

PC il N —R B G B UT R AR o BN P2 A A6 48 ST A e 1A

1. FEDRE.
HI%R2 TiC L 425 1) S
FW_A(config)# app-policy-profile 1 any any email Email_receive deny always

FW_A(config)# policy-match-content any include any
FW_A(config)# enable

FW_A(config)# end

FW A#

2. MELR:

I

app-policy-profile 1 any any email Email_receive deny always
enable
no log enable
policy-match-content any include any

!

A LRSI T

email : NAHAFR: HIF I

Email_receive: HE/EREIL.

3. BLEKAE:
i A web USRI & S A, BUE BRI RE A HE P ER AN BER I
2 TR AF




RN e R e

s |

40

40.1 [ =684

HCE.

4

W FA & 6]

IO FH P2 A X 22 4 SRS D RE I 0, AN PR PR T fi LML AE 1P 3 AT 20
Brazl, T sk — 2B RSSO A AT PR B RRAE TR, R R E P
JE B RN, BT S B R B AR N S L e SR RE

R e L, B
o BN, FKEHE RN, MBI <R R” -,

HAT F— R4

B & T LRGBS A 1000 2, 75 1 4 iliiAT 48 R 25N

® NiFATN, NAFRILHORIEIE, W, FEH. FEOCFESE.

o AT AZHL, BT NMAARNE. BRI 4, TESCE 4%

faray
STo

2 FH 2 ] SHEE 47 DTG P My S8 778 A

d) (RN A R S, DG HCHG A0 T RSN — 50 DU SRR

SRS

e) AFEINHRIA RIS AT R AR, RS ILEC R ;
f) BEASANA, NN SR, N G EZMHAL, W% T

i 3547 UL o

S22 ] SRS SCRRIBAT « FHIST AR A BRS04, AT BARC B 50T H &%, .

40.2 fit & M AT

40.2.1 RERLERFR

TR &R G B % T N P Y k8 ¥ ELE B I LA R A PR

RA0-1 N AEHIBRE BCE LS S

NE RERE HVE

JA M disable S E
Hohikxt % any AT O
HF Any AT O
M.H any AT O
MNHATHN any AT O
TS any A
P any AT




TR BB et & M s |

UNIRE3it] include AT o E
NIEES always AT R
M Bh{E permit ]
H& disable AT R

40.2.2 i N FEHIRE

HRAE i AT $ 7 B A I P 42 1) SRS

W= ¥
HIR config terminal HENC B A
WIE2 app-policy-profile <1-1000> (SIPjany) & N F il 2 A AH < 1 i g5 2

(USERJany) (APPJany) (ACTIONJany)
(permit|deny) (TR|always)

WIE3 policy-match-content Fic . VT T S A P 25 0 )
(CONTENT]/any) (includelexclude)
(KEYOWRD|any)

IR enable Ja FH SR

IR End I AR AR

£ IR6 show app-policy-profile SR TR N P 4 ] S TG

<1-1000>: 7 4% Il A5 ms 1D Y

(SIPlany): JEHihEECER A HkEXT & any.

(USER|any): H /. FH P A EERIAT any.

(APPlany): Rif. R2F4H BN KK %27, any REFTH R

(ACTION[any): RIHFrRILHIRIZIE, &, d8. NEOUSESE, any
TR RLAT A -
(permit|deny): XJ7F& VLS S& AR B IR FIAT ISR, RV N RRVE, R4 N4 .
(TRlalways): HemgA 2, TR AR O E N X R, always £RFTH
S Ta]
(CONTENTI|any): AT ARHRAENE . WgkmH 4, TEASUT 4 5%.
any FoR AT AR ATHE 4.
(includelexclude): DLECIEAL 5360 B A AL & P A
(KEYOWRDI|any): #4 BT B 147 S HORECE 1 9 2T IR OR /NS BUEK)
any QR VCEATAT P 25

40.2.3 FHIBR R RHE I SR A

HRAE S 1D MR A BRI FH 4 1 St

Mic & AP IR
| config terminal HEC A
52 no app-policy-profile <1-1000> I I 4 E | DA FH 42 1) S s




T ARZ BT G emmeiig 24T T Pic B8 P 47 1) I

I3 end IR [E] R
SIRA show app-policy-profile SR A S 5 ) SRS T B

40.2.4 EHE—REEHNITERER

MRYE A 1D 5, 3B SN N AR ILRC S ST B 2

fic B AP IR

I config terminal HENBCE AL

K2 app-policy-profile <1-1000> HRYEIRIEID, SRS N

I3 policy-match-content i B DT HC B2 P9 25 R, mr AT B 2
(CONTENTJany)  (includejexclude) 4%
(KEYOWRD|any)

L no policy-match-content 7] LUK Fic B 4 (VT FCAS S A BR
(CONTENT]Jany)  (includelexclude)
(KEYOWRD|any)

H IS log enable B HE

s no log enable KMHE

FE enable JE FH S

P no enable KPR SR

40.2.5 EHR AEHIRIRVECE

AR5 i & A P IS 4% 1) SRS T B B4 52 SRS 1D FR) SRS G &

W= ¥
FI show app-policy-profile SRR R 5 1 s e
IR2 show app-policy-profile <1-1000> IR E DI SRS I B

40.2.6 ¥ zhR ¥ SR ER B9 PTHC G

PASEAN 2 P P2 SEms Dy e HE, AT DABC BB H AR A A% 2 B S Semg 2 i sz )i

W= &

ST config terminal HENTC B AR

HIR2 app-policy-profile move <1-1000> {4 i IDXT B[] S50 # 3 1 J5 & IDXF
before <1-1000> JRE ) SR 2 H

FIR3 app-policy-profile move <1-1000> {47 IDX] B[] 50 £ 50 2 J5 & IDXF
after <1-1000> LR M 2 J

IR end ACIEST LT Sy

LIRS show app-policy-profile SR A S 5 | SRS T B




TR BB et & M s |

40.3 fig & =451

40.3.1 PEERQQSHEE “12456” BIF BBk

PC i F— Rz iy & Uy AW . BB R BT QQ Sh &g
“123456” 1 H ;% b

4. BCEDIR.
A IR2 AN EE RGP
FW_A(config)# app-policy-profile 1 any any qq Login deny always

FW_A(config)# policy-match-content audit_username include deny 123456
FW_A(config)# enable

FW_A(config)# end

FW A#

5 MESR:

I

app-policy-profile 1 any any qq Login deny always

enable

no log enable

policy-match-content audit_username include deny 123456
!

A LRSI T

qq: MAH%A. (WE)

enable: ffiRESEMK

Login: MHAT N, Hhi. (NWED

audit_username: 7T NZH, HitMATNSEOVH P 4. (NED

deny_123456: 7t web UL B KBTS R, NEN “1234567, (KHEFH
B EA ST

6. MCELILE:
it QQ Thd “123456” WM I, W ARG,  JUAIE B SRS FEL I B o

40.3.2 IEEFFWER BB T4

PC i T —fRe 4B G Ui il S0 o T5C B H 32 i) D 45 26 R i A F 1 A
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1. BEPR.
AL YxR2 ic B 7 4 ) SR g
FW_A(config)# app-policy-profile 1 any any email Email_receive deny always

FW_A(config)# policy-match-content any include any
FW_A(config)# enable

FW_A(config)# end

FW_A#

1. MEZ

n

app-policy-profile 1 any any email Email_receive deny always
enable
no log enable
policy-match-content any include any

!

PAE KRB ZH I T

email : RIFAFR: M.

Email_receive: HE/EREIL.

2. BCEIIE:
i A web USRI & S A, BE BT RE AR HE P ER AN BERR I
B HLF B




FARR AT ey & G e web £ |

41 R Web %)

41.1 WebiZHI#EiA

Web 15 i) F2 | B T Zh BE T LUK Y 22 58 0 A1 45 JE B0 AT 25 A R E R
5B RAT AT IR, IFRE R AT AT H ek, Bilin, FHAEM P At X
IRRPERAT S B R T “ R ER, JFeRAA T A E. PSE B 6T
LRSS AN F L ASTEII ) AS [R5 2R AR AT 9 e 1 (1 Web Ah A5 S,
FAGURE 20 5 A0 U U 5 e 19X 2% i B AR 4l e B HEAT AL B

41.2 Big EWebizHl

41.2.1 REEERR

TR e 6 R T Web $2 5] 5k E BCE E S a1 LUR RAR TR

FR4A1-1 Web #=H| B HER R

NE RERE i

JA M disable S E
ANEM any GG G5 &
PR hE any GG g7 &
HF any AT O
URL%) 2 any Al E
SR any CIEE 6 &=
I [A] % always AR i B
I DT any AT O
UNE 2 include AR E
POESRmIE(S permit Al
Hi& disable AR E

41.2.2 FHEWebfa$ KR

A i AT P A Web $5 61 58K .
W= &
i config terminal HENC B A
%2 web-filter-policy <1-100> (SIPfany) it B Web¥2 il AH ¢ ()5 g5 B
(USERJany) (IF_INJany)
IR filter-rule <1-20> (URLJany)  ECE urlid JEH




RN e R e

Hi B Web F54i I

(TYPEJany)

(enable|disable)

(enable|disable)
(TRJalways) (permit/deny) (log|no-log)

il | filter-rule <1-20> keyword 8 Jim X T S =k i R )
(KEYOWRD|any) (includejexclude)

] enable )i F e

A Y56 End IR FRF A AR 2

] show web-filter-policy

S T Web 2 i S e &

<1-100>: Web | 550 1D Y5
(SIPlany): Yl BLER A I HEXT 5 any.

(USER|any): H /. H P 4B any.

(IF_INJany): A#[0. vlan. %43 EA M any.

<1-20>: Web % il () Hems B 1 1D V-

(URLJany): URL %4r2%, any R4 url,

(TYPE|any): USRS RIRIRBE T, any Py SCIF2RA .

(enable|disable): &7 A FIVLEL I .

(TRlalways): g4I R, TR AR CHEKNFEXTS, always £

IS Tal

(permit|deny): XF4F& ULHC & AR B RPAT B E, RRVFRRTE, 48464 .
(logno-log) : A&7 Ja HiZ N H & Lk Dhae .

(enable|disable): & 75 i 1% 2 M

<1-20>: I ID & web i SR AL B LA EE ) 1ID.
(KEYOWRDI|any): Mui5] R8T, any REAEERET .

(includelexclude): £ & BAVEL B I VLAC R AL .

41.2.3 HHERWebiZHi R0

AR S 1D MIERE E 1 Web i HEng .
Fio B D IR

| config terminal HENC E A
%2 no web-filter-policy <1-100> W 52 1 DI Web s 1 S %
HIR3 end IR R AR
HRA show web-filter-policy TR T Web 3 ) SR I8 i &




RN e R e

Hi B Web F54i I

11.24 BHE—FREPLTRES

HRE SIS 1D 5, HEN SIS Py A VLS5 2T 12 0.

W=k &

FIR config terminal HEC B A

U2 web-filter-policy <1-100> HRYERIEID, HEN RS AN

I3 filter-rule <1-20> (URLJany) & VLHECurlZr 35N 25 A0, w DARC &
(TYPE[any) (enable|disable) & 4%
(TRJalways) (permit/deny) (log|no-log)
(enable|disable)

L no filter-rule <1-20> A DL B 4 1 R0 A

] no filter-rule  <1-20>  keyword A LK Fic B 47 (0 U B ) T Sy DT
KEYWORD RIS

s enable JE FH S

FIET no enable KPR SR

41.2.5 EiFWebiTHI RN E

MR 7 B E FTA Web 42 i SEI% e B 505 2 5% 1D SRR L &

e B D IR

i

show web-filter-policy

SN T Web 2 fill S i &

A YR2

show web-filter-policy <1-100>

TR E 1D H S L &

41.2.6 TBRIWebiZHiISREE B ITEC IR F

PAEAS Web 4% il SR g, W] DABC B K H B SRR F8 3 B FE e S 2 T el e .

e B D IR

HI

config terminal

HEATC B AR

£ Ix2

web-filter-policy <1-100>

before <1-100>

move

e 0I5 DX S % 5 1) )= 2 1D %)
S F) SR s 2 i

LIRS

web-filter-policy move <1-100> after
<1-100>

e /5 DX ) S % 5 1) )= 2 1D %)
8L F) M 2 J

A IRA

end

iR [l R

LIRS

show web-filter-policy

ST T A Web 7% il SR T B




FARR AT ey & G e web £ |

41.3 i & =451

41.3.1 IEHEFRBHFE MR HIR R IZMEEE LT

PC i~ — &R G Bk Ui il S o BE L BELIT B A 37 13 I 0 5 s 1%
2% AR 1BV ) BT IE

Pic & AP IR
A IR2 e, B Web 428 il S ik
FW_A(config)# web-filter-policy 3 any any any

FW_A(config)# filter-rule 1 game any enable always permit no-log enable
FW_A(config)# filter-rule 1 keyword any include

FW_A(config)# enable

FW_A(config)# end

FW A#

Bic & 45
I
web-filter-policy 3 any any any
enable
filter-rule 1 game any enable always permit no-log enable

filter-rule 1 keyword any include

2

Game: URL 22Kk
[N AN
HIL A web TLIHNZ RSB Ay b, iy ) i xR 9 Tl 4 4

o




AR BB e S 17T i Qos st |

47 BB QoS %R

42.1 QoSHiLiR

QoS AN Quality of Service 455, BIIRSFiE. WHHE, QoS RefXZit
% B B AT S B HEBA , 5o I AR e I A AR R AR S R, AT n
AR FE, DASZISRE RS .

H Rk L FH 2R Goxt R 48 1) ZESRAT BT AN [ 5 XA A5 98 AR B AN BEARR D o0 2% 471 2
1. QoS BRI f i AE T Bt A E BA LA &4 10 H A HLdE,
17 HEZORAESE R e BEVEAI SR 1. 85d QoS W% T UL IR 55 1
RGN A 7y, FFBEE RIS % G AT Ab #E

T —RZ &Y 6 W4 0] LUK SRS 48 2 R 3T IR SS = R 1E
42.2 QoS EHL &

42.2.1 BIELZEKIE

Hic & AP IR
i | configure terminal HED B A2
S UR2 tc-policy line NAME Bl £ 8 SR
LIRS show tc-policy G SRS 4 T

f# il no tc-policy line NAME iy 4 1] LA BR 45 5 25 1 SR

1. AEERIFERIA G, BBINER—F “def NAME” 49
A =R
AR o0 LW BB R AR EILE AR (1000000);
3. BIAIE 4] egress 7 6] ;

42.2.2 BH% R

Hic & AP IR
SH1E configure terminal B B R
F P2 tc-policy line NAME T — 2k A TRC B I 4% g, 7T A
FiZdn 2 N g AR X
FIR3 enable Jo X 2% B s SR

fli ] disable fiy < R LAZE TR 250G, BRIAE .




A A et 247 T i Qos sis ||

4223 #EEO

F match interface INTERFACE_NAME #5417 UNZRI SRIg 4h 2 — Mg, Xt
MAZAE D3N R R T A7 FH S 4 1

Hic & AP IR
A | configure terminal BENC B
IR tc-policy line NAME X T2 AT B A I 2R BR SR, 7T BL
P2 fir 2 2\ SRR G
P match interface INTERFACE_NAME  A5I& 4 5 2 0
%84 show te-policy A SN A AT B
SR -
match interface:
2 iEd REGE

INTERFACE_NAME YEED, TURMHE T
M, WAl LLZvlan, trunk [,

{# F§ no match interface A4 1] DLHLUE 26 4% RIS 40 52 45 10 o

1. — o AR — R R ARG,
2. ZHMGHEBRHALNED, LIMEMY, RieHEY2H
EOEE A=l

42.2.4 @ EIFF GG

A limit (ingress|egress|both) iy & A LA & 45 6] 77 7] -

fic & AP IR
H R configure terminal BEAC B AR
#1292  te-policy line NAME X T — % DT B 47 2 2% S %, W] LA
FH i 2N SRR AR
S IRg limit (ingress|egress|both) BB 17 1)
98  show tc-policy P SIS 2 T
S -
limit:
ZSH k] RELE
(ingress|egress|both) FEONT7 [ A 7 )| A H I

AP TT




AR BB e S 17T i Qos st ||

4225 BEERAWHRE

F maxbandwidth (ingress|egress) <8-100000000>1i4> 1] LLEL & Hi/ N\ J7 ) H B
K BE, K DT T 12 S I 42 17 PR

Wk 8
P configure terminal HENAC B AR
%2 tc-policy line NAME X F—2 DA L B U 1 2R B SR, mT LA
AT SN {3
g maxbandwidth (ingresslegress) At & HI/ 7 H B KT T
<8-100000000>
i show tc-policy BE RS I AT B
ZHULA
maxbandwidth:
ZH Bt B BRAEALE
(ingress|egress) BN 7 )
<8-100000000> ROK W% IE
8-100000000, H.fizkbps
42.3 QoSRIT TR HE
42.3.1 BIERIEREE
Wk &
H configure terminal AL E R
UR2 tc-policy channel NAME parent % sng
NAME
SRS show tc-policy BE I SRS

18 no tc-policy channel NAME 4 A AN 46 52 i 42 55 0%

ZH V-

tc-policy channel:
28 BiEA REIE
NAME (1) AZ SR 1 44 TR T
NAME (2) TidE A AL skng (E— &

ZAHED
1. A —RAEER RS G, 2ERBNGRXEE, HiE
Zﬁ& 5 5% Fo A A ARE A T
e 2. M — KA RS, © AL T @ 0 ALE FRAR ML




RN e R e

Bt & QoS K& I

42.3.2 BRAREREE

Hic & AP IR
A | configure terminal BENC B
9 tc-policy channel NAME HEN T2 SR
I3 enable JE I SR 2R SR

fii ] disable fiy & R LAAEFIIX A6 s, BRINE A -

42.3.3 BERIERBNER

BB IR
1 configure terminal HENTC B A
R tc-policy channel NAME HEN A% HE
R priority (high|medium|low) W E R e
1IR3 show tc-policy HE R U HE
AR BRI MK
42.3.4 BLEE &M
fic B AP IR
IR configure terminal HENHC B AR
HIR2 tc-policy channel NAME HEN A% HE
13 match (SIPJany) (DIPfany) 157 5 W& DG I 2% A
("CMD_GROUP_SERVICE")
(USERJany) (APPJany) (TRjalways)
XA show running-config tc-policy HE R U AT E
ZHUL I«
28 Pi B3 BRAEE
(SIPJany) K sk, TTRASIH TG
Ol SO 3 AN ik o 5 sk
Huhk st R4, any R
BT
(DIPJany) BoR i B sl wTeAS 16
F T8 At k3T 5
s bl X R4, anyFR s H
BT
(ahlaol|bgplbootpclbootp  FHEM MRS B, s X

s|daytime|dhcpl|dns|disca

rdesp||finger|ftp|gopher|

W Vg R E s, wT
LI R g e SIS H




T AR A fymendin 47 T

i B QoS il I

gre|h323|hostname|http|h
ttps|icmpligmplike|imap]|

info_adress|info_request

|irclinternet-locator-servi

ce|l2tp|ldap|mysql|netme

eting|netbios-ns|netbios-

dgminetbios-ssn|nfsjnicn

ame|nntp|ntplonc-rpcjosp

flpc-anywhere|pim|ping|

ping6|pop2|pop3|pptp|pr
inter|quake|radius|radius

acct|raudiol|rexec]rip|rlo

gin|rsh|sambalsccplsip|si

pmanmessenger|shelljsm

tp|smux|snmp|socks|aqui

d|ssh|syslog|talk]tcp|teln

et|tftp[time|timestamp|tpr

oxy|udp|uucp|vdolive|wa

isjwebcache|winframe|w
ho|x-windows|SRV_OB

Jlany)

SE B R 5% 5o S B8 AR 45 5
FH, anyFRR RS TR .

(USER[any)

Bymmm P EE, TLhgl i
HEE XFEAH PSR
S X RH, anyFR R

JUMER.

(APPJany)

BRIt i R g I, w7 LS
I E 58 AR R 5
BN X GAL, anyZFR IR

MER.

(TRalways)

SRS AR 1e), FTEASIAT e
O & A I A X RTR,

always# 7R T I [A] .

4235 BEERKWHRE

F maxbandwidth (ingress|egress)iy 4 1] LABC B H /N 5 7] 1 5 K5 56, 6 DEAL
%SRS I B A T Al B

Fio B D IR

HE

configure terminal

BEAC B AR

A IR2

tc-policy channel NAME

X2k D2l B 4T (I SR, W] LA

P % 4 BEN SR AR 20




A A et 247 T w2 Qos s |

g maxbandwidth (ingresslegress) it & /5 A1 R e KT o
<8-100000000>
] show tc-policy AE B U AT S
SR -
maxbandwidth:
B BiHA BREME
(ingress|egress) BORNH T
<8-100000000> &K% WO

8-100000000, H.fizkbps
f 1. RAKFTREARRT E—RORKFTE, TEDTTF—RY

R KW
—
A=

42.3.6 BEERIEWHE

Fl bandwidth (ingress|egress) 4 7l LARL & /N J7 [F] AR IETT 98, 4 TTRECIZ SR
WS PRI e 42 77 1) JEA T ARAIE o

W ¥
IR configure terminal HENHC B AR
1%  tc-policy channel NAME X4 DA B U I N, AT LA
AT S PN Y
P bandwidth (ingresslegress) At & H/ATJ7 [H] FIARIEHT 58
<8-100000000>
S IEA show tc-policy E NG K S AT TC &
ZAUL :
bandwidth:
¥ Ti B BRAEALE
(ingress|egress) BN 717
<8-100000000> TR IE A % B E Ve

8-100000000, Efzkbps
1. FRIEFERRER TR KW T o
ZC& 2. FRIEA TR KT E— RO BRAEH 5L o
3. BE XKL TG, S4B £ m & A RIEF T,

==
AR

423.7 BEFNFERE

H perip (ingress|egress) 4 7] LARC & /N7 1R B 58, X VLA SR NE 1
WE LT AT AR ip BRI




RN e R e

Bt & QoS K& I

Hic B DIk
s configure terminal HENAC B AR
R tc-policy channel NAME X F—% CAE R B I 1 i g, el
FiZ & N g AR 2
H I3 perip (ingress|egress) <8-100000000>  Fc & i/ A\ J7 [l i ML 58
L show  running-config tc-policy BE RIS AT B

f# /| no perip (ingress|egress) i] LB EH LR .

SHV
perip:
28 i RAEACE
(ingress|egress) BN 7 )
<8-100000000> N W OE
8-100000000, *ifizkbps
42.3.8 BBNRMEIAF
Hic & AP IR
i configure terminal BEARC B AR
W52 tc-policy channel NAME X T4 DA B I 1R R e, T LA
FH i 2N SRS AR
Pt move (top|bottom|up|down) 7 5)) S (M
| show tc-policy A RIS U AT E
ZHUL
move:
28 i REACE
(top|bottom|up|down) CTot s e s | - 7% | F %)

A=

RA B B R T R FITT

4239 FRKEAXE

Iic & AP IR
SH1E configure terminal B B R
F 2 tc-policy channel NAME T — 2k AR B I i £ 5 g, AT A
FiZdn 2 N g AR X
FIR3 log FEHEE
o] | show running-config tc-policy A I S T B




AR BB e S 17T i Qos st |

i/ no log A LASE A H &

42.4 REGHISIT 54 4P

4241 BEBEGITER

BE R E S5
BBl BERBEE NS

show tc-policy statistics

INPKTS INOCTS |INbps INdrops EPKTS EOCT Ebps Edrops

Gitai B T
ANT5 TR AR H

7 RSN 7

B @ IR EF IR CEL
2 SEERus

#s ERRRUAD s BFERIROCHL

4242 BEEBEFRNEEFEAMEZEER

EAE BRI UL U R AR, 08 7K Rzl G e, &ERITa S

terminal monitor.

By SEEREER

Z

terminal monitor
debug tc-policy match
debug tc-policy drop

f BT d S aad ST AT RENREE, 5 RS CPU T
B, PTVAERIX L R AGEHA%, — € % A no debug tc-policy all

R ST
42.5 AL & R
eI

) HIE 1 56 10M,  #GEIE R ethO #4525 internet, TiC B SREI& 7 45




T AR A fymendin 47 T

i B QoS il I

ANTEVER T 23 B AH L 58 o
FoE VIR

1k
g

7

Bl ik %+ % Product A1 Administrative f1Sale

(config)# address Product
(config-addr)# net-address 10.1.1.0/24
(config-addr)# exit

(config)# address Administrative
(config-addr)# net-address 10.1.2.0/24
(config-addr)# exit

(config)# address Sale

(config-addr)# net-address 10.1.3.0/24
(config-addr)# exit

B P% HEHE Company

(config)# tc-policy line Company
(config-tc-Company)#match interface ethO
(config-tc-Company)#maxbandwidth ingress 10000
(config-tc-Company)#maxbandwidth egress 10000

V2

%3

B 4% S CL-product

(config)# tc-policy channel CL-product parent Company
(config-tc-Product)#maxbandwidth ingress 2000
(config-tc-Product)#maxbandwidth egress 2000
(config-tc-Product)#bandwidth ingress 1000
(config-tc-Product)#bandwidth egress 1000

(config-tc-Product)#match Product any any any any always

NG

A 2 i 45 S M CL-administrative

(config)# tc-policy channel CL-administrative parent Company
(config-tc-Product)#maxbandwidth ingress 4000
(config-tc-Product)#maxbandwidth egress 4000
(config-tc-Product)#bandwidth ingress 2000
(config-tc-Product)#bandwidth egress 2000

(config-tc-Product)#match Administrative any any any any always

NG

B AL S CL-sales

(config)# tc-policy channel CL-sales parent Company
(config-tc-Product)#maxbandwidth ingress 5000
(config-tc-Product)#maxbandwidth egress 5000
(config-tc-Product)#bandwidth ingress 4000
(config-tc-Product)#bandwidth egress 4000

(config-tc-Product)#match Sales any any any any always




A A et 247 T w2 Qos s |

LR EERKIE

(config)# show tc-policy




TR BB et & M m zirns |

43 R 2 I

43.1 SI1EIEHIEEAR

R AT CABEXE R 21, AT HT sl J R R B, NI PRI E R AP 31
W, I HLRERSAE — @ RERE L BR A — 2 R 55 BOS. FH ARl 9

ESUEEUIBE SR RSP WA WINRR/S: e N E (05 521w o TIN -6 AN E D SUNARE L Ry
K ATIEH]. 2RISR RS T I ELERR RS IR ENERE R RS B
FNUEFR S I 3L H i e B ) 5 5 R 1) 1 32 ik A R 1) 7S P R
Ji

A 3 P A ) SRS AT DA i e (0 A AR AT AT R A o 24 Bl B Kk
PEAROCI , AEZAR SR L H bk RS SE(E AN P B ) 2 1 45 ) 3R
WS UGHD, HRE A R IX AR BT AT PR A1, I FLAEIX AR PR DL C ) 2 1 2 ) S s
FRIPGEAE, I TH B 5 G ey &b B A% 37t ) 5 B4R S

LT HIEAZ 1Pv4 B IPV6 A EAE T ILECH RN, ROt~ — Rz &1
BB WHAT AL B, X T B AN B R A B AN AT PR

43.2 it E 15Tl

43.2.1 GREREE

[SES BREWE #HiE

PRENER IR ANBR il AR E
PR ENE B AR PR ANBR il AR E
H ) EHLIESR ANBR A SO E
H A LI R B A AN PR 1 A E
el AR A ANBR Al A E
el T T R R A ANBR Al A E

43.2.2 RIS IRFEHI

Sk
s
g

i configure terminal HENC B A
L IR2 policy-session id IF_IN SIP DIP | Be & —A~2xifi#shlskng, JEHAS
SRV_OBJ USER USER APP TR il 2 1) O 9 0




RN e R e

e |

SR -
fir4: policy-session id IF_IN SIP DIP SRV_OBJ USER APP TR
B BiHA PAETE
<id > SURTEH RRId S ¥
<IF_IN> A any
<SIP> TR IR any
<DIP > H bk any
<SRV_OBJ > & any
<USER> DA any
< APP > . any
<TR> BoJ ) always
43.2.3 EAREEHRBEET R
IR
HB1  configure terminal HENFC B R

9%2  policy-session id

BENAREIAI 2 T HIHC B A

{8/ no policy-session id i 4 1] DUHIBR AT S id (1423 1 42 i) S0

43.24 FRSEFEHIFREEE

FE 2GR I e T I Ja H &

AR

981 configure terminal BB
#£3%2  policy-session id HEN 21 4 i i 2 7T e
#3%3  log session policy T Hemg H &

f# il no log session policy 4RI PAC P2 i i 5 1) H &

43.2.5 ELER&IA

2 U P ) SRS v G 2B PR 1 7 5

}L:E%%:
S configure terminal HEN R B
%2 policy-session id HEN 2 1E T 6 B A
U3 session rate-limit per-sip x P B Y5 T HLE B R R

session rate-limit per-dip x

Pic B AR AL ek R R




T ARZ BT G emmeiig 24T T e B 2 T 4 ) SR I

N

session rate-limit x fic B A B R R )
session sum-limit per-sip x ~ fic B JH B HLIERE R
session sum-limit per-dip x ~ FC & H A9 EHLERE R H

session sum-limit x . B e S R 1)

ZHUL I -
4 (1): session rate-limit per-sip x

BY B B RAEME

<x> T E AL Fek 2 PR B NS, BRI
fir4 (2): session sum-limit per-sip x

e 20 i B BAEE

<x> T8 W% B2 PR B N0AS, RIRAS BRI

A5 FH 40 i 4 ] DUELHE AE S B il -

no session rate-limit per-sip XY Y5 32 L% $2650 2 PR 1
no session rate-limit per-dip 0 B A9 HLIE B R BRI
no session rate-limit B o T 3 o PR

no session sum-limit per-sip  BUH IR EHLIEEZ IR H1

no session sum-limit per-dip BV H 8 FEHLERERR H

no session sum-limit LA S T R 1)

43.2.6 BERNSEEHIRIEINF

IR
981 configure terminal HEANELE AR

#HI%2  policy-session move idl after id2 ML uhiEiH|SHIgid1R)id22 5
policy-session move id2 before idl FfEa< g5 H|5KM%id22id12 A

43.2.7 B RSEEHIRME

IR
i configure terminal HENC B A
#£3%2  policy-session id HEN 210 3 ) T B Y
HIE3  enable JA H il ) SR

¥ F no enable 44 7] LAERYH J& FH 216 42 il SR M
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43.3 i & =451

43.3.1 BEERH: KE—FERFIRBEITSEES

ESVIETHL

KNP userl Bt E — NN gel3, I HbE A any, B by any, AR5 A http,
S FH A any, BRI A anytime 2 TG 6 RIS, 1 BB R PR ) v 1000 4>, J&
ip BB RGN 10 NMED.

Hie B A IR
G BEATC B
host# config terminal
A IR2 Qg — A test
usergroup test
I3 B —H Fuserl
user access userl local 111111
L # BRI EIH 4
user access userl group test
H IR B — > ] SR
host(config)# policy-session 1 ge0/3 any any http userl any always
%6 P B el R AR ) 910004
host(session-policy)# session sum-limit 1000
T T B R p o R e PR Dy 10N/
host(session-policy)# session rate-limit per-sip 10
AR Jt FH £ TR 11 SR
host(session-policy)# enable

43.4 S1RITH| IEIT 54

434.1 EFSEFHEIER

TR o E )P IR
IR # A\ enablet 244,47 show running-config policy-session
BAERESR:

host# show running-config policy-session

ftp_check enable
sip_check disable
h323_check disable

rtsp_check disable
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N

|
1
policy-session 1 ge0/3 any any http userl any always
session rate-limit per-sip 10
session sum-limit 1000
enable
|
!
host# L& 2>l SRNgId S, ge0/3 /& 2 i F4 i SENE L B i) A\ 4% 1 44 75 enablesk
e X S 2 1S R ) SR

43.5 E IEBES T

43.5.1 HFEIR -

R DU - 2% SR s (1 2 S B0 8 A 2 1 7 P PR 1
vain A AT REA LA JURIE 5 B0 0 TEVE A AL
& ZSRERIEH A, R RIEIRE RTINS
® T RBEAEIPVASRIPVE A FH IR N HE IR AN EAE T I R AT UC IS, 4
TR AT REVCHC B AT T A HE 26 S, R A B R B
fift- 1R JE RSN, AN SR A SN (B 2, AT DUARE T SR A S e s o
W& AR -




FARR AT ey & G e web wiEss |

Bt & Web I\ IEEERE

44.1 Webi\IE TR BEHEA

P & Web YUIE SRS AT 7 2256 M0 BAAME A - AAGIEAR 5545 . Fo BIAER Y,
WemT A FERC E A, T DLk SERC E A HA24E Web DAESERH A
RERCE M. Web IAIESRIS R I JE 3 A e AR T P RGN el
WAE AR SCHEAT A < -

44.2 Bie EWebIAIEFERE

FERCE Web VESRBSHT, 7FECiEM S A4, ERCER R, BT Llig
P B P AT AR FE R E s S8 E H P

4421 RERERFR

TP Fa k& T Web VA IESEMS 1 E 4 13 B S U LT BTN
F44-1 Web IAIERIEHIBE L E S B
W& R RE E-San
Web A\ IE SIS B disable AT O
44.2.2 gERF4E

IR
3531 | configure terminal HENC B A 2
3982 | 1)user access username local password Be B —ANAHH ;ﬁl
2)user access username ldap servername fic B —Mdap AL i
3)user access username radius servername it & — A radius A UE A
4)user access username static[disable] [T At 2
35323 | usergroup name IR A
JZURA | user access username group groupname 4 H IR A A
P
¥ Ti B BRAEE
<local > AHINE G
<Idap > Idap AR 552 AIE T




FARR AT ey & G e web wiEss |

< radius > radiusk 55 25 A IIE 7
< static > BB AP 7
< user > i 7
< usergroup > R4 p
44.2.3 BJEWebi\iEREE
IR
| configure terminal HEHC B AR
W52 webauth-policy id if_in if_out src dst tr action fi B — 4> Web
IAEHEmE, ik
A\ Web A HiE 5
IS i 15 25
SR
4 : webauth-policy id if_in if_out src dst tr [permit| webauth]
2 iEd REGE
<id > WebiAiESEI%id 5 7
<if_in> A any
<if out > e any
<src> W any
<dst> H 1 bk any
<tr> i Ti) 5% always
<permit > WebiMiESRESSIEARIF T
<webauth> Web A AIE SR IE B /E 9 NIE - T8
il
44.2.4 F A PARMEIWebIA\IE K
HIR:
S configure terminal HEE B A
%2 webauth-policy id fic & — /> Web
WUEHEH, Jid
A Web A HiF 5
WS T 715 4
I3 webauth-group groupname FH R
Web A 1iF 5% B%
‘F
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44.2.5 BERIWebIAIEHBRIGF

R
FIR configure terminal HERC B
W IR2 webauth-policy move 1 before 2 2 shweb A IE SIS 1322 7

webauth-policy move 1 after 2 e shwebAIE RIS 13122 5

44.2.6 BAWebIAIEHBR

IR
HIE configure terminal HE B A
WIR2 webauth-policy id HEAWeb I IERL B 15 S
LI enable Jet I Web P E SR s

] no enable 4] LLEUE A H Web WAIE SEHE

44.3 i & =51

44.3.1 B E—5&HEHB A PEBWebIAIEREE

E UKo

B & — AN ge0/3, 4 114 ge0/0, 5 by any, H ik A any, i) 8] %
4 anytime, 3l {F A webauth [¥) Web I IEHEHE, 51 H P40 testl, I8
Web TAIIEFERE .

g HENLE R
host# config terminal
A IR2 e & H P
host(config)#user access user111 local 111111
RS FCE M A
usergroup testl
L R P HR A
user access user11l group testl
A YRS B Web A IE HEw

host(config)#webauth-policy 11 ge0/3 ge0/0 any any always webauth

HIR6 1 A P 2Htestl
host(config-webauth-policy)# webauth-group test1
UKD 3 BEIX SWeb PAIE S
host(config-webauth-policy)# enable
BB 45 R

host# show webauth-policy 11




FARR AT ey & G e web wiEss |

webauth-policy 11 ge0/3 ge0/0 any any always webauth
enable
match statistic: 0

webauth-group testl

44.3.2 BEwebI\IFEAE

G web IAIESRIRAC & 1P IR
IR #E A\ enablefE {417 show running-config webauth-policy

HEBCESR:

host# show running-config webauth-policy

11
protect-policy 11 ge0/3 ge0/0 any any always webauth

enable

webauth-group test1
!
112 Web I\ IE 5 0%id 5 ; ge0/3 2 WebiAiiF 5 ms Bt B (1) A\ 45 1 % #K, ge0/0
Web DA IE 55 B 0 B 19 HE #  44 FR,, enablesRoR g FIX 25 5k E , testl
X S Web A TIE S 51 I P 4L 2

=
=

=
=

44.4 % WEFES T

44.4.1 HFEWR : NER P#ITIAER LK

PR YAE R AT VE RS 2RI
vl (1 #FiRR

(2>  Hrosgs
(3)  AHARARTEH S 4 B GIE P UGIE I T A AL I
RADIUSH 55 %%
(4)  RADIUS/LDAPHRZ#RECE# 1% (Lhan: JLZEH, IPED
(5)  RADIUS/LDAPRS #4844 b (Helnn: PINGAN#ED
(6)  RADIUS/LDAPHR% %% 347 IX AN 7
fidt R () KAEMFEN, WAIERK R P 2
(3)  fREEH
(4> NP IER FTE AR IIRADIUS/LDAP R %% 2%
(5)  fE%iZRADIUS/LDAPHR 55 %3 it &
(6)  HESEMAFWARIRADIUS/LDAPHR 45 4 AEiE N, AEPINGE
(7)  NiZRADIUS/LDAPR % 23 7R % 1
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fie & Motk % 5%

45.1 Hhhik 3t & Fdth i X 5 2B 48R

NT IR BCEME R, N R EPir G35 7 IR R K8
oo HIHEXS R > R GO, bk AR ML SR S . A EThRER)
Fo B, TTRLS Rk ROk E SCBE B AR 254

45.2 g & thit % g Fnih it 4R

HhEXT %538 IPV4 2538, 1PV6 257, MAC ZRAILLJ IP+MAC 288,
IPV4 AL il o G2 rb ] LLAR 2 B 2 16 1P ik, o m DR 9 2 A5 1) 7 3046 o
IP YG, &P LS IE 1P sk e 1P G, BEE AN ISP ik .
IPV6 R fy bl o G rb o] LAYE 52 B 1 1P Mk, o mT DUFH 9 2 85 1) T 203
IP JGH, &v PUEE IR 1P #ik (T U IP JERET. MAC SR Ml R
ATLLFEE 21 MAC Hitib. IP+MAC A b R, ATELE —AN 1P Hitk 5
—A> MAC Hi3itAE Ay bbb of Reidh 474 B

45.2.1 BEEIPVABIR R AT &R

B QIR

fic B AP IR
B configure terminal HE PR B A
HIR2 address NAME 1 44 INAME i3 5
HIE3 show address NAME TR Hi ARG R AC EAE B

1§ ] no address NAME A] DA B3 45 & ik 6 5 o

B R sl (CERL, T, YEHE, isp HihkED

Hic B AP IR:
I configure terminal HENBCE A
£ Ix2 address NAME HBEN 44 AINAME b0 G5
SR description LINE HEIR 1% % 5
HRA host-address A.B.C.D H 8 R WP HLHE NN 12 Hu ki %o} 5 Hp
2] no host-address A.B.C.D 48 E AP Ikt M S bk 36k 52 A i 5
s net-address A.B.C.D/M W — AL HERD I Z L hET R
i no net-address A.B.C.D/M H 48 5E 1 90 48 St kb M3 R ok 5 b i g




RN e R e

i |

LIRS

range-address A.B.C.D E.F.G.H

RS20 IPHhEF RG], FHa
FZHh kx0T R

S I%9

no range-address A.B.C.D E.F.G.H

He 4R E b7 A o b i B

A YE10

isp-address NAME

g —NISPHLIE ZE I N kit %o 5

AN

no isp-address NAME

He 48 T AIISP I 22 ML Xof G b

A PR12

show address NAME

R R EE R

B R RPN B (TR, D

P B D PR

g

configure terminal

HEBC B AR

A YR2

address NAME

HEN 4 ANAME b E S % A5 2

LIRS

net-address-exp A.B.C.D/M

F4 48 T I HE RS P 48 HERD 0 N 1% b hE
X G

LR

no net-address-exp A.B.C.D/M

K FIR B 1P [9%] 28 H5 A5 M 122 1 1k of 5 v
B

LIRS

range-exp-address A.B.C.D E.F.G.H

F4 48 5E (9 HE I 1P ik 35 B I N 3% M ik
PUE LT

IR

no range-exp-address AB.C.D
E.F.G.H

K FIR B 1P 3t 1k 915 B A 122 1k of 5% v )
2

i

show address NAME

BRI SRR EAE B

45.2.2 BLEIPV6IERI RSS2

B O3 IPV6 HibE X5

Fo B AV IR:

i

configure terminal

BEAC B A

HIR2

address-v6 NAME

B4 ANAME K IPV6 ST %6t 52

LIRS

show address-v6 NAME

R AR SRR EAE B

{# [l no address-v6 NAME w] LA TE 5 IPV6 Hihik Xt % .

B e R IPVe ks R (ENL, M, YEED

| configure terminal HENC E A

£ Ix2 address-vé NAME HBEN 44 AINAME I b0 G5

HIE3 description LINE HR Z bk X 5

LR host-v6 X:X::X:X K48 E NPVEHBIE I iZ i hE xS G

IR no host-address X:X::X:X L8 T8 FIIPVE I b A b %ot 52 Hb B

%6 net-v6 X:X::X:X/M B — A WAL HERD N Z kX % R

| no net-vé X:X:X:X/M H1FE T 0 45 Tk AR5 5 o

F I8 range-v6 X:X::X:X  X:X::X:X RIS 2R IPHER RS, RN
B Z bt X R p

P no range-vé X:X:X:X  X:X:X:X Fa 4 (07 bk 0 ] A b X 5 H )
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ST show address-v6 NAME SRR R E E R

45.2.3 BEBEMACHKBR MY 5

B G R

Hic B AP IR:
2| configure terminal HEE B R
12 address-mac NAME B 42 HNAME FIMACZE R i 1k % %
IR description LINE R iZ RN 5
L show address-mac NAME B RHHEN S E A E

¥ no address-mac NAME ] LM & 45 72 MAC Hidik x5
B A HE SRR mac Hidik kGt

fic B AP IR:
P configure terminal HEAEE R
HIR2 address-mac NAME BENZ ANAMEIMACZEZL Hh ikt 5
F IR mac-address FF-FF-FF-FF-FF-FF 8 IMACHIhE i A Huhk 3 %
I%6 show address-mac NAME EoR e R AL E S S

1§ no mac-address FF-FF-FF-FF-FF-FF 7] DLEEE 52 1 MAC Hidik M bl o %

H i B
A LI B Gi->BL E—>DNS W, BLEAF 4 DNS MR 4 2,
= B HBE T BERAATRIAT 69 IP Xuhk, B hidAe A%k
L HuHE S F A R R o

45.2.4 BREIP+MACHKE LSS &

B G R

W= &
| configure terminal HENTC B AR
52 address-ip-mac NAME B 4 JyNAME [ IP+MAC 25 B 3t hit:
XA
$ %3 description LINE ik izl 4
R4 show address-mac NAME Honthhbx R ERE R

f#H no address-ip-mac NAME 1 LAHIBR 5 52 () IP+MAC Huhik X %
W RS R AN IP+MAC Mk A
Fict D 0% -

| configure terminal HEC A
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H 2 address-ip-mac NAME B 44 9 NAME [¥] IP+MAC 5 4 $b 1k
xR

FIRA bind A.B.C.D FF-FF-FF-FF-FF-FF 45 72 1K 1P Hh bk 5 MAC H Rk in A H
HEXF 5

4] show address-ip-mac NAME HBoaihabx R E R R

ffH no bind A.B.C.D FF-FF-FF-FF-FF-FF , #f87E 1 IP Hull 5 MAC Huhl 5
M BN G e i B

45.2.5 B EibH4A

Hohb X G20 R RS, — AN S T DL EE 2 AN bR 4 .
A LLA address-object iy 4 Al ik Xk G4 Higsin— AN Hohk X 42 .
B O bR

fic B DIk
P configure terminal HEANEE R
5 IR2 address-group NAME B 44 JINAME [ b1k 20
HIR3 description .LINE aNELh e RAERYI IE 1 B
IR show address-group NAME R b %A T B B

f§iFH no address-group NAME 7] LA 45 52 1 His ik 2H
NI th (RN S e N O 5 A

B configure terminal HEA PR B A

%2 address-group NAME HBEA A ANAME F bk 5 2 15X
HIE3 address-object ADDRESS HF 8 B HLHET S 2z k26
L show address-group NAME EoRHHEX RAMEERE S

f# i no address-object ADDRESS 4RI DA Bk dth hik o 5 41 v i ik
address-object iy & N HLbESS 5

45.2.6 Bg Eig 2 bt

A L — A RFFR RIS B, 0 AR FRE SONIBA ik, X R B R GEA
DNS Ak 55 St 211K 1P Hiht £ 45 .

7] LA address-domain 61 &t — M8 4 Hdil
B O AL b

Bo B P IR
| configure terminal HEC A
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L UR2 address-domain DOMAIN B 4 HDOMAIN 748 42 Hi -
SRS show address-domain BRI Mk BB BN R R AE B

fiH no address-domain DOMAIN A LI K538 52 (38, 44 Ho il

45.3 i & =451

45.3.1 BLERAG): RMMUEF R SR RE

ESUEiipo
P B — SRS ST — IR R AL FURE X AN bl GO IR SR

Hic & AP IR
HIR A g — > k% 5
FW_A(config)# address dev

A IR2 FEIXA ks G R in—A> EH UL
FW_A(config-addr)# host-address 192.168.10.100
U3 Bl — Al x SR

FW_A(config)# address dev-group
gl H kT G (dev) TR N B Atk x G20 B
FW_A(config-addrgrp)# address-object dev
H RS BRI B

FW_A(config)# show address-group

address-group dev-group
address-object dev

fic & 45
FW_A# show running-config
address dev

host-address 192.168.10.100
!
address-group dev-group

address-object dev
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45.4 HhE3F &R 5 k3 5 40 Me i
54

45.4.1 BEFHUIFTR

B FAHdE T S A B
B SRR IR S5 B

FW_A# show address dev
address dev

host-address 192.168.10.100
!

FW_A#

dev/EHuik % 5 4 F%; 192.168.10.1002 FEHLIPHuHL .

45.4.2 EEMHIFTRA

B FA I G )R
LB TIRFEA N RAE R

FW_A# show address-group dev-group

Address-group dev-group
address-object dev

!

FW_A#

dev-group & Mk Xt R 4 44 FK; devit bk X &

45.4.3 EEFE ML

A A ML P IR
LEA N NSRS U W N[ A= 5 AR S

FW_A# show address-domain

address-domain www.sina.com
dnsresolve: 49.7.40.183

address-domain www.baidu.com
dnsresolve: 220.181.38.149
dnsresolve: 220.181.38.150
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dnsresolve: 106.120.159.141
dnsresolve: 106.120.159.142

FW_A#

WWW.Sina.com: e 38 4 Hihik (11 44 FR ; dnsresolved &7 ) MDNS IR 25 23t 21 1) 1P
Hodik.

45.5 = W HPE ST

45.5.1 #FEIIR1:

M5 1 47no addressjaddress-group NAME LG, 1% 5 R 8 R A IRAEAE

Vil M ASF R RAEEE S HE, AR @I nofr & Mk

itk Al PRI e L Bz R E R MBI, e HEA RS 2 S Hno
i A MR 9T A

45.5.2 #FEINR2:

PR WAL, EEEAIEIIR, AN,
T KA 2 G HIDNS I 5% d2 1 L2 RGBT B AEW IEH Ui
figp R N A GERCE A RIDNSHR 55 4% -
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40 RERER

46.1 PR S5 3T R FNBR 55 X R LB LA

NTITHEM P BCEME R, N ACL T & iRa ol 7RSS SR
To MEHEIHREMECE S, TTLLG AR S5 X GOR e SCHC B AR 261

46.2 Fig & AR 3T R AR S X 5 4R

R 25 et B T RIS B o
46.2.1 ELEEPRFZ TR PFIMTCP | UDPARSS

A LA tepludp fiv4 17 Service N tepludp AR%5. XFT TCP #1 UDP 2k
P, RS AT RAAE P P DR E AR {E R

fic B AP IR
| configure terminal HENHC B AR
F¥R2 service NAME BEANZ ANAMEM IR S5 G2, ik
AEAEF AR RS S

HIE3 (tcpludp) dest <1-65535>  FRIM—MepludpiRss, 7 E S & B bR
[<1-65535>]  [source  <1-65535> IEKYuE, tHA] LSS &K OB iLH
[<1-65535>]]

WIRA show service NAME BRI ST ENAME L B A= B

1 F no (tcp|udp) dest <1-65535> [<1-65535>] [source <1-65535> [<1-65535>]]
AT DB AR 55 0 S 15 B

ZH V-

4 (1): service NAME
28 BiEA RERE
<NAME> H 55 %8 B (R 44 7

4 (2): (tcpjudp) dest <1-65535> [<1-65535>] [source <1-65535>
[<1-65535>]]

SH | R E
<dest> H by o
<1-65535> H brite v D o
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s |

<1-65535> H AR ik O &
<source> i p
<1-65535> PR 1R O ¥
<1-65535> PR 1R ¥

46.2.2 BLEEARSE TR FPAMICMPHR S

A L icmp #2417 Service RN icmp % . X T ICMP, RS 3 & A5
7M. type. code 15 K.,

Hic & AP IR
P configure terminal HEAEE R
9 service NAME HEN A INAME IR AR % Xt s, it
AETER B EFT RS X R .
$ 153 icmp <0-255> [<0-255>] AIn—Aiempfids, A5 Etype, T
PAFE %€ code
UM show service NAME MRS % R NAME AL E (7 5
SV -
fir4d (1): icmp <0-255> [<0-255>]
2% 4B RAEEE
<0-225> ICMP type G
<0-225> ICMP code .

46.2.3 BLEEARSZX R FRIMIPRSS

AT LLAT ip fir4 1) Service F RN ip R5% -

Mo B D IR

X P, AR GALE e

p

configure terminal

HBEATC B AR

£ Ix2

service NAME

HEN A ANAMERI IR 3 A2, il
ANAELE O BB R 555 %o

LIRS

ip <1-255>

BIn—ANipik4, 7 ZLE = protocol

A IRA

show service NAME

SRR AT R NAME R L B 15 B

e (GLE

i (1:

ip <0-255>
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B BiHA PAETE
<0-225> Protocol type o

46.2.4 BLERRFZXRETRMIRSZ IR

MR 53 RAR MRS R LS, —DIRG X R4 RS2 AR 5.

" LLH] service-object iy < AR S50 RALF AN — ARSI B, W L REGETIE
SRS, WA LU B E ARG -

fic B AP IR
| configure terminal HENAC B
HIR2 service-group NAME HEN B INAME RS G,
AL R BT AR 55 % R4
HIR3 service-object 45 T W PiE SR S5 B E 8 MR % R
("CMD_GROUP_SERVICE") anyi#s in 2z ik 55 0 4 A
XA show service-group NAME BIRAR %5 ZNAME B B {5 B
ZHU -
4 (1): service-object ("CMD_GROUP_SERVICE")
28 Pi B RELE
<"CMD_GROUP_SER  R& L FM e XM &
VICE “> # HE 55 Elany

{# /| no service-object (‘“CMD_GROUP_SERVICE”)fir 4 7] LM 4 Ik 55 % % 40
HiE R service-object i 2NN AR 553 %

»CMD_GROUP_SERVICE” % “CMD_GROUP_SERVICEX
"ISRV_OBJJany", CMD_GROUP_SERVICEX 2 £ 4. & X #)
Mg, »HA

ahjaol|bgp|bootpc|bootps|daytime|dh
cp|dns||esp|finger]|ftp|gopher|gre[h323]
hostnamelhttp|https|icmpl|igmplike|imap|
info_adress|info_request|irclinterne

t-locator- service|l2tp|ldap|mysqgl|ne
tmeeting|netbios-ns|netbios-dgm|
nethios-ssn|nfs|nicname|nntp|ntp|
onc-rpclosf|pc-anywhere|pim|ping|
ping6|pop2|pop3|pptp|printerjquake|rad
ius|radius-acct|raudio||rexec]rip|rlo
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gin|rshjsambalsccp|sip|sip-man
messenger|shell|smtp|smux|snmp]s
ocksl|aquid|ssh|syslog|talk|tcp|telne
t|tftp|time|timestamp|tproxy|udp|uucp|vdol
ive|wais|webcache|winframe|who|x-windows

, SRV_OBJ £ A F 8 & LR % &4, any AEEIRS .

46.3 fit & =1

46.3.1 FcBRHIL: HMRFSHRERFFRE

E UKo

BB — ARG RAN— AR 5550 B I HORE XA IR SS 0 RIS 0 R
H.

Pie B A B
H I B — AR R
FW_A(config)# service svc
%2 FEIX A IR R R INTCPAR 55
FW_A(config-sev)# tcp dest 80
H I3 B — MRS R A
FW_A(config)# service-group svc-group
R4 H IR S5 5F G (sve) IR I BX AR 555 G20 B
FW_A(config-sevgrp)# service-object svc
] TR B

FW_A(config)# show service-group

service-group svc-group
service-object svc
]

FW_A(config)#

fic & 45
FW_A# show running-config
service svc
tcp dest 80
!
service-group svc-group

service-object svc
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46.3.2 L ERFI2:ACERSZ TR

ES Uk

BB — N IRG RS, Hbas ep P, HFREE D498 23, Y H K7
[l & 1~65535.

(W 8
H I B — R R
FW_A(config)# service telnet
9R2 T JI 55 o G e R Jam iy 11 90

FW_A(config-sev-obj)# tcp 23 source 1 65535

NG

46.4 R S5XTR 5 R F X R A LTIE S U

46.4.1 BEERFZHR

B FA I ) TR
PEY BRI R(E R

FW_A# show service svc

service svc
tcp dest 80
!
FW_A#
sveiE IR R A FR; 8042 H A5 .

46.4.2 EFREZFIRA

B FA IR S D IR
BB SIRHEA R RS B

FW_A # show service-group svc-group

service-group svc-group
service-object svc

FW_A#

sve-group e IR %5 i G2 AR, sveig IRSS X R FK.
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46.5 5 NEEE D1

46.5.1 HFEIISR1:

M5 470 servicelservice-group NAMELLJG, %% R 8 R AHAIIRIFAE
vagiin B AR RAIEER SN, AR o 2.
IR AT UGG RS FL B E E iz R e RS, e A 151 2 S T Fno

i M BRI A
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4/ RERANR

47.1 N B3 &8k

NTIHEM P BCEME R, N ACZ YT & iRa ol T R SRk
To MEHTIHREMECE S, TTLLGI R A GOR e SCBC B AR 261

IO FH X G B 4

®  TUE XN BARKIHISRAL, iR EEAE . BIREE RS, HETH 20 K
2K 1000 ZFHNIHT, IR TRAE ST, AT E A RCE.

® FENMH: HEMSAMTIHE.
o WA T[EM/UATEE, W5 HITUE SONMHIAE E SR

47.2 BL B R AR R

4721 BEEBENXNA

H g SO AT G B s AL Yk B Rk s DA E bR D4E B

fic B AP IR
| config terminal HENHC B AR
F¥R2 app-custom NAME e & 5 R
I3 custom protocol (tcp|udp) bk e yINNE It

XA custom  (src-ip  NAME| src-port FELEJREMAE. PO, Bk, B
<1-65535>| dst-ip NAME| dst-port il

<1-65535>)

UKD end IR [ R RO

S IR6 show app-custum TR H E XN T E
f# /| no custom (protocal|src-ip|dst-ip|src-port|dst-port) if LLEE X E 52 v
i E
ZHUL I
#r4 (1): app-custom NAME

24 VLA HRAEIE

<NAME> H R SOMLH ) 44 B 7

4 (2): custom (src-ip NAME| src-port <1-65535>| dst-ip NAME| dst-port
<1-65535>)




RN e R e

mammg |

B BiHA PAETE
<src-ip> bk

<NAME> Hudik X 51 4 B 7
<src-port> P ¥
<1-65535> P 11 7
<dst-ip> H ik p
<NAME> Hudik X 51 4 B 7
<dst-port> H i 1 ¥
<1-65535> RN | 7

47.2.2 ECERN A4

SKEBME R, — AN SRS e H T B G 2 AL, K 5 25| L P 2
R, 51 AR AL BIT o AT 51 F e SO R AT B RE SO

fic B DIk
HIE config terminal HE P B A
K2 app-group NAME [L=ANAEEEE
p desc DESC BOE N Ak
SLIRA member (app| category) NAME 51 R Bl N 4328
IR end IR (BN
S IR6 show app-group BRI AR E

1§ Ff1 no member (app| category) NAME A] IR S A 4060 52 (4 51 .

ZHUL

#ir4 (1): app- group NAME
ZH LB RELE
<NAME> IS FH 4L H 44 5K 7

4 (2): member (app| category) NAME
ZSH k] RELE
<app> SUATE LN HB#FEE

PEAE!
<category> 51 R 43 2 7
<NAME> S EE N KA R
47.3 BL & =11
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4731 FMBEX MBS MAH

ES Uk

e B — USRIy top. PRk 51 bR R A FRE 123 [ H & O A
—ANAHA, JFEREXAEE SN R H R .

Hie B A IR
FIR Bl —MHEE XN
FW_A(config)# app-custom c1
FIR2 TEIXAS H 8 SOV C B i Y
FW_A(config-app-custom)#custom protocol tcp
I3 TEIXAN B E SN 1 BE B R Hb ik
FW_A(config-app-custom)#custom src-ip 123

H IR A —> R A
FW_A(config)# app-group gl
L 8 SR (1) m B AN S 20 B
FW_A(config-app-profile)#member app c1
RS TR B
FW_A(config)# show app-group g1
member app cl
FW_A(config)#
BoE 45 R

FW_A# show running-config
app-custom cl

custom protocol tcp

custom src-ip 123
I'app-group gl

member app cl

474 N5 RN AR SIT 5%

4741 BEBAENXNA

A FA HE NP TR:
FIR RN HE L HEE
FW_A# show app-custom cl

app-custom c1 app-id:10006 ref:3
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custom protocol tcp
custom src-ip 123
FW_A# cLiE H & LA FR; 123 Huhk X 5 445K

4742 EEMNALHA

B RN AR D IR
SEL BIREA R ARG S

FW_A# show app-group g1

member app cl
FW_A#
gL N AR TR, cLa N AR

47.5 B WEBES T

47.5.1 HFEIR1:

M5 AT no app-custom|app-group NAMELLJE, 1% H € XN FH BN FH AT SR A7 7E

Vaxiin AN E SON BN T IEZERE ST, A Red@ i no i 2B .

i TR A LA e I B % e S BN A DI, i R RS R
P Fno iy 4 MR 1715 A
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48 Y oE

48.1 F P34k

F P RS AN R P P H . P R E S 2R, AEH
PRS- E R . H P SRR o A UE R 7 A ERAS SR P R
YAER e BB IR P 5 2 E AN FAE 5, AT LR A HAGE,
WAT LU LDAP RS 25 IAIE, B RADIUS ARG 25 A1IF
o  AHIAIE: FEEACE AN A GEE .,
® LDAP MR&5#5IMIE: 75 E 4R AN LDAP %545
® RADIUS IR #INIE: 75248 2N AT RADIUS IR55%% .

BAHFEH, . MERSHEAIN, FEREMMNKYE IP. 7 L—4
IP Mk, WA —A IP HibEyEH .

JITAS B P P I RT AR 3% 05 T B AN R

FEHTEE P AL 5 S B N AR T LA R, TP R R AAIE IR 55 45 B 7
Ferb P R BR BN IE AR 55 4% R B3 AT BAO S

482 FLERF
(W=

configure terminal HEBC B A

user access USERNAME enable Bt P R REEE R

user access USERNAME disable W PR R ECE P R
ffi5e

user access USERNAME group HHA P AN AT E

GROUPNAME FAER Pl 5 P AL
D37 2 P I R P N 2
ek

user access USERNAME [ldap|radius] RS AR IER P, FEE eI

SEVERNAME IR &
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user access USERNAME local PASSWORD AR EA P, HFE R E

=,
user access USERNAME static ragsgeE A e, e
(config-user-static)# host-address IP HARIP
user access USERNAME static rEEAsY e A, e EIPiE
(config-user-static)# range-address BEGIN-IP
END-IP
SR
Z¥ PiE R E
< USERNAME > P4 "
<GROUPNAME> AP MARMBESAFENHE X1
JH AR
<SEVERNAME> i 78 1 P IR 55448 44 I
< PASSWORD > AHIER P FRNERTS
<IP> HAYREIP I
< BEGIN-IP > S EIPYEREIMELRIP
<END-IP > HASIEIPTUEREGRIP
483 BCEMA A
fie & DI
configure terminal HEARC B
usergroup NAME W e
ZH UL«
ZH BiEg HRAETEE
< NAME > F 4R 42 R G
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48.4 fig & =51

48.4.1 BLERB: B EINERFAHMARRES

ES UK

fid B — 42 4 testl fASHAIER 7 A IE RSy 12341234 it B — 44 N test2
F] LDAP AL P, 8 LDAP AER 45232 F5 N myldap. it & — MR
PAER /7 test3, HEF&SYE IP A 10.1.1.2. HEHX 3N MR A H

testgroup ',

fic B DIk
host(config)# stated enable R %15 Bl R IR
host(config)# usergroup testgroup B - dtestgroup
host(config)# user access test1 local 12341234 B A HIIEAH
host(config)# user access test2 Idap myldap HrELDAPIAE 7
host (config)# user access test3 static FrEESUIEA P
host (config-user-static)# host-address 10.1.1.2 4P 5EIP
host (config)#user access test1 enable fERE3NH P
host (config)#user access test2 enable
host (config)#user access test3 enable
host(config)# user access testl group testgroup F3NH P A E
host(config)# user access test2 group testgroup testgroupH ;7 4 A
host(config)# user access test3 group testgroup

BB 25 R TR

host# show access-user

Access User Name

testl local
test2 Idap
test3 static

Total users : 3

host#

User Type User Status

enable 12341234
enable myldap
enable

Password/Radius-Server

Reference Count
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g |

host # show usergroup
Usergroup Name
testgroup

Total usergroups : 1

Usergroup_Type

local

Refer_Count

0
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49

49.1 I\IERR 5522 ik

IERR S5 A%

TR &P T & X F#H RADIUS R4 % LDAP R4 1 H FME. (1)
AT LA I — RADIUS IR%5 #8004, L Auvr FH P 48 FH ik 52 1) RADIUS iR 55 4=k
ATINIE. (2) ATRATRIN—A> LDAP 55 aexf R, BLA v H - 4 ik %€ 1) LDAP

R 2T INIE . 7E web IAIES & B G UEF, 7T UG FRAC B ) R 55 2 %) Gtk
ATIFRINE

49.2 Bic E 17 AR

49.2.1 TP ERADIUSIAIFIREZBITR

W=z &
IR configure terminal N2 R E
HIR2 radius-server  NAME  AB.C.D #REradiusfi %2845, IPHhtik, %75,
SECRET [PORT] Ui 15
I3 end B4R

£ no radius-server NAMEiy 2B £ G122 it radius iR 55 3 X5 % .

49.2.2 TRELDAPINIFRR BB

Hic B AP IR:
I configure terminal HEN 4 JRE B A 5
L2 Idap NAME fi 7€ Idap e %% #5 4 K, 1\ IdapPic & Ay
A4k
FIR3 Idap A.B.C.D [PORT] fic. B Idap /IR 45 28 1 IPH AL . 35 5
IR dn DN fic  Idap A 55 28 X 51 44 dn
IX bindtype regular user NAME passwd it B ldap 55 28 BE A . 25HY
PASSWORD
%6 end B Hldap & 4555, 1B H AR

f8H no Idap NAME i 4 Bk C 1 2 1) I dap i 55 28 0 5%
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49.2.3 BEERINERFBEATR

fic & LU
| show radius-server A A radiusfi 55 8 4 R 51 R
Py show Idapserver B I dap iR 55 4 X ik

49.24 BEERYI

ZH—
radius IR &2k 1.1.1.1, FCE radius ik 55 28400 H P A 2 5L
fic & 2D IR .

H I BENBC B A
host# config terminal
FIR2 Bldradiusfi 55 48
radius-server radius 1.1.1.1 secret 111111 1812

F
Idap MR45#s ity 1.1.1.2, FCE Idap RS #8456 7 R0 61 fd
fic B A %
I E N Wk e
host# config terminal
%2 B Idap R %5 #%
host(config)# Idap ldap_test
g ) P & Idap /IR 55 25 (1 ipt ik A 1 5
host(config-ldap)# Idap 1.1.1.2 389
R4 i £ X 51l 44
host(config-ldap)# dn dc=test,dc=com
] B B H P 4
host(config-ldap)# bindtype regular user cn=admin,cn=users,dc=test,dc=com
passwd 111111

49.3 ADIH[E) %

49.3.1 ADEEZ#iA

i AD 35[0 S mE 0] LUK LDAP R %% 28 LA P 41 A0 38t e% b, J5 @ P Af
M.
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49.3.2 e B ADEEXE

Wk 8
configure terminal B E AR
ad POLICY_NAME SERVER DN (WA

=
T
S
=
S
=
5

ad POLICY_NAME sync

18 H no ad POLICY_NAME fir 4 7] DL 4 5 2% 5 .

SR«

4 (L: IINFEZD %N : ad POLICY_NAME SERVER DN
2 iEd BREME
<POLICY_NAME > [ 45 W 44 B I
< SERVER > HEFCHILDAPIR S %4 T

P
<DN> A5 BAELDAPIR S %% - 6
it % 42

4 (2): PATFEE 4 ad POLICY_NAME sync
28 i BRY I E
<POLICY_NAME > [F] 25 S 44 FR 7

49.3.3 BLE XY BLEREZFESICEIEE

ESTE 3L
BiC B [F] 20 SN aaa, i Z[FP 11 LDAP IRk55#% 4 myldap, 75 Z [R5 14 3 ) DN
v de=king, dc=com. >7B[[F]i% 5 .

Hic B AP IR:
host(config)# ad aaa myldap dc=king,dc=com i & 7] 5
host(config)# ad aaa sync RATIERIATA S
BB 45 R

host# show ad
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Policy Name

aaa

BEFD SR
acc# show usergroup
Usergroup Name
adc

aab

aaa

03

04

05

06

07

08

09

10

a

b

Total usergroups : 14

Ldap Server
myldap

DN

dc=king,dc=com

Usergroup_Type
local
local
local
Idapsync
I[dapsync
Idapsync
I[dapsync
Idapsync
Idapsync
I[dapsync
I[dapsync
Idapsync
Idapsync

Refer_Count

0

0

0
0
0
0
0
0
0
0
0
0
0
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BiE URL 4%

50.1 URL %> 2481k

NTITHEMPREMER, T RLePTrawgHhsI AT URL 733KM
M. EHEIRMEES, LIS URL 70 R 5E i B AR % AT

URL 732K F 4045

® JiiE L URL 7p3K: HH UL URL #EAT 7028, fllnge iR, SRIEEN. I
WP 4%, 8 URL RRAEE TR, AR EH P RE.

® [FHENURLAE: HTEHFHATRE.
® URL#A: FEAPETHRE, W3l AWE X URL 425A1H 2 X URL 4024,

50.2 Bt EURLS 2

50.2.1 BeE BHE X URLS

HE 3L URL 7) KA L B 73 FEAiid -

fic B AP IR
| config terminal HENHC B AR
F¥R2 url-custom NAME e & H & LURLAM 26
HIRS desc DESC fid & H & LURLSM ik
s end IR (B R
] show url-custum BIR HE X URLA KL E
{8 H no desc 7] DL XS H & X URL 7 K5 1) e
ZHUL I«
4 (1): url-custom NAME
28 Pi B3 SRELE
<NAME> H & L URLS 44 55 7
4 (2): desc DESC
28 Pi B3 SRELE
<DESC> e INIAEAY 7




RN e R e

AL URL 7% I

50.2.2 fig @ URL4H

SEPRERT R, — NSRS 2R 7 B G 2> URL 7038, 55 2251 il URL 73
RECE P URL 4, 51 H1% URL ARIAT . AT 5 I FilE L URL 20 2RA1 H 3E XL URL

K.

W=k &
I config terminal HENBCE AL
W IR2 url-group NAME fic B URLA
P desc DESC %A URLA A
gl member url NAME 5IFURLS 2
P end TR R AR
s show url-group ERURLARE

i no member url NAME ] PL#IER URL 4%+ URL 4r25K151 H «

S ;

14 (1): url- group NAME
Z¥ PiE AR E
<NAME> URLAH K2 FK 7o

4 (2): member url NAME
ZH BiEg RAEEE
<NAME> URL 28 ) 42 y

50.3 B & =1

50.3.1 #ARMURLA

E UKo

L& — URL A, FH¥K LN “GRER” HIE L URL 728 URL 4HH.

o B D IR

@ —URLA

FW_A(config)# url-group g1

B TE LURL S 2K (entertainment) s i 11X A B A 2 5L

FW_A(config-url-group)#member url entertainment

iR [ AR

FW_A(config-url-group)#end

BoREINGE R
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FW_A(config)# show url-group g1
member url entertainment
FW_A(config)#

=R
FW_A# show running-config

!'url-group g1

member url entertainment

50.4 URLSZE 5URLLA 515 54 4A

50.4.1 EEHFENURLS

B FE i L URL 50251120 5% -
L SR LURLA %A B
FW_A# show url-class

url-class
1 => entertainment BRIR RBSRETERIR. AR
2 => game Wik SRR TR I Pk
3=>shopping &%  IRHBEMIZEIGNNSG SR R o

4 => financial-planning S b2 A PRAL AT S R T 1
W3 o

5 => life-inquiry A TEAE W FRALV K H 5 A IS 25 A R EUR
55 (I3t o

6 => interests Y4B 4f FRALE B T A T P19 M8 7 U7 A 5% T Y 3l o

7=>education $H  HRHLHSHE VIMSRBICIR 55 (2 K0 .
8 => sociality 135 HEHLEE SR £ 4R T P 55 A
9=>news  HiA  IREGEAREIE. FIRmRL.

10=>email  BFF T AT T B B BB 7 R

50.4.2 EEHRBENXURLS

L HE X URL 73 K15

S BonBEE XURLAYHRER

FW_A# show url-custom
url-custom custom10 url_id: 1999 ref: 0

str-num 1
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50.4.3 &EHEURLYH

BAEFA URL HE B IR.
| SRFEANURLAKE B

FW_A# show url-group g1

member url entertainment
FW_A#
912 5 FH 41 11 4 B ; entertainment 2 3 (1) 44 B o

50.5 % WLEPE 71

50.5.1 HFEINER1:

M5 470 url-custom|url-group NAMELLJS, % H & L URLS ZRELURLZH A SR1FAE

Vi M—/NH E LURLS EEURLALIEZERE 51 BT, BiAS e it nody & MHER .

fift- 1k AR B ECE 2 E 5 LURLAF EERURLA MBI, B a3
2 J5 Fi FHno i & R 1T s
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51 REHZHE

51.1 7 F X &R 48tk

NTITHMEMPBEEMER, TR el TEa RO,
FEHEIhREMIECE A, AT LA G A X GOk e SCRL B AE R A6 A

IO FH X G B 4
o HENHEAH: [EMSAMTRE.
o WXl WEMIUBAMTERE, W5 EE XN,

51.2 Ft Bl Z 3T &R

51.2.1 BLE H e 42

B SO T BCE I A . RS S .

fic B AP IR
FI config terminal HENHC B AR
FR2 domian-custom NAME e & X4
I3 domian (include|string) STRING Bl B A e 4 7
LR desc DESC W B A 8 S A ik
LIS end IR RS
%6 show domian-custum SR EE XN E
{8 H no domain AJ DLEH AT B 5E S 745 B 10 E .
S -
4 (1): domain-custom NAME
28 Pi B3 SRELE
<NAME> EREC AR S T
4 (2): domain (include|string) STRING
B B B REECE
<include> A& &
<string> SE4 LR I
<STRING> H A 344 71T 7




FARR AT ey & G mEss g |

51.2.2 ECEIRAZ A

SEBME R, AN SRS L T B 2 A X G, R G A T B
A, 5 A AR,

(W= &
I config terminal HENBC B A
W IR2 domain-group NAME fic B 3 4 41
LIRS desc DESC PacRC B2k
FIRa member domain NAME S H B E 54
<] end IR AR RS
IRG show domain-group BRI A AL E
8 H no member domain NAME #] DA 384 455 H 5 SU8 4 151
ZHU I -
74 (1): domain- group NAME
ZH i BAEE
<NAME> A4 L A R 7o

4 (2): member domain NAME

¥ i Bg BREECE

<domain> 5 H A & X84 o

<NAME> 2 U4 I K "
51.3 it & =1

51.3.1 #HNE & BH 5HA A

ESELBO
BeE —H o A M — AR A, T HR XA E 7 A TN A% 2 .
e B IR
LI A —A>E € 4
FW_A(config)# domain-custom c1
W2 FEIXAN E 78 SN H C B A A 4+ e
FW_A(config-domain-custom)#domain include 123
RS g — MR A
FW_A(config)# domain-group gl
IR e H E SO (C1)iR B X A4 4 B
FW_A(config-domain-group)#member domain c1

LIRS BRI G B




TR BB et & M sz s |

FW_A(config)# show domain-group g1
member domain c1
FW_A(config)#

W= S

FW_A# show running-config
domain-custom c1

domain include 123

!

domain-group gl

member domain ¢l

51.4 BENIEE Sl i 540

51.4.1 BE HEXB4

R R E A HP IR
SR BRREAEE AR

FW_A# show domain-custom c1

domain-custom c1 id:1 ref:3
desc descl
domain include 123
CLfE H E LA descli € SIS A ik 123834 71T .

51.4.2 EMNAA

AN RAL H K IR
LI BORFEANEAANE R
FW_A# show domain-group gl

domain-group g1
desc descl
member domain qq
QLRI A MR descli2IRA A cl)E B LA AR,
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51.5 & W& 1

51.5.1 WERR

PWE #47no domain-custom|domain-group NAME UL , 1% 1 5E X8 4 sl 44 41455817
fE.

Zaxil A EE A B A A ETERE SRS, BN RR i nofir &M B .

fir ik LSS e RS E X B SR A B A 5, e A #GI 2 G
i Fnofir & MR iZ 5 5
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52 REFERNS

52.1 £ xFBet () 0 &) BAR B 48

NTITHEM P BCEMER, T2 6 s& oI 1 EX R
W, IS TR)RS R 73 g 5 i () A0 & IS 1) . 7E e ThRERIEC B b, AT LS| HTI [
FRE I B AR %A

LN IR PiC B AR 55 6 45 52 (VI TR) P9 A2
Je ST VW] - PG B e 55 4 R BB 8] Vi B P9 AR i 8 YT CR I~ ED T,

52.1.1 Fc B Al B HRETESEHE

2 0f i 18] o A BEC B — N Rk E)YE

fic B AP IR
| Configure terminal HENHC B AR
£ IR2 schedule onetime NAME HBEN A4 INAME I 208 I TR,

ANTEAE 0 0 BT R B TR % 2 o
SR absolute YY-MM-DD HH:NN:SS W0 B A AL TG . 4E. B B M.

YY-MM-DD HH:NN:SS Gy By AR, B BN AR
S AR RN L8 1B ]
18 il no absolute [ £ 5 A 1] o R A 25t 8] 3
ZHU -
#r4 (1): schedule onetime NAME
ZSH k] RAEWE
<NAME> IS T % R 44 B 7
fr4 (2): absolute YY-MM-DD HH:NN:SS YY-MM-DD HH:NN:SS
28 BiEA RERE
<YY-MM-DD> WlEREIEEY (5, A, &
H>
<HH:NN:SS> WPl RN A (R, 4y, 6
)
<YY-MM-DD> WERZEH (5, A, &
D
<HH:NN:SS> WfRRZAER A (R, 2y, G




RN e R e

P LN TR0 5 I

)

52.1.2 B &7 FEHART 8] sh il B B3 et e T E

JE S 18] Ha] DASE SCAT 80 1) 9 BRI RS ) B A7 280 ) 9 [ A ey —
A, T A R T BT A 2 A o A R Ta) B2 Ta) 52 B 5 &R 5 A2 Fh — AN BT
A3 R 18] Y6 FEL AR R4S 8] Bz Tal st S IR &, AR 2 A4 2E 2K

AT LLH] absolute iy [f Ji JI Ta] 80— A R TRIVE o

fic B A IR
HIE Configure terminal HE B A
S IR2 schedule recurring NAME HENA INAME I JE BB (AR,
AAEAE RO GRS R 5
LI absolute YY-MM-DD HH:NN:SS P B R Va4 H L H N

YY-MM-DD HH:NN:SS

Gt PO AN TR AL, B E N (R R
(AR AR AL LI TH)

L show schedule recurring NAME

R A IRNAMERL B 15 5

ZHUL

#n4 (1): schedule recurring NAME
¥ BiBd RARE
<NAME> IR 1) 2 44 P R

4 (2): absolute YY-MM-DD HH:NN:SS YY-MM-DD HH:NN:SS

ZH i BERE
<YY-MM-DD> AWIREIEES (GF, A, &
H)
<HH:NN:SS> JA AR EIER TR (B, 43, T
)
<YY-MM-DD> FMR&ZIERS (4, A, &
ED)
<HH:NN:SS> IR (N, 5r,

Ly

52.1.3 fic & 7F B HART ) Rl B B 3ATE] B

Al LAR periodic fiy4> 1] & B 1) s i 22 N R ) B
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(W 8
I configure terminal HENBC B A
%2 schedule recurring NAME HEN 4 ANAME B[R] G, an ik

RAFE R R (O 0
G periodic HH:NN:SS HH:NN:SS BRI IIEL. AT EARAOR VG

(monday | null)..(sunday|null) B, SCRFEHUN 2 HIRCE .
FIRa show schedule recurring NAME BRI RNAMER & 5 B
SR -
4 (1): schedule recurring NAME
2 iEd REGE
<NAME> IR 44 P g
4 (2): periodic HH:NN:SS HH:NN:SS (monday|null)...(sunday|null)
2 iEd REGE
<HH:NN:SS > LB i N LT P P
)
<HH:NN:SS> SR LR (R, gy,
)
<monday|null> A —EE null y
<tuesday|null> EM 8 null .
<wednesday|null> A= null y
<.thursday|null> S WP null s
<friday|null> AT e null y
<saturday|null> AN EEEnull y
<sunday|null> A H s null y

Periodic HH:NN:SS HH:NN:SS (nmonday|null)...(Sunday|null)
AP ZH—F ZH A LNEIAE e RARZREST AR null
KA
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52.2 fi & =

52.2.1 BEERG:ELERTER

ES UK
FoE N EX R, Horp et EYEE M 2007 £ 1 7 1 H 0 %] 2007 4
2 32 HO s, FAMRRBGERFA NS H R L 8 miE3 T4 5 M.

Hic B A IR
I Bl —ANET R R
FW _A(config)# schedule recurring backup
%2 A I T8 5 5 Hh e B A A0 ) 9
FW A (config-tr-obj)# absolute 07-01-01 00:00:00 07-02-02 00:00:00
H I3 T PR 7 e 50 o i 7 A

periodic 08:30:00 17:30:00 null null null null null saturday sunday

BLE 45 R
UTM# show running-config
schedule recurring backup
absolute 07-01-01 00:00:00 07-02-02 00:00:00
periodic 08:30:00 17:30:00 null null null null null saturday sunday

52.3 L xf B (8] 5 B R B) s S 4E 4P

52.3.1 EERRSEXMNRENIR:

LI R FEA IS 18] 3%
FW_A# show schedule recurring backup

schedule recurring backup

absolute 07-01-01 00:00:00 07-02-02 00:00:00

periodic 08:30:00 17:30:00 null null null null null saturday sunday
FW_A#
backup 2 i 18] % 4 Fx;. 07-01-01 00:00:00 07-02-02 00:00:00 & & % i [i]
08:30:00 17:30:00 null null null null null saturday sunday 72 J& 3 F [8]
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52.4 & W& H

52.4.1 #FEIISR1:

mH 47 no schedule recurring NAME LG, %0 [A] 3R ATSARAFAE

v B0 RO RALEAER G RIS, siAReEE no s & KR .

fige A LGB I E R B IR B 5T, A 1 51 Y 22 )5 T P no i & I B
TR
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53 RE R

53.1 (R EHLIA

e RS 7 P R T — B lzm iy e 2% HEAT AR, SRR IR H T — Wk iz i 150
I R . — EURIIE % B 25 WP, K AN AT B B B TR S o .
TR ARG 2 7 S HE ICMP, TCP, UDP, HTTP, HTTPS, RADIUS, LDAP,
FTP, POP3, SMTP %545, [ 7 flif ICMP fefg Xt im ik Mg oh, b HAR ) AR
55 AT LASE FH AR . (R 2 7 2 (kB v At 11 4

53.2 it B RICEIZIR

" LLH] healthcheck fiir 4 s T HEAS: 2 ASEAR

Fie B A IR
P configure terminal HEANEL B
2 healthcheck NAME 8% {a Bt Ao mims, e B 7 2L 8 i i f
C dnslftp|http|https|icmp|ldap|mssqljm  FEke 257
ysql|oracle|pop3|radius|smtp|snmp|tcpit
cphalfopen|udp)
LIRS end TR H FRBUR

it e AT DA A A e T ) R AL A TG B, A 7 B0 R AR 1 2 4t
ITECE, fEENERERIRG, 5% &0 NSHINET 20

ZHUL I«
ICMP AL i FEks & e B 2 4L
28 Pi B3 SRELE
interval <1-86400> B 72 AR RS RN A I RIBE I 16
], FANED
maxretrys <1-10> 8 RRAS PR AL PRI R W fE B 3
timeout <1-86400> RIEW R AR FEBLRT Al N 5

ARRBCA SR R R, U R A
BRI, LA

real ip AB.C.D FI TR BB AR & SRR IMAIIP TG, BRGE 5I FIX 5 1
Mok, 51N SRR RROUH T ik




RN e R e

U |

FUAtIPF) AL B R I HH 5 R0

source ip A.B.C.D

68 RIE R ARG IRIPH T, B0 B3k RIEr
b, g R A IRIPHNE T AR E N JHIPHhE

ZNET

UDP 70 {d e Ay ic B 224

28 Pi B3 RAEME
interval <1-86400> fi e A R IR RSB (] FE 16
1], BRf AR
maxretrys <1-10> @R RN AR R EE 3
I
timeout <1-86400> I A A A AR I L TE LI ] 5

W RERBCA YCE [B SR, TR
RAS BRI RN, AN

real ip AB.CD

P e B AR, 25 S AR I 1P
Mok, =51 F SR RER LA A
T HARIP IR T WL BRE i IS
Tl

T, BRG] X R
Hoh:

real port <1-65535> TR E SRR & Se LI
Ui o 25| FH G SR 0 Ak SRR 150 A
J At g 11 BN SRS LRI, G A
IPLRLE .

sendstring LINE UDPHR SCH R 32 P 45 I

TCP AU ek A IC B 4L

28 Pi B REMLE

interval <1-86400> TR FERT B3R IE ARSI AL 1 FE - 16
WFIE], SRR AR

maxretrys <1-10> R SR AR RS E 3
RIRH

timeout <1-86400> PRI A B A A BRI L TE BCIEE] 5

A R Y [ 2, T A
FA AR R, AR .

real ip AB.C.D

P e BB 78 s AR DI 1P
ok, 2510 AD G i RER DL
AP R L BRE B S
i

T, BRMG T 5] X R
ol

real port <1-65535>

P T e B R AR A 78 3 S 5 AR Y
S o 251 AP G i RER DL
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F R A3 1B S S, 7
PSR .

sendstring LINE TCPHR LM RIE A A 7

recvstring LINE FWEIRCH RS AR Sk T
A BFEAEE LR, REN
DOWN,

TCP HALF OPEN &7 {2 fefor A1 iC B 24

2% Bi B REME

interval <1-86400> fi Bk 2 A RN S RN A FE - 16
1], A NED

maxretrys <1-10> @R RN AR R EE 3
I

timeout <1-86400> J I A AR I L TE LI ] 5

W RERBCAYCE [BI R, T
RAS BRI RN, AN

real ip AB.C.D

FH e B 75 s AR P A 1P
Mk, 2451 RIS B A0 g RER DU A
T A 1P ) T WL B i S U
i o

T, BOAKE 5| HI R
ik

real port <1-65535> MATREEREEELERNRY X
W 23] P R i BRI e
oA RIS BET, 7
PG E .
\ Bl TCP £ 4% it %40 bk, TCP HALF OPEN %7 i it #o &
CER ARARREELAREZER, AYTRILL.
FTP Mg A &R E S5
S5 PiEH YL E
interval <1-86400> (R B R R SR AR 16
I, AR
maxretrys <1-10> R RS B PR AL R R MG I E 3
R
timeout <1-86400> RIZEM RS RN AEIRN | 5

W R B YR B SR, T f
R AT IR R, LN
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username USERNAME  FTPINIERIH 7 44 7
password PASSWORD  FTPH /7 {15565 ¥

real ip AB.C.D

FT e B AR 75 s AR P A 1P
Mok, =551 AR S fE RO DU
T AP I T AL SRR B I S
T

T, B E S| I 2R
bl

real port <1-65535> AT RESERASE LT ERUY T
g o 224 5] R SRR g BRI Kt
T At F S I, e 7 A
PR E .

HTTP/HTTPS 282U { i A i B 2 40

¥ i B REME

interval <1-86400> A B R IERS WM 16
1], BRf AR

maxretrys <1-10> @R RN AR R EE 3
I

timeout <1-86400> I A T AR N L TE LI ] 5
PN S A OB B R, s T A
FRAT BRI R, B AR

sendstring LINE HTTP/HTTPSIRCH M ARIERIER T
7o

requestbody LINE HTTP/HTTPSIR CH N ARIERIER T
&

recvstring LINE BRSO A A Sk G
BB LR R, RER
DOWN.

username USERNAME ~ HTTP/HTTPSIAIERI A 44 x

password PASSWORD ~ HTTP/HTTPSH /' %565 G

real ip AB.C.D

P He BB 78 s AR DI 1P
Huhik, 2451 AD G i RER LA
T AP R L BORE B S
i

T, BRMG T 5] HIX R
ol

real port <1-65535>

F TP B AR 3 SE R AR
I o 24 5] T SRR BEIR B0 At
T oAb RS I, R A
P2 E .
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SNMP U i FRAG 2 IC B S 40

( aja6laaaalany|cnamelh

BY B B HRAEME
interval <1-86400> fi e A R IR RS R MBI ] FE 16
I iE], HAED
maxretrys <1-10> R AERNARN M EHE 3
B
timeout <1-86400> R I T AR A BRI L TR BRI ] 5
PN S W BT LA, sk R
AT A R R, A
community SNMPARFEIE 215 public
COMMUNITY
agent type 1] BLik #HUCD(linux) Fwindows®  UCD
(UCD|windows) T,
cpu  max <1-100> %  cpufd FHFFME, Mt E RS 80%
BV
cpu weight <0-255> cpu,NfE, WE=FZS5M#8HE 3
I P o5 AR L 451
mem max  WAEERHREIE, BT EA R 70%
<1-100> % B AT
mem weight <0-255> cpu,NfE, W =FS508IHE 2
I P o5 R R L 451
disk max <1-100> % HAALAEA A BE, AR 90%
A AATH .
disk weight <0-255> cpu,NfE, W =FZS5METE 4
I P o5 R R L 451
DNS A ek A i B 240
28 Pi B REMLE
interval <1-86400> e e A R IR RS RN g 16
I iE], AR
maxretrys <1-10> R SRR RS E 3
RIRHL
timeout <1-86400> PRI A A A BRI B TE BCIEE] 5
WU W B BI RLAL,  J0)ak IR A
FRET AR RN, AT
domain J:DNSH% 35 LTI 4 - 7
DOMAIN_NAME
dns-type B IR AR A
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info|mx|ns|ptr|soaltxt)

recvstring LINE

PRSP R IR . B HRIL
BIR A BEA T AR, TR
g R T R

real ip AB.C.D

FT e B AR 75 s AR P A 1P
Mok, =551 AR S fE RO DU
T AP I T AL SRR B I S
T

T, B E S| IR
bl

real port <1-65535> AT RESERASE LT ERUY T
Ui o 25| FHGF SR 1 Ak IR 1504
T oAby 11 B RS LRI, G 7 B
PR E .
RADIUS A Mg f e & B 240
¥ i B REME
interval <1-86400> i RS A A IR AR RS 16
1], BRfED
maxretrys <1-10> @R RN AR R EE 3
IRE
timeout <1-86400> I P A A AR N AL TE LI R 5
PN S A OB B R, s T A
FRA BRI RI, B AR
username USERNAME ~ RADIUSIAIEH 2 4 %% xT
password PASSWORD  RADIUSH] J" %5, "
secret SECRET FIRADIUS IR 554 0 1 75 26 4H T

real ip AB.C.D

P e B AR, 75 s AR DI 1P
Mo, 2451 HD SR RER LA A
T H AP T AL BRE B i H S
i

T, BRG] X R
Hoh:

real port <1-65535> AT RESERSELSTERUN T
I o 24 5] T SRR BEIR B0 At
T oAb RS I, R A
IPLLARLE -
LDAP SR fit ks & Pie B 2 4L
28 Pi B3 RAEME
interval <1-86400> HE RS B R RIR SR K I BE 16
WFIE], BN AR
maxretrys <1-10> HE R SR AR RS E 3




RN e R e
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BIREL

timeout <1-86400> R 3% 1) A FE AR A PR BLZE LB R] 5
PSR BB e R, 0 b A
FRAS BRI R, Bh b,

username USERNAME  LDAPJ /" 4 F5x. 7

password PASSWORD  LDAP J* %15, pn

real ip AB.C.D

FT e B AR 78 s AR P A 1P
Mok, =551 AR S fE RO DU
T AP I T AL SRR B I S
i,

T, B E S| HIX R
bl

real port <1-65535> FIFRCE AR A B Se R
B 1o 24 5] S A IR A
F Aty VS I, 7 2
PR E .

SMTP KA g et A i & 244

¥ i B REME

interval <1-86400> fit R & R IOIR SR R FE - 16
), A AR

maxretrys <1-10> B R B R MR R MG M E 3
5/ €

timeout <1-86400> JIE I g FEAS B BRI L AE SRR ] 5

PAA R AT Y [ S, s o f
RAS BRI R, AN

real ip AB.C.D

P e B AR, 75 s AR DI 1P
Mok, 2451 HD SR R LA A
T H AP T AL BRE i IH S
i

T, BRG] X R
Hoh:

real port <1-65535> AT RESERSEESTERUEN T
I o 24 5] R SRR g BRI At
T A RS I, R A
IPLLARLE -
POP3 KA et i B 2 4
B B B RERE
interval <1-86400> el FREAS A R IR S PRI B IR 16
WFTE], SRR AR
maxretrys <1-10> R SR AR RS E 3

IR
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timeout <1-86400> RIE TR A Ao AT PRI AL LE UL IN (8] 5
PN SR B B R, ) e A
SRS BRI R, B AR

username USERNAME  POP3MH J* & Fk. ¥

password PASSWORD  POP3 f* % H4 . pn

real ip AB.C.D

FT e B AR 75 s AR P A 1P
Mok, =551 AR S fE RO OO
T AP I T AL SRR B I S
T

T, B E 5| X R
bl

real port <1-65535> FIFHC & AR A B SRR
B 1o 24 5] R A LR A
F Aty VS I, 7 2
PR E .

SMTP KA g et A i & 244

¥ i B REME

interval <1-86400> fit R & R IOIR SR R FE - 16
], A AR

maxretrys <1-10> B R B R MR R MG E 3
5/ €

timeout <1-86400> JRIE I Mg A B BRI L ZE SR ] 5

PAA R AT Y [ S, s o f
REAS BRI R, AN

real ip AB.C.D

P B B ARARORS: # FC S LRI A 1P
Huhik, 2451 RIS A0 g RER DU A
T A 1P ) T WL B i S U
i o

T, BRMEE S X R
Hh ik

real port <1-65535> R T 0 B AR R A S R 1521
I o 24 5] R SRR g BEIR B0 Kt
T oA RS BT, G B
IPLLARLE -

MSSQL SR fif FEAs 2 AC B 2 4L

ZH P B REME

interval <1-86400> f R AR IEIRSHRMAKEE 16
1], BRA AR

maxretrys <1-10> R SR AR RS E 3
RIRH

timeout <1-86400> I A R A A BRI ELTE BT E] 5
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PG SR A A [ R, s 7 f
B A PRI R, AN
real ip AB.C.D IR BB A B R M AP T, BRI 5] X R 1
Mgk, 251 X R FRR DU Hhlk
T I AP 1 3= WL Bl PR S
Tio
real port <1-65535> F T B AR A S BRI 1433
Ui o 25| FHGE SR 1 Ak RER 150 A
T At N RS I, A 5
IPLLAAC E -

MYSQL MU FEAs B B S 4L

2% BB BRAEME
interval <1-86400> i A B R IERS WM HEE 16
], A ED
maxretrys <1-10> @R AR ERN R EE 3
58764
timeout <1-86400> JRIHE I g A B BRI L ZE BRI ] 5

DY S OB B R, U T A
FRERT A PRIN R, LA
real ip A.B.C.D FATBe B AR A BUSE AR AIP K, BRI A 51 X 21
Huhk, 51X R ERR DR ik
T I AP 1 = ML Bl 25 I 4
T
real port <1-65535> F T B B ARk A TS L BRI 3306
Ui o 25| FH G SR 1 Ak DR 150 A
F oAty VRS I, A7 2
IPLAZIRC &

53.3 2B RIC BRI

ALLH] healthcheck NAME i & SR AZ thedis 5 14 i HEAS: 73 1A

Iic & AP IR
I configure terminal HENBC B A
£ IR2 healthcheck NAME B4 INAMEF g Fefs 2
( dns|ftp|htp|https|icmp|ldap|mssqljmy
sqlloracle|pop3|radius|smtp|snmpltcp|tc
phalfopenjudp )
LI interval <1-86400> 16 DA A R AL 780 A B IR A TR S 14 1)

WA, HANED.
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IRA maxretrys <1-10> 16 A fE B A 7 R DU R 4 W Y R
RIKEL, AN,
] timeout <1-86400> 1B B4R 325 1) f R A 2 % DN A 76 I e 1)

PN B SR 9 A A ) [ 7 A, ) o YR A R A
BRI R, AN FD.
L6 real ip A.B.C.D A ESORSE AR 25 B S 4R I B 1P b -

53.4 MFR G RAC BN

7] LLA no healthcheck NAME i 4 A5 248 52 FA {8 B AS T ARAR

fic B DIk
HIE configure terminal HE B A
A2 no healthcheck NAME  HER % ANAME i BER 2, fd HEAS &

Cdnslftp|htplhttpslicmp|ldap|mssqglimy  #4R % A 4 H AR 5] F AR5 30 R A
sqlloracle|pop3|radiusjsmtp|snmpltcpltc 7T LA
phalfopen|udp)

53.5 fic & X5

WA ICMP SR i FEAS EASAR,  SRJ5 AE K % o 51 AR

W ¥
B configure terminal HEA PR B A
IR fw40(config)# healthcheck icmp icmp ¥ fllicmp /it BEAS A AR
IR fw40(config-healthcheck)# exit I8 H 2 B A

XA fw40(config)# policy-route 1 any any  fllH—24 KIS
any any any always rr

] fw40(config-policy-route)#nexthop fic & 5 Ficmp i BEAS A AR AR
10.1.1.1 10 10 icmp

Hie B 2
healthcheck icmp icmp
interval 16
maxretrys 3
timeout 5
[
policy-route 1 vlan10 any any any any always rr
policy disable
session-persist disable

nexthop 10.1.1.1 10 10 icmp
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53.6 & WE

53.6.1 #PEITSR

PE i FRAS AN L)
i VA B H BE NS B IE BRI IR, R REAS BRSO IE R
fipt ok B LIRS R o
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54 RE PK

54.1 PKIt/S T4

PKI (ABHEA & HARRAUEBEEASH, B =07 F T EENAE-—AEF O
CA(Certificate Authority), B HIAFAFIH ARG E (A, email. S4E
S5 MGE—E, fE Internet W RIGUEA P RIS M. BET, IEHRINERZ R PKI
Btz ERBTER, @ e B AT E RTINS AL, RS BRI B’
S SEREPERIAN AT A AN, NI ARAIESS B 22 A AR

W LR PKIARHGE B DIRE A& : M &EN PKI 2 Py, B UE PR ARG &1 5
W FRiR, I B8 UE N F Al E AR BN e B A . XA T IE RS & h e R oiEe. &
FAE-UEE: RAHSUEDR. SAFE =T CAIEDR. FAHE =7 CAM CRL. X=/IkE
FADR S, SO EEC R, BIT] DIARYE RATRE, SAAFKARMIES . AFEE CAUEF . AFE
1) CRL, {HEIGIFFEAN Aok i, FFZEF AN ZLumiE e CAUET . CRL, DMEXNZZ& L
FEAT AL .

54.2 iR EPKI

X TS 2 il . =07 CAIET . =77 CRL#HTIAFHRCE, JFHT
PUAE R — /MR, 55 =75 CA HIRA .

54.2.1 AHFHHSH

P EAHEF 09 3 o AHOEFARIARES 2 PR AR BIIEFE R A A
UEFS o 5 M A AR BRAAIE A5 18 3K T AR AEA51 SR SCA s ACHBAIE 55 Y ARAIE 15 3C
o AHUEFARYE AL By MRl AHIAZ N USBKEY . I AHIET #RAE
i

e B IR
HI H11.2 1f7R i 2 HEAPKIBC B 5 5 HEAPKITC B A5
F P2 certificate local export tftp A.B.C.D
CERTIFICATE_NAME

ZH V-

4 (1): certificate local export tftp A.B.C.D CERTIFICATE_NAME
ZH BiEA RERE
AB.CD Ttpfk 55 4% itk 7




RN e R e

i i ||

CERTIFICATE_NAME  {EP4H5

54.2.2 PKCS12/ERIEB SN

F A PKCS12 # U HET .

Wk 8

I configure terminal HEBC B A

HIR2 certificate  local pkcs12 import - APKCS12# R ML,
(locallusb) tftp AB.C.D
CERTIFICATE_NAME
[PASSWORD]

LIRS show certificate local HoRIEPHER

[CERTIFICATE_NAME]

f# il no certificate local CERTIFICATE_NAME, fl§xH CERTIFICATE_NAME

82 IE
SR«
4 (1): certificate local pkcs12 import (locallusb) tftp A.B.C.D CERTIFICATE_NAME
[PASSWORD]
ZH i BERE
(local|usb) WEBEANINME: localiRR 6
AF AL N — R 2971
B ushFRRIE B AE AN
USBKEY.
A.B.CD Tfpfiik g5 as ik 7
CERTIFICATE_NAME iEH4# 7
PASSWORD JZEEPKCSL12 3L 1 25 4H y

54.2.3 JEBRFANXHHEAN

WEFAFH A F N
Be B P IR
| configure terminal HENC E A
IR2 certificate local  cert_key import SAIEFFIFAASH:.

(locallusb) tftp AB.C.D
CERTIFICATE_NAME
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KEYFILE_NAME [PASSWORD]
LIRS show certificate local EIRIEHER
[CERTIFICATE_NAME]

f#H no certificate local CERTIFICATE_NAME, ki CERTIFICATE_NAME
T HIIET .

S :

14 (1): certificate local cert_key import (locallusb) tfitp A.B.C.D
CERTIFICATE_NAME KEYFILE_NAME [PASSWORD]

2% Bi B RELE
(locallush) EBEANAE: localFEr T
AL N — R P91
A ush R AE BN

USBKEY .
AB.CD TtpMR & A Hutik ¥
CERTIFICATE_NAME  iFH 4 7
KEYFILE_NAME FHC 4 ¥
PASSWORD IO RLEH SR 2% 4R o
54.2.4 CAIEBEHSH

CAIEPBHSH.

i & DK

FI configure terminal HENHC B AR

#HIR2 certificate ca export tftp AB.C.D S HCAIET
CERTIFICATE_NAME

I3 show certificate ca BRIEREFEERE
[CERTIFICATE_NAME]

ZHUL I«

4 (1): certificate ca export tftp A.B.C.D CERTIFICATE_NAME
28 Pi B3 SRELE
AB.CD ThtpR 25 ik y
CERTIFICATE_NAME  CAIE 34k 7
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54.2.5 CAIEBHSAN

TN CAIES:, AR5 UE M H A 2 s BN R IR P UE AT 25 44 B0k (1K 3R
ZFAM CAEF AN EIEB R, AERIEZ CAIEF ) 22tk

fic B AP IR:
I configure terminal HENBCE AL
FIR2 certificate ca import tfip A.B.C.D S ACAiIFH.
CERTIFICATE_NAME
F I3 show certificate ca BRIERFEERE
[CERTIFICATE_NAME]

{# 1 no certificate ca CERTIFICATE_NAME M4 {1 CERTIFICATE_NAME #§ ] CA

.

SHV -

fir4 (1): certificate ca import tftp A.B.C.D CERTIFICATE_NAME
2 BiBA RARE
AB.CD Ttphk 55 s ik 7
CERTIFICATE_NAME  iFHi 4%k y

54.2.6 CRLISH

S H CRL.

W ¥
i configure terminal HENC B A
L IR2 certificate crl export tftp AB.C.D SHCRL.
CERTIFICATE_NAME
F I3 show certificate el E/RCRLIERE
[CERTIFICATE_NAME]

{8 certificate crl CERTIFICATE_NAME Ml % i CERTIFICATE_NAME #i&5& () CRL.

e (GLE

4 (1): certificate crl export tftp A.B.C.D CERTIFICATE_NAME
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S B AT E
AB.CD Ttpe 55 2 Hidi: o
CERTIFICATE_NAME CRL#&# ¥

54.2.7 CRLE&A

SN =TJ7 CAHJ CRL, £EXf \HAB L S S Sk fIE S HEAT IS UERS, EEE 4R
W CRL, AT 58 1228 B P IE -5 72 75 1 4

fic B DIk
P configure terminal HEAEE R
K2 certificate crl import tftp A.B.C.D
CERTIFICATE_NAME
F IR show certificate crl  E/RCRLIER
[CERTIFICATE_NAME]

18] no certificate crl CERTIFICATE_NAME M4 H1 CERTIFICATE_NAME 4§ & 11
CRL.

ZHU

4 (1): certificate crl import tftp A.B.C.D CERTIFICATE_NAME
¥ BiBd RERE
AB.CD Ttphk 55 s ik i

CERTIFICATE_NA  CRLICfFA44 7k 7o
ME

54.3 Bir & Z 11

54.3.1 BERFI: SAKMIESR

ESEHR
AR A T A A5 JEAE DU AR GIE i RO, & CA 2K 5 FRZIET 2
NS
e B IR
g ) T HE K
FW_A¢# configure terminal

FW_A(config)#certificate local export tftp 192.168.31.126 venus_vpn
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L2 FANLCAZE R IS

FW_A¢# configure terminal
FW_A(config)#certificate local cert import tftp 192.168.31.126 venus_vpn.crt

LIRS HESNETREANE S
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FW_Adshow certificate local venus_vpn
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 44 (0x2c)
Signature Algorithm: shalWithRSAEncryption

Issuer: C=CN, ST=Beiling, O=Venus, OU=R&D,
CN=zhu/emailAddress=zhu_zhiwei@venus.com
Validity

Not Before: Jan 24 04:48:38 2008 GMT
Not After : Jan 23 04:48:38 2009 GMT
Subject: C=CN, ST=Beiling, L=Beiling, O=VenusTech, OU=R&D,
CN=www.venustech.com.cn/email Address=master@venustech.com.cn
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:e3:h6:41:05:8e:52:90:12:01:97:26:11:6b:91:
6b:84:b5:57:¢8:3d:4f:8e:7a:af:d9:5d:b1:84:3e:
a0:a3:e8:a4:8a:4d:fc:c3:b4:8a:da:9d:e9:ab:83:
08:a2:f7:6e:ce:00:76:06:0a:87:2¢:86:50:37:95:
5c:fl:fd:ee:ce:f6:37:a6:94:dd:f5:17:06:24 4e:
7e:49:66:ae:21:a6:10:f9:39:€0:5d:24:77:1¢:67:
07:40:b7:f1:78:¢cb:3c:87:04:29:28:27:65:42:09:
b7:0b:8c:3f:ca:9c:ba:f2:¢9:67:29:b5:8¢:cd:04:
45:18:25:b4:bf:29:2e:ef: 3f

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:

CA:FALSE

Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:

08:4C:16:FA:59:38:D9:0E:98:43:4C:37:77:DE:5E:BA:27:C8:B2:67
X509v3 Authority Key Identifier:

keyid:9D:F5:86:2B:37:4A:DC:4C:E8:F5:0B:01:C0:D2:3D:A5:35:2C:E1:F3

Signature Algorithm: shalWithRSAEncryption
68:2d:4¢:20:55:b2:8f:9e:09:90:31:4b:¢9:79:a7:42:2f:72:
23:ff:08:¢1:10:96:b3:86:1f:3c:bd:41:a1:9b:26:fd:23:1e:
6d:2e:17:03:35:17:92:db:28:63:26:17:7d:b8:58:e8:01:55:
3c:0f:3a:e6:2d:1b:79:c1:1a:6f:3d:cf:12:39:59:5d:0e:d4:

e0:15:07:12:74:07:40: 1e:04:f4:41:12:06:e3:ch:d4:f1:57:
0b:74:26:3a:ac:d9:ff:88:53:4¢:01:55:03:a7:89:4b:ed:0d:
06:d5:1d:60:61:ef:bc:4d:45:0b:1a:af:14:03:05:76:5f:03:

ef:cl
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54.4 PKIlgis 5447

544.1 ERFIERER

BEAHIEE D IR:

R

EIRPKIAHIEPBAE R

FW_A# show certificate local

Name subject location
cceccllll Local
venusclient C=CN, ST=BJ, L=BJ, O=venus, OU=
pkes_2 C=CN, ST=BJ, L=BJ, O=venus, OU=
pkes_3 C=CN, ST=BJ, L=BJ, O=venus, OU=
pkes_4 C=CN, ST=BJ, L=BJ, O=venus, OU=
pkes_5 C=CN, ST=BJ, L=BJ, O=venus, OU=
pkes_6 C=CN, ST=BJ, L=BJ, O=venus, OU=
client C=CN, ST=bj, L=bj, O=venustech,

status
Request
Local
Local
Local
Local
Local
Local

Local

reference

0
Certificate 0
Certificate 0
Certificate 0
Certificate O
Certificate 0
Certificate 0
Certificate 0

Total (13) local files, (12) local certificate files, (1) local certificate request file

NameZF R iEF & FK; subjectR - iE 5 E /8 location R AR iEH A7 B I A7 & «
Local K/RAETRAE ¥ % 1, USBKEY RK/RIFMAEUSBKEY H 5 statusiR A& iE 15
EHREE RUEH . referencefom K ZIEP 5 FI IR, 51 FHREOC T IRk

TR o

A YR2

B RPKIA R EEAE P EGIE B

FW_A# show certificate local client
Certificate:
Data:
Version: 1 (0x0)
Serial Number: 1 (0x1)

Signature Algorithm: md5WithRSAEncryption

Issuer:  C=CN, ST=bj, L=bj, O=venustech,

CN=venusca/email Address=root@venustech.com
Validity

Not Before: Jan 10 09:56:21 2008 GMT
Not After : Jan 9 09:56:21 2009 GMT

Subject: C=CN, ST=bj, L=bj, O=venustech,

CN=FW1/email Address=root@venustech.com.cn
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):

OU=venustech,

OU=venustech,
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00:a0:c4:71:1c:d9:d2:6a:03:f4:d1:49:42:31:6¢:
€5:3c:e9:66:b6:57:7h:e3:d3:2c:a7:4e:ad:3e:99:
81:a6:3a:af:c3:80:31:f0:05:dc:6b:f4:20:9e:bf:
77:a2:ac:4b:fc.ea:e5:58:47:4e:01:76:4e:04:d3:
33:d3:ec:d7:f8:00:2f:56:9b:24:63:74:0d:17:d1:
dc:bc:ef:e2:37:95:29:1b:3a:13:¢b:03:38:b7:73:
8c:75:13:3d:8b:c2:4e:06:88:98:db:b7:f0:42:ac:
5a:17:04:0d:8¢:06:2d:43:83:11:8b:79:¢5:43:d4:
5e:2¢:00:11:¢5:2:1b:60:6b
Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEnNcryption
91:¢8:97:a4:87:1f:5b:1d:10:9¢:19:51:af:a2:d0:da:a7:ec:
3f:f4:e8:4b:ce:20:eb:37:3a:bf:39:ed:b9:8e:a0:58:a3:62:
59:bb:bb:0c:8a:94:84:4d:95:98:87:0e:29:31:fc:66:28:d1:
46:cf:a8:0b:2d:0c:d4:6d:96:78:88:71:9f:83:4b:13:b8:be:
42:¢5:b7:a7:9d:¢3:23:f¢:98:50:19:17:bf:79:10:bc:3b:f7:
€0:78:9a:€2:60:3d:d6:97:99:1b:88:3a:1b:c9:4f:71:69:b3:
09:4f:a2:¢8:77:bd:63:bf:8e:ac:9e:00b:3b:90:4f:11:6f:48:
8e:3d

54.4.2 BEECAIEBER

A CAIER(EEMPIR:
g ) BECAILEBEE
FW_A# Name subject

CA_Cert_1 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
CA_Cert_2 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
CA_Cert_3 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
CA_Cert_4 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
CA_Cert_5 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
CA_Cert_6 C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca, CN=venus,
Total (6) CA certificate files
NameZ/RCAIF-FZFR; subjectFmiFE+ i % .
H I BECAKEME TG R
FW_A# show certificate ca CA Cert_1

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
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Signature Algorithm: md5WithRSAEncryption
Issuer: C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca,
CN=venus/email Address=venusca@venustech.com.cn
Validity
Not Before: Dec 13 05:58:40 2007 GMT
Not After : Dec 10 05:58:40 2017 GMT
Subject: C=cn, ST=beijing, L=haidian, O=venustech, OU=venusca,
CN=venus/email Address=venusca@venustech.com.cn
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:bd:8e:24:09:4f:34:23:51:84:4b:ef:36:4¢:02:
ec:93:bb:37:29:¢6:97:a0:0e:13:1d:e9:9b:cf:b7:
34:8e:b7:5b:5¢:52:79:41:a5:fh:1b:1f:a8:3d:e7:
89:87:75:12:1e:44:8f:bc:10:¢6:f9:87:b0:d5:59:
9e:f4:46:24:d9:1e:0a:€2:98:7¢:47:9d:bd:85:f7:
be:0Oc:11:ab:b8:1¢:63:7d:18:07:bb:af:38:7b:cc:
6:4€:e3:08:82:82:be:42:6b:95:0f:c2:d6:81:73:
3b:54:22:3¢:13:24:16:f3:ab:77:90:d8:52:6¢:f9:
97:¢d:06:8f:80:77:00:59:09

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

B2:A3:71:FF:4F:E3:FE:42:2D:3E:46:7C:FE:F6:17:1E:F2:94.C1:2D
X509v3 Authority Key Identifier:

keyid:B2:A3:71:FF:4F:E3:FE:42:2D:3E:46:7C:FE:F6:17:1E:F2:94:C1:2D

DirName:/C=cn/ST=beijing/L=haidian/O=venustech/OU=venusca/CN=venus/email
Address=venusca@venustech.com.cn

serial:00

X509v3 Basic Constraints:
CATRUE
Signature Algorithm: md5WithRSAEncryption
51:22:95:d5:aa:fe:c3:f0:eb:d6:20:c2:46:fe:02:38:d1:a9:
1b:ec:4d:a1:20:fa:41:66:42:b7:¢c7:56:ae:f0:ba:3f:19:a9:
d4:3e:4b:d4:a2:85:c6:48:95:4e:11:e5:1a:€8:33:¢1:¢9:4b:
20:95:79:ef:84:07:52:66:38:a4:e6:c6:af0f: 1e:4a:bc:05:
77:7e:11:26:29:d8:8f:86:23:b5:2a:5¢:6a:ff:f0:d6:15:55:
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ac:af:a8:00:ec:2a:9a:2a:¢3:72:41:68:5f:ff:11:2e:fd:b7:
f0:35:07:18:9e:42:f5:b6:01:76:fc:38:€7:90:92:2a:d0:ba:

ef:dl
54.4.3 BEHCRLER
#E CRL 15 EHIPIR:
B 2ECRLIER
FW_A# Name issuer
CRL_1 /C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA

NETCOM CLASS

CRL_2 /C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA

NETCOM CLASS

CRL_3 /C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA

NETCOM CLASS

CRL_4 /C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA

NETCOM CLASS

CRL_5 /C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA

NETCOM CLASS
Total (5) CRL files

I $EFEACRLELNE B

Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer:
/C=CN/ST=jilin/L=changchun/O=CNC/OU=CNCCA/CN=CHINA
CLASS1 CA
Last Update: Dec 19 22:00:01 2007 GMT
Next Update: Dec 20 22:00:01 2007 GMT
CRL extensions:
X509v3 CRL Number:
1
X509v3 Authority Key Identifier:

keyid:C1:83:B3:82:87:1A:3B:6C:19:3E:35:4E:23:D8:9B:75:44:67:96:E4

Revoked Certificates:
Serial Number: 24EQ
Revocation Date: Aug 14 06:42:53 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:

NETCOM




T AR A fymendin 47 T

i |

Certificate Hold
Serial Number: 246F
Revocation Date: Aug 14 06:54:11 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 2281
Revocation Date: Aug 14 09:10:00 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 2281
Revocation Date: Aug 14 09:10:00 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 24B5
Revocation Date: Aug 14 09:38:46 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 24B5
Revocation Date: Aug 14 09:38:46 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 24B5
Revocation Date: Aug 14 09:40:50 2006 GMT
CRL entry extensions:
X509v3 CRL Reason Code:

Key Compromise

54.5 5 WLEPE 71

54.5.1 #FEMHR1: SANUSBKEYHIMER T iEE T I8 3E

M5 S NUSBKEY HIIE A3 i v TE ik i@ i 3

Sai 1. S5 AUSBKEYZK.

2. iEPAApublicExponentfIUSBKEY i 5 HpublicExponent A~ —% .
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5 X\ KImodulusFlprivateExponent K & A — 3,

B A FmodulusFIFA 5L modulus A — 3K

HHT 5N USBKEY.

W% H AR R o w6 A publicExponent S 65537, Bi%
A1 USBKEY H i ) publicExponent —2£X .

5 N\ K modulus A1 privateExponent & — 3§

S5 A modulus S5FAHAFF A modulus. IEFHH A modulus

S

fipt ok

N P | ®

»ow
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55 EcE PKI CA

55.1 PKItfS LA

CA RE R ENIN, 2T R FUE 05 =7 H A F] . Bl 152 Aok g H 4%
1A -Fh(public-private) 2 BXf 7. CA TEIX AN 72 H BT I FH 3t 2 PRAE SR A 1X — MUREIE 15
NIRRT AN . FERIE 2 2T RS9, CA R — N EEREENARE T, AT
THRARAE B A H & T 1 B

CA R CAET .. ZRIFEEM P IET. FH CRL = KIhRE. RN, &k
AR CAETS (URMUIE ), 3% CA UE-BIA SR N FAE24 . F P UE-15 1T DR ¥
MAFREE CinEZR #IX ., S5 AR— A PIERER, RERIERIEITER, A
—NEA AR EER, WURGEAR T, (EREAF SRR . WSO SR w 4
(O P IE AT CABEAT S R, JFARAE S B B AR R CRL, ¥ CRL ARG, KA AIRAIE
EF R 2 A B — MR -

CA LM EEHIBET: BRAFIUED. 2Kk CRL, 4 KHFIUETS CRL AT, HGE
e CARRIETS,

55.2 BLEPKI CA

B &% CAdL, FTEAFEEEHE CAIUFH. KBS EP. iEEM CRL =M.
FEERENRZ, BPEPS CRLASZ M CAER (RIEP) k&K, NtMEF CAIERE,
WA 7R E (0 CA RV ER ) AR5 M4 CAIE.

55.2.1 £ CAIEH

W= &
I configure terminal HENBCE A
F P2 cacenter ca new FLECAIE.
CERTIFICATE_NAME
F I3 show cacenter ca cacert BIRCAILEPER
ZHUL I«
B B B RERE
CERTIFICATE_NAME  iiFHi%k 4 T
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55.2.2 iR EIFBEE—LE

FCEIEPR IR E R — B ).

Hic B A IR
H I 12107 R 2 HEAPKI CARCE TS 3 APKI CARE & 55X
M
HIR2 city CITY_NAME BLEME (D
SHV
fir4 (1): city CITY_NAME
28 i RAEACE
CITY_NAME AL B (T HFR x

A BA A 5 ) PKI CA BAE F fi 34 PKI CA 3 f5h 4 1k i

— B

55.2.3 B EIFH{ERE —ERIMEX

Fe EAE AT E B — E R EanX, £/ GB.

W ¥
I H1.2.10R a2 #EAPKI CAFRE T #EAPKI CARL B #
=3
IR2 country COUNTRY_NAME [[MEASELR T
ZHUL I«
#ir4 (1): country COUNTRY_NAME
28 i RAEME
COUNTRY_NAME ] 5 B X 44 Bk ) R AR

i,

55.2.4 BEEIEHEE—HEA

Fe B 1217 PKI 4% 0 DU BT 1 X3




RN e R e

mest pi ca |

Hic B DIk
HIE 1.2 15T R 4 HEAPKI CARLE T 3 APKI CARL & A5
M
F 2 organization Fie EEH 5 R HA B RR.
ORGANIZATION_NAME
ZHU -
#r4> (1): organization ORGANIZATION_NAME
2% Bi B REME
ORGANIZATION_NAME 4444 Fx x

55.2.5 BEEIFH{ER—M/&

P EIEBEE — M.

Hic & AP IR
H R M2 2 EAPKI CARCE T #EAPKI CARC & 52
A
2 state STATE_NAME FCEEEE — M/
ZHUL
#ird (1): state STATE_NAME
¥ BiEA RAERE
STATE_NAME LIRS 7

Fe EAEFE S — &,

fic & DI
S H1.2.10Rmr 4 HEAPKI CAECE T #E APKI CARL B =
J=T
IR unit UNIT_NAME B EIE 5 E—580]
SR «

#r4d (1): unit UNIT_NAME




RN e R e

mest pi ca |

ZH B

SREME

UNIT_NAME EHNEZDY S

55.2.7 B EiEH{EE2 —EMAIL

AL &L 1315 5 —EMAIL.

fic & LU
2| H1.2.10 R 2 3 ANPKI CARCE T #EAPKI CARC B iR

A

SIR2 email EMAIL

Ja FHPKIZhRE I3 APKIBD B 5

SR -

14 (1): email EMAIL
2% Bi B REME
EMAIL EMAILHHE T

55.2.8 EEIFBIER—BHAKE

e EIEBEE —HHAKE.

fic & D IR
ST 1210 R 23 APKI CAIRCE T 3 APKI CANE B

A

#HIR2 keylength (1024|2048)

Ja FHPKIZhRE I3 APKIED B A%

ZHU -

#r4 (1): keylength (1024/2048)
ZH BiHA BREIE
1024 K 91024 W
2048 K 92048 W

55.2.9 BLEIFBER—BRH

P EAES 15 2 — A 3.

fic & B
| H1.2.11 R HEAPKI CABLE  HEAPKI CARC B A

P




F A et & AT mest pi ca |

Py days DAYS J& FIPKIZH&E ik N PKITD B 452
S :
#ir4 (1): days DAYS

2 ViR BREHEE

DAYS HROHRE 365

55.2.10 CAIEBRISH

S CAERES NF MR, —ME pem KX, BEH CAIER . H—
Fi2 pkes12 g, RMEBSHEHITAE RS H. FEERNLE, FH
CAEF N pkesl12 kR, 244 CA REA—[FFH, AU CAIEBI &)
REff ], Aress P . SR K CAIERZES H N PEM #53K.

Hic & AP IR
P configure terminal HEAELE R
HIR2 cacenter ca cacert export tftp A.B.C.D
(pem|p12) [PASSWORD]
ZHU -
4 (1): cacenter ca cacert export tftp A.B.C.D (pem|p12) [PASSWORD)]
ZH LB RAEBE
AB.CD Tftp /55 4% ik 5
(pem[p12) T thcallE ks =X
PASSWORD T up12#% AU A

55.2.11 CAIEBSAN

FA CAIETDIRE, WTLURK B2 CA Ptk IEH S AN Bk 25, &
CA HHOAERN—AF CAREBHFIERS CRL. A CAUEF 73 AP Apg
—fE CAIETYE CA FMVHFTRIE—IEEM pkes12 &M —FiiE CAUET
SR I, #B PEM 8 2UHEFS .
MEE =T CAZBRIET SN pkes12 #%aX:
fic B DIk

| configure terminal HEC A




TR E LT £t & AT e |

W UR2 cacenter ca cacert import pkes12 titp 5 A %8 = J7 CAFTZE & Hpkes124% ik
AB.CD CERTIFICATE_NAME i, & TCARH

[PASSWORD]

I3 show cacenter ca cacert BRIETE R
ZHUL I -
4 (1): cacenter ca cacert import pkcs12 tftp A.B.C.D CERTIFICATE_NAME
[PASSWORD]

2% Bi B REME

AB.CD Tftp/lk 55 At . 5

CERTIFICATE_NAME  iE- 347K, x

PASSWORD Pkes12#% A1 2R

MEE=T7 CAZERIJEF TN pem #%:
Hic B A IR
IR configure terminal HEANEL B
F¥R2 cacenter ca cacert import pem tftp 5 =J7CARTZ K ifIpemis =ik 13,
AB.CD CERTIFICATE_NAME ilF 15 304 5 R4 FF
KEYFILE_NAME [PASSWORD]

SIS show cacenter ca cacert ERIEBER
SV«

#r4 (1): cacenter ca cacert import pem tftp A.B.C.D CERTIFICATE_NAME
KEYFILE_NAME [PASSWORD]

28 i REACE
AB.CD Ttp/lk 55 as btk . W
CERTIFICATE_NAME  iF-fi%&#. T
KEYFILE_NAME B ER

PASSWORD S D

55.2.12 CRLEZE

Xt CA ) CRL BT &, J- H b CA A R4 E 3 N4 CRL 314
g, [AIE AT DARRHERC B 1 CRL & 1 B 3h %% CRL.




TR E LT £t & AT e |

W=k &
I configure terminal HENBC B A
S UR2 cacenter ca crl config period it ECRLAKSS
<1-65535> url URL

ZHUL I -

4 (1): cacenter ca crl config period <1-65535> url URL
2% Bi B REME
<1-65535> CriZE B 5 T IREHK 30K

I} B ()R, EAALAR
URL % F i N CRLIFIURL x

A CRL F# URL, Z#&&BRET A IP &, TAZHE—A,
B 84+ hitp://192.168.31.27\cacrl.crl, )& & &9 cacrl.crl RaL & &

55.2.13 CRLEYEHh

FE L HTI R B CRLAEHIE TSR, 28 B Lk)d CRL J& BT s 10
F5 . HEEE R 2] CRL 1R+

W ¥
FI configure terminal HENHC B AR
%2 cacenter ca crl update H#HCRL

55.2.14 CRLEISH

T CRL LA, $Eften CA AT, I B 2R R IE A5 A 75 QL2 e -

fic B AP IR
i configure terminal HENC B A
L IR2 cacenter ca crl export tftp A.B.C.D FHCRL
ZHUA

#r4 (1): cacenter ca crl export tftp A.B.C.D



http://192.168.31.27/cacrl.crl

F A et & AT mest pi ca |

S B BRETEE
AB.CD TftpAk 55tk 7

55.2.15 &k PIEBIER

QI IR, ERZEIE — NP UEFE R (ERGE R S AT
X, SRJEH CAEFXZH P IERE R, Ll—AH AT HEUES . A Bk
i, ATDARHE ST . MER. SH. BEEERE.
A RO IR I B0 TR 4, BT BN CA FAEH, TRILAERE R Pk
B, —E B CAIE PR SAHOEAE.
Hic B A IR

HIE configure terminal HE R B A

W52 cacenter ca sign NAME days DAYS 255 F FiE+S

password PASSWORD

I3 show cacenter certificate NAME EoRRAPIERER
SV -
44 (1) : cacenter ca sign NAME days DAYS password PASSWORD
¥ B B REME
NAME T AT SR I 44 7 7
DAYS B RIAREL I
PASSWORD FT AL pkes12 30 {5 RY

55.2.16 #§§HPIEH

R SR PP RS BRI AL G AL B i e S8 A RE ORAIE L 22 4 b, 75 EOR A P IE
BEATHIA, O )S, FERET CRL SR, SRz e BRI 5 55 R

#1773 CRL
fic & DI
| configure terminal HENC B A
IR cacenter ca revoke NAME REASON
SIS show cacenter ca certificate BEHASERER
SR :

4 (1): cacenter ca revoke NAME REASON




F A et & AT mest pi ca |

ZH BLE RETE
NAME LR IUE T 44 PR x
REASON JieH SR A x

55.2.17 S A PIER

SRS, AT RAKE 3 RSP DL B S, AR B B bR iR

Hic & AP IR

HIE configure terminal HE B A

52 cacenter ca certificate export tftp

A.B.C.D CERTIFICATE_NAME

SHV -
@4 (1): cacenter ca certificate export tftp  A.B.C.D CERTIFICATE_NAME
28 i RAEACE

AB.CD Tftp /i 55 4% Huhik x

CERTIFICATE_NAME  H FHET & Hk x

55.3 AL & =l

55.3.1 A FPIER

ETERBAT
HRAFEMSEI. NTEER . WIHH=AE0], =018 @ SSL VPN
23 IPSec Vi AR T —RZEP-Fa, XMERT, MHEE =R =A
HITWAFERS CAUET.
fic B IR
B, BAERZAFN CAIUET, HEZAFRMAIR. ME. BEXR. H1FmiE
58, FNSEIESABEAE R CAUERMAN. HHKESEE. £ CA
WEPBE, BEOEIZA R SEIEBIER, EEUSHEAEE, REZIE i
KRIFATHR, BaFHBIHP Zam it P .

I configure terminal HETC B A

JBU%2  host(config)# cacenter ca cacert new Mt B CAMRIIEH 4 X AABCcomp




AL ERY

1 \|/i A

=iy AT T

mest pi ca |

ABCcomp

LIRS

host(config-cacert)# city Beiling
host(config-cacert)# keylength 1024
host(config-cacert)# country CN
host(config-cacert)# days 365
host(config-cacert)# unit Final
host(config-cacert)# exit

fic B CAIE 3 7l Beiding, ZAHKE
41024, EZACN, 43030 N365K,
I AFinal, $ufTexitdr 4G, CAIET
Il g 5¢ B

L

host(config)# cacenter ca request

FinanceCert

B Pk i sk FinaceCert

LIRS

host(config-request)# country CN
host(config-request)# city BeiJing
host(config-request)# keylength 1024
host(config-request)# unit Finance
host(config-request)# exit

fic & A FHIE R E K CN, 377 Beiding,
K 1024, #6077 Finace, M {Texit
A& E P iE R A sg e

IR

host(config)# cacenter ca sign

FinanceCert
111111

days 365 password

ZERAZH FAEE K, A RO E365K,
0111111

YR

host(config)# cacenter ca certificate
export tftp 192.168.31.27 FinaceCert

FIE TiFinaceCert 5 H Ftftp Ak %5 25

LIRS

BEEEL O AT LUK 3 B P R LR
R i, AR S bRIR

55.3.2 #{tHA PIEH

ek

BRI 55 3 12 B DA _E 20 BR i 26 B AR IE A5 ANECRE AL B3 5, EALTT 38 A 55 &0 Y Ik
PRGN, X 75 EREZH P AETS, Dk S Bl A 2 adit.

W ¥

| configure terminal HEAC BB

U2 host(config)# cacenter ca revoke RN AR AR KT 4% #RAIE Fi FinaceCert, #
FinaceCert reason keyCompromise 4 J5 K] /& keyCompromise

£33 host(config)# vpn ca crl update HHCRLY %

YRR host(config)# cacenter ca crl export 5 Y CRL ¥l % ¢ 1 3 tfip IR %% #%
tftp 192.168.31.27 192.168.31.27+

F I8 HHiHFHCRLIH, KiZCRLI {4

NG AR T —RZEYFF&, [FE
5 LS A A0 T ML, SR ] 3=
LR Z 4 % CRLICAE 3 A FIESE % 1
IR, IXFE, TEEAAFN, WM&
MIEFEt AR, A NE A%




F A et & AT mest pi ca |

FRES, ANSpREEN, RiE T AR
A ) 24

55.4 &= WLEFE 53 4T

AR FACAIEHH, #RSANEFHHIR
v FEOXFERIER AR IR EHR . IR AR
ffdk  EONAETIEREER, JEORMERT S NETS AR RC




TR ST e 2 A7 muix |

A

50 REAZ

56.1 fig & &4t H Sk

TP F 6% & L HERER I AR, O R %H . §it3H
. B H A R . AR SCERARIER SYSLOG #38, wiiAH H &,
SYSLOG HELLK E-mail A&, RMEGH A EERFSITIRR T,

56.2 fic & 157 AR

56.2.1 REMLERFR

B BERE &£
A HE (memory) A H ANH[EE B
E-Mail H#& (email) xR R E
SYSLOGHR % 28R4 (enable/disable)  disable AJ R A
SYSLOG 553 1 (port) 514 AR E

56.2.2 BLEA# AR

A HERNAEHE, RGUREEEUN H A RIGi E RAE B N AF .
RGN A A E,, ATk,

56.2.3 Bl EHER L EBERX AR

Hic & AP IR
| configure terminal HEN 2R e E AR
L R2 "log(antiarplapplattack|ogp| blacklist] — fEAMEEHL, fGAMAL B X R — MK

config|dhcplfilter|floodjhalhm| B K2 Hyinformational ;
if-info|nat|ospf|qos|rip|scan|server|se
ssionpolicy|system-info|url|vrrp|war

ningevent)

memory upto (emergencies| alerts|
criticallerrors|warnings|notifications|

informational)"




TR ST e 2 A7 muix |

ffF "no log(antiarplapplattack|bgp| blacklist/config|dhcpifilter|flood|halhm|
if-info|nat|ospf|gos|rip|scan|server|sessionpolicy|system-infolurl|vrrp|warningevent)",
3 5ok AR R F) P A S B L

56.2.4 JERAMAE

Zan G R AT A HEE R
(W=t &
HIE clear log memory TEERA M H &

N

56.2.5 BLE R %X HEZRE-mail

fic B DIk
P configure terminal N2 R E
5 IR2 "log(antiarplapplattack|bgp| blacklist]  FAMBLERL, AL E X R — AR .

config|dhcplfilter|flood|halhm| A& 25 A warnings.
if-info|nat|ospf|qos|rip|scan|server|se
ssionpolicy|system-infolurl|vrrp|war

ningevent)

email upto (emergencies| alerts|

criticallerrorsjwarnings)"

f#H "no log(antiarplapp|attack|bgp| blacklist|config|dhcpifilter|flood|halhm|
if-info|natjospflqos|rip|scan|server|sessionpolicy|system-infolurljvrrpjwarningevent)”,

T3 oxe AR R ) P AT H S B

56.2.6 EEE{FEESYSLOGH LRSS

SYSLOG Hi,, REGUEEHESNHEEBLEE KikF) SYSLOG k%28 .

fic B AP IR
i configure terminal HEN 4 R i B AR
%2 log server enable JEFSYSLOGH &

f# /1 no log server enable 74 A LLJEH] SYSLOG H .




TR ST e 2 A7 muix |

56.2.7 EEESYSLOGHR S &1ttt

fic B AP IR .
I configure terminal N2 R C B A
W UR2 log server addr A.B.C.D fic B SYSLOGk %5 #s Hiti 9 A.B.C.D
I3 Log server second addr A.B.C.D BB 5 A H B MR S 4 hkk
i ‘ Log server third addr A.B.C.D e B 5 = H G AR 5 2 st

f#H no log server addr . no log second addr #1 no log third addr 4 1] PAEX
4 SYSLOG [/l % #5 ik o

56.2.8 BEESYSLOGHRZ L O

(W &
P configure terminal N2 R E
K2 log server port <1-65535> Bl E SYSLOGHR %545 w1, JulE A

1-65535,

18 ] no log server port i 4 1] LIVKE SYSLOG IR 5% 25 3 11 AR A 1 514,

56.2.9 ELEER & 1XHERSYSLOGHR &%

W= ¥
FI configure terminal BEN A R IC B AR
F¥R2 "log(antiarp|applattack|bgp| blacklist|] AL, AL E X R —AME AL

config|dhcplfilter|floodjhajhm| B K25 Hyinformational .
if-info|nat|ospf|qos|rip|scan|server|se
ssionpolicy|system-info|url|vrrp|war

ningevent)

server upto (emergencies| alerts|
criticallerrors|warnings|notifications|

informational)"

f¥F "no log(antiarp|app|attack|bgp|
blacklist|config|dhcpfilter|flood|halhm|
if-info|nat|ospf|qos|rip|scan|server|sessionpolicy|system-infolurl|vrrp|warni

ngevent)”, MHERX RIS PTA H R E .




T /ftﬁjiljﬁjﬂ' ‘|'A‘f—|‘----;/”§,/l,\ﬁ; j:HhL

muix |

56.3 fic & =5

56.3.1 BCLERM1: BEEAMMAR

ESEifuY
i B 4% R BRIE R ) H S BIASH H 6
o B D IR:

I Pic B 4 LB A 77 H A5 2

FW# config terminal
FW(config)# log if-info memory upto notifications

FW(config)#exit
A IR2 BELE

FWishow log-config

log if-info memory upto notifications
!

56.3.2 BCE R F2: BEEESYSLOGHZ:

ETEI
fic & DHCP #f5 B4 H &% SYSLOG Hi&.
EXTPEISR

ethl:192.168.31.150/24 SYSLOGHE & 52
192.168.31.155

e B D IR

S fit. B DHCPHEESYSLOG H & 254

FWH# config terminal

FW(config)# log dhcp server upto informational

L2 L ESYSLOGH %5 4 251
FW(config)# log server addr 192.168.31.155
FW(config)# log server port 514

LIRS JE FISYSLOG H &
FW(config)# log server enable
FW(config)#exit

iz BAERE




T REEHY G-

< ’/fT fﬂﬂ

FWH# show log-config

muix |
log dhcp server upto informational

log server addr 192.168.31.155
log server enable

56.3.3 B EEH3: BEEE-mailAE

E UKt

B B ARG B 40 H B K I£ F) E-mail,
E VISR

eth1:192.168.31.150/24

VA ZA T

=

FW 163 85 {% R % 2%

(W &

SHA e B RS2 AT 5 B RIRSYSLOG H 45 2%

FWH# config terminal
FW(config)# log run-info email upto warnings
L2 Fic. B Email 2%
FW(config)# smtp-config

FW(smtp-config)# server smtp.163.com

FW(smtp-config)# sender david@163.com

FW(smtp-config)# receiverl jackey@163.com

FW(smtp-config)# receiver2 poll@163.com
FW(smtp-config)# auth enable

FW(smtp-config)# username david

FW(smtp-config)# passwd davidgpmz

FW(smtp-config)# exit
FW(config)# exit
IR HERE




TR ST e 2 A7 muix |

FWH# show log-config

log run-info email upto warnings

!

FWH# show smtp-config

!

smtp-config
server smtp.163.com
sender david@163.com
receiverl jackey@163.com
receiver2 poll@163.com
username david
passwd davidgpmz
auth enable

56.4 & WHBES T

56.4.1 TFEM&R1: SYLOGHELM.

e TESYSLOGHR S #5 1B A% Rk H 74
Vaiin 1) R IEHACESYLOGHR S & bt fism 01 5

2) REfE YN O BN R FISYSLOG Server
i TR D IEHELESYSLOGHR %5 %3 itk Al 1 5

2) fRE i) B KI5 FISYSLOG Server

56.4.2 ¥FEMS2: E-mail HELH.

R TR ORI AT A B e
Baxiin 1) 25 IEMALEEmailfit B 241

2) TR E S H EZ AL Email H &
i TR 1) IEHHFR B Emaillic B 25

2) R H EZHI AL FEmail H &




AR BB e S 17T mErsar |

8

C

5/ REA?

57.1 BE A& FH A

F—Rzepira s LN H SRR RS, UiERGH Mg, HitH
fE. BCE AN e f . A LR RE I (8] 3 2 A KA R H &, AR
MBS, Wik, XHSEHET R IP 5 HI IP #TE .
FLGHEAT AR S RAE: RS, B DOS My, B KHESKNG, BiiafE, B
flood Teify, Az HnE LKL B4 . S IR HIEIA 60 7.

57.2 fic E 17 AR

57.2.1 REMERR

B BERE &£
i L 60F> AT R
HEA IR Eil Al R E
HEA I 5000 AJ R A

5722 BEEHZEEH

W ¥
| configure terminal HEN A SR E B AR
F¥R2 log merge enable & HEAIERITR
I3 log qoslattack|blacklist[filter|local-policy|  fic B H&A I, &35 Koption Ksip

flood|scan merge option OPTION Hdip

i "no log qoslattack|blacklist[filter|local-policy|
flood|scan merge option OPTION R X B A B 1) H & IR E
fiiH log merge disable>S i H & & 32 mIT K.

57.2.3 Bk BEHEEH AR

I A 60 Fb.

A& DR
i configure terminal HEN AR E B AR
pi Y log merge time <10-600> o & H & &3 E W




RN e R e

mErsar |

5724 BEEHEZESHEE

BN HE S IF%=E 5000.

fic B AP IR .
FIR configure terminal HEN AR e B A
wIR2 log merge number <500-5000> fid'E HE &I 80
57.2.5 LB HEEFFX
fic B AP IR
HIE configure terminal BEN A R T B AR
B2 log merge all on|off H&E & 4571 /8 8ot
57.2.6 BE&SFHFER
HIE debug syslog merge HEHSAIFER
B2 debug syslog merge count A HEA IS

57.3 & W=

57.3.1 #FEMKR1: HERFHITEH.

K 3 Wic BB 4 g e 2 TIRIP T SKE I, AEAMARTE B AL G PRI H &

Gt D RiEBIHESIFHMERHESAR.

2) 4HT B H BRI — IR UL R SRR i B H &
3) FFEIFMHEIHIP. HIKID, SEMEENE =F A7 AL — A -

LIRS D BEHESIFE, &IFHESRIEEEIFAY LR, SRR ErE4 262

I HE,

2) JRIPEE—IRILECIRIE R, SHBERH, AidstHEST
JE AN B IR TR SR mE A 2= A A 9F H &,

P 2 o

» A X ANEIP

H & S %I PSS — Uk DG T 5 i B

3) FRMEAF LSS ID . SHEMSBIET, TG 20 | DANHEng B 4 thAll [F 4 ik

THEST




RN e R e

N

sl

58.1 ;i HR#EA

S
m
o

4

NV ITEPREE R — IR A T i A BE R, H S EBS TE TR
Yo CEFRRE . NAT 4. PikBEsRg. av. ips URESEHD WHERFE, £
RAFBARRIRERIIAR, A2 H S Bl SO s K%, 4R 5 /e Bl
e

58.1.1 mEAXEE/HAFX

L& DR
| configure terminal B R
S IR2 ct-log (enablel|disable) F R H &R

1 1 show ct-log TH T FAIRAS .

58.1.2 R HETEH X

fic B AP IR
FI configure terminal HENHC B AR
W2 log conntrack (memory| server| JFJEIHEDLE R, MHEHNRZE

email) upto B
(emergencies|alerts|criticall
errors|warnings|notifications

|informational)

i1 show log-config AT LAEE & i S8 R R4




T ARZ BT G emmeiig 24T T ME%%I

59 EERY

RGO RGN AR E, E—mail K&, REHRRENSRIKE, R
%, CHIALETEHAE .

59.1 %At a1 E

59.1.1 EERGELEIEITHIRTE

HHELDIR:
H I HH RGP ELAZAT IR [A]
FW# show system uptime
current time : Mon Apr 2 10:14:44 2007

system runtime : 4 minutes
FORMET A2 L10:14, REUEIT EA45 .

59.1.2 ERERZ I H AR

HHE LR
I MH F G025 H) H A [E]
FWH# show date
ABS time :1197539979
UTC time :2007-12-13 09:59:39
Local time :2007-12-13 17:59:39

UTC timeZR/R R4 4 ATUTCHT ], Local timeZE 7 & 4t 24 Bl A< i) (7]

59.1.3 BEERZGYITHIRRX

aELE:
2 BE R LTI X

FW# show timezone
timezone 57
IR R X A EESTHF X (RICST, H E B [X)




RN e R e

mEzs |

59.14 BLERZG AR

FoE VIR

By T B A 48 2 AR X

FW(config)# timezone 57
TR E M ETI XON 57 X (RICST, F [ i [X).

I X S HO0 BT

1

© 00 N O o b~ wWw N

N RN RN N N RN N DN R R R B R R R R R
N~ o 08N W N P O © o N o o0~ w N P O

zonel=GMT-12:00 H £

zone2=GMT-11:00 #Hig & FHETH S
zone3=GMT-10:00 =& #

zone4=GMT-09:00 [+ #rhn

zone5=GMT-08:00 APy [H] (3 E AN K) 5 HEY)
zone6=GMT-07:00 L1} 7] (35 [E A nEs k)
zone7=GMT-07:00 V. F| 3

zone8=GMT-07:00 ¥ FLFL FrEHT SFL4F=2
zone9=GMT-06:00 B HiEHiE
zonel0=GMT-06:00 ¥ [ (3 [E Al £ k)
zonel1=GMT-06:00 1M

zonel2=GMT-06:00 JIAHFEH SRVG BN 24T
zonel3=GMT-05:00 &k T HZ%
zonel4=GMT-05:00 Z & 8] (3 E A inE k)
zonel5=GMT-05:00 E[& 0 (4:35F)
zonel6=GMT-04:00 K7t [a] (& E AN K)
zonel7=GMT-04:00 infomdr ey
zone18=GMT-04:00 i1V &f
zonel9=GMT-03:30 435~

zone20=GMT-03:00 [ ptFiiV.
zone21=GMT-03:00 i B kM LA  Frinsk
zone22=GMT-03:00 &%

zone23=GMT-02:00 = kP
zone24=GMT-01:00 #h5MEES
zone25=GMT-01:00 i /R EE

zone26=GMT #gARgifi #AIMk 2T &8 (g HLATA
zone27=GMT REEMEFK FED 4T




AL BT G -

447 A

mEzs |

28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

zone28=GMT+01:00
zone29=GMT+01:00
zone30=GMT+01:00
zone31=GMT+01:00
zone32=GMT+01:00
zone33=GMT+02:00
zone34=GMT+02:00
zone35=GMT+02:00
zone36=GMT+02:00
zone37=GMT+02:00
zone38=GMT+02:00
zone39=GMT+03:00
zone40=GMT+03:00
zone41=GMT+03:00
zone42=GMT+03:00
zone43=GMT+03:30
zone44=GMT+04:00
zone45=GMT+04:00
zone46=GMT+04:30
zone47=GMT+05:00
zone48=GMT+05:00
zone49=GMT+05:30
zone50=GMT+05:45
zone51=GMT+06:00
zone52=GMT+06:00
zone53=GMT+06:00
zone54=GMT+06:30
zone55=GMT+07:00
zone56=GMT+07:00
zone57=GMT+08:00
zone58=GMT+08:00
zone59=GMT+08:00
zone60=GMT+08:00
zone61=GMT+08:00

BTARE P MR (/RS B Wi R KR 2k thal
DURKESRAE Anhrid b & Ak A K
EIER BARIR SER DR
PRI WTRRE R fe9b pEAR A
AR
A I ks
VEEDA: e )] IR
BhoR 2 A BN AR BEAR 4E/RA1H
IS

Mt DUER BHINEAR BT
HR B
ELAg ik

R RS

SRR AR RIKINES #)
SEES

R

FiIAmFLEL 5 Hr sy

B SR 5 EiR

W& A7 IR

I 4R B £

P Rhidr AT
DER K MUREE BiEE
JINAE R

B AC P 3T G 1R I

B i EA 4l ik

7 HLE AR JE

e

i TV R

28 WA RS

b K BEARF FBERITEIX
LT VI

i

&k

PHRBER T 124
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62 zone62=GMT+09:00 KR Zxi L%

63 zone63=GMT+09:00 i

64 zone64=GMT+09:00 HEE k7T

65 zone65=GMT+09:30 [ {31k

66 zone66=GMT+09:30 ik/K

67 zone67=GMT+10:00 #i HL1HE

68 zone68=GMT+10:00 7tk 4t e

69 zone69=GMT+10:00 K& H/RZZ L

70 zone70=GMT+10:00 % 4%

71 zone71=GMT+10:00 H¥i:fi SB/RA RS2

72 zone72=GMT+11:00 NSt P& [ TH#EE #ivg 2 e
73 zone73=GMT+12:00 o5~ H R i

74  zone74=GMT+12:00 ¥ LMV SE/REES
75 zone75=GMT+13:00 %% iK% ik

59.1.5 FENXE RZ A B HAFIRTE)

#4UtH: date <2006-2030> <1-12> <1-31> <0-23> <0-59> <0-59>

KT SH i
<2006-2030> B 8 A0y
<1-12> BB H
<1-31> B & H
<0-23> it B /N
<0-59> B &5 3
<0-59> fic B b
W= &

vz B RG240 H AR (A
FWH# date 2007 04 02 10 20 50
FoNW B RGN A 2520074:4 H 2 H 14105, 204350%5

59.1.6 {#Mntpi% & RSt X ATHYATE]

W= &
FIR fic. B ntp serveritihik & looplfl k&
FW(config)# ntp 192.168.31.155 60
F/RTR Entp serveritihik 4192.168.31.155, ntp loop [#] fF 60>




RN e R e

e |

i no ntp fix & A LA 1L ntp BLE .

BHEAIREK:
I SoRntphic B
FWH# show ntp config
timezone 57

ntp 192.168.31.155 10

59.1.7 fEAntpBNEHET R LRt E]

IR i ntp 7 B BEE R S (]

FW# ntpupdate time.windows.com

time update success

59.2 E-maili% &

59.2.1 Bt ESMTPHR S 25 & Frok & Hbt

B PAT 4 Bi B
1 | configure terminal HEN A SR E B AR
2 | smtp-config HEASMTPHL B 5 2{
3 | server NAME He B 55 4% (0 44 5 B 1P
4 | server address I £ IR 55 45 1 48 T BUE 1P
5 | server port e B IR 5% 2 o I

¥ no server 1] LA SMTP R4S #5FCE

59.2.2 BB B4 % & hp 4 ithhik

2 PAT IS P
1 | configure terminal HANE R E R
2 | smtp-config HEASMTPHL B A1
3 | sender NAME e B s i 3 bk
4 | Send-interval <1-60> A% 8] 18] b

¥ no sender BN AL E .




T ARZ BT G emmeiig 24T T MLE R 5 I

59.2.3 i B hpA-FEeir & hp 44 M kik

PR PAT I 4 L]
1 | configure terminal N R C B A
2 | smtp-config HEASMTPHC B A
3 | receiverlLONGSTRING Fic P 2 UL O Mtk o 2SR
FNFEMH S 7 BT, &2
A% N 25511177 -

i no receiverl HUECE .

59.2.4 BEE X EAPHITZETTEINE

PR PAT A4 UL
1 | configure terminal BEN A R C B
2 | smtp-config HEASMTPHC B A% 2
3 | auth enable i BB HIIS P AR 3 P 7 BN IE

# F§ auth disable HXiH /1% HRLEI 75 EE L & .

59.2.5 ELE & EEEFHAESEFAAPE

2 PAT L T B
1 | configure terminal BEN A R C B AR
2 | smtp-config A SMTPHL B A5 2
3 | username NAME C 5L IS A2 A 226 B LA RIEASE FH P P 44

# F no username HVH M1 & ER DAEE A F & B E .

59.2.6 BpE %X EBEETIAESE A BB

] PAT IS Ui B3
1 | configure terminal b PN LW
2 | smtp-config A SMTPHL B A%
3 | passwd PASSWORD AC 25 WIS AP A 36 B LA I A8 PR F 851

f8 1] no passwd B B A 3 I PAIEAE £ 28 o
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59.2.7 B ESSLINEF

PR PAT I 4 L]
1 | configure terminal N R C B A
2 | smtp-config HEASMTPHC B A
3 | sslenable J& Flsslhnss

i ssl disable HUiH ssl %,
59.3 X ZIEITICR

59.3.1 & EBITICRIEA

BAAIBATILREHE: WAEBITIEREE ., WKeTiexHEXFTE . RGBT
WG BEM TR ISAT g RO ST IE %

BRIBITIERACE : AT B TILRINBERATI R, MBS & isfTidx
Hi&-

WEIBITICRHEX T HEPIEREEN LG, GlRAEER.
HOERE. WEEESE. Mo TLUESEN ST HE, JFShEgEasert.
Rgsiricx 3l FHRGBTIERIC N K466

T AT A S SO, Bk, R BEXR RIS AT LR D REHEAT R B #R 1

59.3.2 BLEiRFEBITICRE

(W=

configure terminal HENHC B AR

stated enable Wi 4T 10 S T ReAE
fit

stated disable R EAITIE R TR &
ke

stated interval fid B 5 B 3¢ (A&

<TIME>

stated retention L E HE S RA KR

<DAYS> 44
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ZHUL -
4 (1): stated interval <TIME>
BY B B HRAEME
<TIME 18] [ b 3005
> <60-86400>

4 (2): stated retention <DAYS>
S B BRETEE
<DAYS N 3K

> <1-7>

59.3.3 BLE XA

ESTE3A

e B W& 15 Bl DiRe, idskMkaN 60s, idsk RECH 4 K.

BB IR
host(config)# stated enable e &1 B0 K IhRE
host(config)# stated interval 60 B HGE R FIBE A60s
host(config)# stated retention 4 LB R ASITN

BoE 45 R

host# show stated
stated enable
stated interval 60

stated retention 4

59.4 £ EIE

59.4.1 EHEEHLR

P E B DIRE R A A R E B ST, E N AR B B 1P AERL M IR
Birh. et BN EIE T E T 6 )5, B P BT G atR R E BB T
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59.4.2 EHEERELE

PR PAT I 4 L]
1 | configure terminal N R C B A
2 | trpahost AB.C.D AL B EHERFESIP
3 | trpaif INTERFACE e B E O
4 | trpa key STRING fic B 4 i R T B R
5 | trpaenable HFRE BN REHE TS

59.4.3 Hib@<S1TiREA

FF5 PAT A4 UL
1 | trpa port <1-65535> MLEEPEEFGmE, Bik443
2 | trpa keepalive-period < RIEARTEIRSC IR,  BRIL600F)
1-65535 >
3 | trpamethod (http |https) WA ST Chittp B
https) , Zkikhttps
5 | trpadisable KA BB M 2L &
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T

1

EEEEGHF

AW REE S UL P HRBCE . B0 7 ErRCEE B LU A
ARG E

TRz e G s T B0 BB — N EZE LR T admin,
RIS, ATRE SRR B 3T E, R E R TR, BN
BOHA ERE EAE, DU BRI A, SRl SRR IR B T
H—— SR EFEATECE . THISIRCE, WORRE U], BB T i
E.

60.1.1 B2 &R PR

AU 2 A T 87 B % P RO AR A5 P 281 1 o A 2 B 20 g — M 2 0
BUBRR, 28 B 0% A BAT B A PR HE (AR - BB P BRI R

]

Bc B A BSR R 1 A5 5R:
BB configure terminal HEN A SR E B AR
#2  authorized-table NAME MPEAFEZRIRE, Gg—1, I
BEABPRET /L, WERARETE, B
AR A
3923  authorized (readjwrite) 3 B AR F M3 S AR
(alljsystem-config|log-configtjadmin-use
r| updatallog-read|rebootjupdata)
ZHUL I«
28 Pi B3 RAEME
read IR T )2 R R AR 7
write FIR G TH B2 U ) B AR 7
all FIRPTA TR ATIT 7
system-config BEARGREMNIR, RAREREAT XL
TS FAL R 2 AA I A AR, HR
X G B BR .
log-config B HEHAEMBUR. T
admin-user AHERRH, R, ELE80 X
HAERLIR .
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Log-read B H &V FIRBR . y
updata BT R EAERUR 7

60.1.2 BCEA#A P

ASHVE B 53 R AR P IS SRR T AR &P T 6 ek . i E D IR

K
HC B A PP IR
| user administrator USER local 6% 16 A HUVE 3 53 FH 2 i 2545 DA
PASSWORD authorized-table & B HALREE, 0T DL disable i T
NAME [disable] 1% A PR TR

60.1.3 BEEERADIUSEHE R A

RADIUS & 2 63 H 7 & 48 P 915 B AR E RADIUS k54 b P AIERR 2
it RADIUS R4 INIE. FCESRUT
i & RADIUS &3 51 FH 7 (125 3
B user administrator USER radius & 8¢ # 12 A RADIUS & H 5t % N
SERVER authorized-table NAME RADIUSHR %5 2% UL M2 & FEAL IR %, FF7]
[disable] LA i disablesd WA 2 FH 8 I 6 3

60.1.4 IEELDAPER R A A

LDAP &3 it i 7 248 F P 1S BORFAAE LDAP k4548 o H A NIERE Zidid

LDAP IR #5INIE. AL E PR U~

ic & RADIUS &2 i H 7 (12 5%

B user administrator USER Idap @ & BX % 1& 2t RADIUS & 38 53 X i 1)
SERVER authorized-table NAME LDAPHK 45 %% UL A B BEAR PR R, F 7T LUIE
[disable] Tt disablesdk I % FH I T

60.1.5 EEEEIEG A PR EER I

W SR A S A ik, AT DL A G P AR A b ks i
FRME R . AR RA I E &k, AW DUEE AR 1P Mk Sk . BT
BARWT:
e B B A P (R B i 1 2 B
HI user administrator USER FIDARCE =AM ZpUthl, ZH ] Ll
authorized-address (firstjsecond|third) TER—A Mk 25t
A.B.C.D/M

BRIt RT DL ) B«
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s |

Pe B B 03] UL 2D B

2| user administrator USER A DAL E = MZAUhIEE, ZH Al

authorized-address (first|second|third)

TR AT R AR B A R B s

A.B.C.D/M
SR -
28 Pi B3 R E
first TN — R
second TN AR
third TR AR L
EARBIER AT R SE T, RN T X 3.
60.1.6 B EEEAREOSKE
P B A P R e 1 2 K P AP B
P admin password LENGTH LG P R O A K
SHV -
ZH i B REME
LENGTH RO KE 6
602 L EERERHE
=R ER STV INT 1B
e fERE
show admin-user EARNUHERNNERTHER
show running-config BRI E .
show local user 4 & 7% 24451
S TELRE R I EoR 2
FWH# who
Login style Username IP
Console admin * Mon Apr  910:17:19
SSH admin 192.168.31.117 Mon Apr 910:21:17
Telnet admin 192.168.31.117 Mon Apr  910:21:32
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60.3 fit & =

60.3.1 ECEEIESIH PHIBREINRE

ESEifuY

BB —Rzep-ra, mnmAER R check A1 admin, M check
[FIALFR % & show-config, admin AR % & system-config. Show-config HH
BORINEERIBLR, 1T admin B 55 A BHERUR . 4

F /' check R fefdiF show #r4, ASgEidt A CONFIG 75 £i;
F /- admin 7] DU RS H T i 2
60-1 i EEIE 51 i PR TNAE

mz£0Rsole

—— LI
| |
192.168.0.10

4-1
[W=w ¥
B RINEREGR

FWH# configure terminal

FW(config)# authorized-table reader
FW(authorized-table)# authorized read all
FW(authorized-table)# exit
FW(config)#
FWH# configure terminal
FW(config)# authorized-table system-config
FW(authorized-table)# authorized read all
FW(authorized-table)# authorized write all
FW(authorized-table)# exit
FW(config)#

A2 BINE
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FWH# configure terminal
FW(config)# user administrator check local venustech authorized-table reader
FW(config)# user administrator admin local venustech authorized-table
system-config
B WEA S
FW(config)# user administrator check authorized-address first 192.168.0.10
WA RAFECE
FW (config)# write memory

FENEBI BRI
A check H /%%
Username: check
Password:

FW>en

FW# show admin-user

Admin User Name User Type User Status
admin local enable
check local enable

Total users : 2
FW# configure terminal
This user is not permited this operation

FW#

PAEFTBAE Y, 2 3RATTEL check I 8 sk, RaedE (5 5, HR A REE config

TR HATECE .
IR P AR R 192.168.0.10 Farii# i, SR IRAIEREHR, AikE
Ko

LA admin H &%
Username: admin

Password:
FW> en

FW# show admin-user

Admin User Name User Type User Status
admin local enable
check local enable
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N

Total users : 2
FW# configure terminal

FW (config)#

PAERTELE Y, 23R4T admin I 850, gt A\ config % it AT L& -

60.4 EFE5SHr

60.41 APTEER

(SIS FIEZA P, B4 TGRS F

oI S D ZHPREREHIH,
2) RETIRNZH A4 B8 S 1Pk VE
D ZAFREBA T HERES, W24 FHuser administrator check local
venustech authorized-table Reader UL ar4 5 .
4) P ERAFAE R AR, 3% i F user administrator check local venustech
authorized-table Reader &4 & 1% F - %14

60.4.2 WS IERIT

HEEL S T RERs B3, HEAREDITHS
R SRR @it show running-config & B L &, 2& F /7 6 R AR K 25 H
o} 7 (A PR




F BT Gt 2 1T mamsn |

am
=--

01 R A

61.1 RGEHRMEXELEZNDIRE

61.1.1 FEIALKREEKRE

Ui : copy tftp A.B.C.D RemoteFile (version |config |license
|applibjavlib|ipsliblurllib)

KT MBS ]

tftp For K F thtp W S i S 1

AB.CD FoRthtp serveritihl:

RemoteFile LR TEftp server L4

(version |config [license [applib)  \arsion . SRR EH AR A
config RN B RS E S
license : FRHHT License SCHF
applib s 37 ST I REAE PR
avlib s AN TR DT R
ipslib s FOR T NAR BT RE PR
urllib s FOREHT URL 2 FERFHE P

A Ui write (filelmemory|terminal|backup-config|startup-config)

KigEFFZH i
(filejmemory|terminalbackup-config ~ File  : FRIRFEAHIHCE
|startup-config) Memory: FRINZEAT 4HTILE

Terminal: xR M ATHCE
Backup-config: R x &0 4 HTHCE
Startup-config: RN {RAT LHTICE

61.1.2 FHEFEEIHAREE

H I HBENFFAEE H BT 2 B
FW_A(config)# auto-update (app-libjav-lib|ips-libjurl-lib)
FW_A(auto-update)#

H 2 e & T IR 55 3%
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FW_A(auto-update)# server http://192.168.1.1/update/update.asp
FES BEZEMIIIE
FW_A(auto-update)# weekly sun mon null wed null fri null
TG REAER - RR=R A%
HURE BEEEREH LS T
FW_A(auto-update)# monthly 10,20,30
Fornt 105,205, f1305 7+ 44
s 5 B T+t (]
FW_A(auto-update)# time hour 3 minute 0
RRGRE IR ET
LG BHESNRRE
FW_A(auto-update)# update enable
A URT KM E Z TR E
FW_A(auto-update)# update disable

61.1.3 REGHRE

AU : system snapshot (auto| delete| manual| recover| show)

KEEFMSH B
system snapshot RGN AT 2
(auto| delete| manual| recover|  auto s RN HEBHRER
show) delete : R IBR R AR
manua : LR TR
recover : RN R
show TN i
e ZH YL
system snapshot auto disable K B BRI G
system snapshot auto enable FIIT B BRI G
system snapshot auto monthly | <day> WE R A AR ], <day>BUE T
<hour> 1-31,<hour>HH 78 #0-23,<minute> L {H
<minute> Y H0-59
system snapshot auto weekly | <day> WE S A BRI (], <day>HUE 6
<hour> 1-7,<hour> B 18 75 [l 0-23,<minute> B (&

<minute> JE [ 0-59,

<name> MIEEPLIR, <name> 2P 1 44 7

system snapshot delete

system snapshot manua <remark> | FEBIERIE, < remark >/ 1
%/

system snapshot recover <name> WeE R, <name> IR 1) & 5

system snhapshot show all SRAETE R R




F BT Gt 2 1T mamsn |

system snapshot show info

Em
ol
s
=
SE
oF
o

61.2 ZGH LK RH

61.2.1 FRIFARRGRA

I HEAenableffEx, MAHL T ERGCA A
FW_A# copy tftp 4.4.4.10 tsos.bin version
FW_A#  tsos.bin 100%
i * sk " sk *
* wHxxx| 72196k 0:00:00 ETA
Download finish, begin to purse and install version file tsos.bin.
success.
FW_A#
52 HERK

FW_A# reboot
The system will be rebooted! Please enter "y/n" to confirm: y

61.2.2 FENFAL R B HFIEEERRA

I 1k \enableff, AT FR FRFIE P hi A A
FW_A# copy tftp 4.4.4.10 20160728.sig applib
20160728 sig 100% [***ss A wwkk| 511k
0:00:00 ETA

Download finish, begin to purse and install version file 20160728.sig.

sSuccess.
FW_A#
61.2.3 RYGIRER
FEh O

LHA fEconfig®i mi T, FEIQIE RGURIE, &iE4 123, ATLIMEH

host(config)# system snapshot manual 123

It will take some time. Please wait......

host(config)# system snapshot show all

name remark
V200R0400B20210517_20210608080931 123
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H 3 B bR I A
LA fEconfig™i mi T, VB H ) RS, BLE N AR 119251037 A SRR

host(config)# system snapshot auto enable

Please set weekly or monthly.

host(config)# system snapshot auto weekly 1 2 3

host(config)# system snapshot show info

CURRENT INFO: The current system is not a snapshot system.
AUTO INFO: week:1 hour:2 minute:3

T bR 45
SHA fEconfig®i mi T, RIORFAER RGRIK

host(config)# system snapshot show all

name remark
V200R0400B20210517_20210608080931 123

WURD | MR AE PRI

host(config)# system snapshot delete V200R0400B20210517_20210608080931
host(config)# system snapshot show all

name remark
host(config)#

IR R AE
LHA fEconfig i s, EIRAFAEI) R GTIRHE

host(config)# system snapshot show all

name remark
V200R0400B20210517_20210608082913 456

A IR2 AN EIRE RS
host(config)# system snapshot recover

VV200R0400B20210517_20210608082913
Restore the system snapshot, the system will automatically reboot! Please enter
"y/n" toconfirm: 'y

system_snapshot:Restore system snapshot successfully!

The system is going down NOW!
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VRRP

62.1 VRRP#EA

W, [F— P BN T ENLESGCE — A R BL 5G9 T — Bk B .
BT FE A I B R SR i o A8 B e R AT 0GB B G T i, AT S 3R
FEHLG SR 2% BT o 2R A RIS, AT B 9 BT A LA S S48 % EH )
FEHR IO 5 A 253815

A8 % B P BTG B AR E SRt 1 07 (8, (FR B AR O R # B AR s AR
PSR B0 1 DG 4 1y SR 40 mT Stk ) DLV, T el 7E 2N D2 T
AT 126 B A A 75 SR TR ) R

VRRP (Virtual Router Redundancy Protocol, FEHLE 28 TR0 Frf Lk
AP T RE G A I B &2, TEl— & R 28, H VRRP Kikzs
P o 8 WO 5 65 P 2 AR FEL S AT 55, Ry g X P 1) AL 75 o e 40 i 2 P50 2 D ik
VRRP & —F AL, IR m TR, f 7 EVNRE. A 2%
HTRERE IR CnLORD v, 5Bl VRRP BEERE & ek th LB S A7
SRPR B AT SR R B B, A ASCRE e B — B I R A A i TR et e T ) 1) R, T T
BB R BRI SR EE .

62.2 it EVRRP

62.2.1 % B VRRPZFH AR A

BE 1 VRRP &4 A A S

IR
S configure terminal HEN 4 R e B AR 2
5982  interface ge0/0 HENFE CE BB
5328 vrrp 1 description DESC RPN QA S NI R s, HFiRE
it PSS
ZHU ] -
28 Pi B3 SRELE
vrid H“hdHS y
description LY Sy T




RN e R e

VRRP I

62.2.2 BGEVRRP&#4A Btk

B— VRRP A3 AR 25

IR
I configure terminal BN AR E B AR
3982 interface ge0/0 HE i B A

#3%3  no vrrp 1 description

RBIH SR RS th 2, O Hid

ZHUL I«
ZH i B BREEE
vrid HhdS v

62.2.3 [@VRRPE¥}4HIEIN—AEHIP

I —AN AN 1P 2] VRRP #1434 .

IR
HIE configure terminal HEN AR e B AR
5982  interface ge0/0 HENBE O B A

HI%8  vrrp 1ip 192.168.31.1

B SO H S N R th & K — A
FE AL PG I 3] 25473 41

ZHUL
ZH LB RELE
vrid #s y
ip FEFLPHLHE T

f B LOIP R oA R A%

Yy & b a (0.0.0.0) . S 4k e b

(255.255.255.255), = #ak, dF A/B/C Kieiubfe w4k

Ea IP #4k (4= 0.0.0.1),

62.2.4 M\ VRRP#&{34BMER— ERLIP

TR — A 25 A 2L UL 1P

IR
S configure terminal HEN 4 R e B AR 2
2 interface ge0/0 HE B L E B A X

%3 novrrp 1ip 192.168.31.1

BV SONLIR RS s, MIER—ip
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VRRP I

ZHUL B«
S B AT E
vrid S ik ¥
ip FERLPHE L ¥

62.2.5 ¥ E VRRPEHEEIK SR

WHE— VRRP %3452 .

IR
| configure terminal A4S BB R
K2 interface ge0/0 N O B

U3 vrrp 1 priority 120

RPN A5 UL RS 4%, T i E

ok
SR :
S PiEH R E
vrid K S iR "
priority L oe 2k 100
62.2.6 k& VRRPE A KIERE LER
WAE— VRRP &0 41548 /e 4% 100.
IR
s configure terminal AR B R
5982  interface ge0/0 HEN B O B AR

#1838  novrrp 1 priority

FRBVALS ML RSO h 4% IR R A e

4100
SR «
S PiEH AT E
vrid s e

62.2.7 BAVRRPZHAERE HiER

JA A VRRP £ 43 48 S
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IR
I configure terminal HE 4 R B A
12 interface ge0/0 JENEE TR B AR
#$1%3  vrrp 1 preempt delay 10 BB T LR R ARG %, 5 4G
d AR IR AT IR B B N 1070
ZHU -
BH B B RELE
vrid wHS T
preempt delay o IER 0

62.2.8 Z£HVRRPZHANIE HER

#FH—/ VRRP #1044 5.

IR

P configure terminal N4 R B

K2 interface ge0/0 HENHE CC B

IR no vrrp 1 preempt RECNIM BRI 8, 2248 &
ZAUL :

S5 B B R E

vrid #ras T

62.2.9 ¥ E VRRPE AN AR

BEH A VRRP &4 2 AR

IR
S configure terminal HEN 4 R e B AR 2
5982  interface ge0/0 HENFE CE BB
SIS vrrp 1 version v3 BB OEH S AL RS S, B
R A 3
ZH L ;
ZH P B RELE
vrid GRS 7
version R A v2
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VRRP I

62.2.10 % E VRRPEZ DA AR A E

E — VRRP &7 4H A AR 2

IR
I configure terminal BN AR E B AR
3982 interface ge0/0 HE i B A

U8 novrrp 1 version

TR S ML REANES £h 2%, R AR AR e A5

X Av2
ZHUL I«
ZH i B BRERE
vrid H“hdS v
62.2.11 i & VRRPEHHRIAIEIR
WEH— VRRP &1 4 AR
HIR:
HIE configure terminal HEN AR B AR
5982  interface ge0/0 HENBE O B A

FIR3 vrrp 1 authentication md5 KEY

B AN A S N R th &, JF i

md5IATEAL AR T

ZH A
¥ BiEg RAEEE
vrid iR o
authentication NERE o

62.2.12 BEVRRPZ4EEINIE

I —4> VRRP #43 4H(FAAIE

SR
i configure terminal HEN AR B A
H1%2  interface ge0/0 N AR R

#I%8  no vrrp 1 authentication

FREVH SN &%, JFIBOEE

SR :
S BiEH R ELE
vrid #rHS o
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62.2.13 & B VRRP#&}4H 1YiE &5 & (8] 8] B

LA VRRP 4 {43 75 I ] 1

IR
I configure terminal BN AR B AR
S IE2 interface ge0/0 JENEE TR B AR
IR vrrp 1 timers advertise 200 R BN H T AL R H A, iR E
b Rt <R 0 7
ZHULA
ZH Bt B BRAEEE
vrid HhdS v
timers advertise 388 45 B 1] A B 100

62.2.14 % E VRRPEZ{F4ARYERH 18 & Bt ia) 18] R

PRE —/> VRRP &3 2H 138 25 i) 8] (8] B

IR
IR configure terminal N2 R B
5982  interface ge0/0 HENBE O B A
3323 no vrrp 1 timers advertise BV S LK R0 %, JE R 8 5
[ 1] b 24100
ZAUL :
ZH B B R E
vrid H“HHS T

62.2.15 J5 A VRRPEAEREHIP A Ping

J8 FH—> VRRP &4 A1 HE 40 1P 7] Ping.

}fg?;[%:
S configure terminal HEN 4 R e B AR 2
5982  interface ge0/0 HENFE CE BB
HIE3  vrrp 1 ping BN G5 N R 28, 8 A

Ping




RN e R e

VRRP I

ZHULA
S TiBH REEE
vrid &S X

62.2.16 I VRRPEHERIEINIPA Ping

2 —A VRRP % 411 24 IP 7] Ping.

IR
| configure terminal AL BB
K2 interface ge0/0 N CC B

#%3  novrrp 1ping

ARFALE SR BB 2, 45 Ping

R

e B

REEE

vrid SRR

62.2.17 BAVRRP&{H

JEFH— VRRP &340

IR

| configure terminal

BEN 4R e B A

#1%2  interface ge0/0

HEANFZ FC B AR

983 vrrp 1 enable

HENA S NI Rt ds, e H

S -

e Bi

A E

vrid SR

62.2.18 ZEHVRRPE#H

#H—A VRRP &340,

A IR

| configure terminal

HEN 4R T B A

#1182  interface ge0/0

HEN$ T B A

#I3#8  novrrp 1 enable

HBIH SN A 2, JF4E




FRELPH T G

YA vere |

SR :
S B AT E
vrid e AR o
62.3 fit & =5
EXVIERSY

73 ge0/0 F, @ r—AHS N1, B IP N 192.168.31.1, fEHFFFHIN
WE, @ B R A RE A 2 B i & 4

Hic & AP IR
B #E A congfighi =t
FW# configure terminal
HIR2 HAFEH
FW (config)# interface ge0/0
B3 L EMIPA192.168.31. 111 % 441
FW (config-geO)#vrrp 1 ip 192.168.31.1
AURA BCE A AU TR VAER, IR N123
FW (config-ge0)# vrrp 1 authentication text 123
WIS G U A 2R L 138 35 I (8] (8] B 20 (2003E45)
FW (config-ge0)# vrrp 1 timers advertise 200
] A &y 4L
FW (config-ge0)# vrrp 1 enable
62.4 U517 544

62.4.1 BEEFVRRPEE

A IR

LI

HRVRRPELE (5 B

FW_A# show vrrp
ge0-Group 1
Enabled
State is Master
Using VRRP protocol is version 2
Virtual IP address is 192.168.31.1
Virtual MAC address is 00:00:5E:00:01:01
Advertisement interval is 2.00 seconds

Priority is 100
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Preemption enabled

Ping disabled

Using TEXT authentication, password: 123
Master is 192.168.31.106, priority is 100

62.5 ESHT

62.5.1 HIPEINR1:

M5 REL | — A, mEMHE - BEERLT “Initialize” KA.

ST S EFT R DA AT UPIRS, 8 MR i
fif S LT B A T L 2 -

1. ¥EO4F upiRE

2. AWML LRSI B E T

3. #HAOLZREADRE T —AJSL 1P Mtk
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03 RE HA

63.1 HARE A

F A EEERD HA (High-Availability ), & (R M 2% s a] g 1 —FiEoR 5 %, mrpiak
P26 T BN TR AR A A G 1A A X 4 e e S O 28 R T, RAIE I
LEIRSSWIELL AN 2 A0 . XRF G T — L epPF e & b E- & -+
PR TAERE RIS AT, O LA 2 AN [ ) 2H 9 75 22

TEE-& TAERT, HEREN “F7 T —ReepP-Fak &k RiE, i
ARMEMEERSEE, “&7 WEATIE, BEFHEM “T7 FAEMRCE, R
SEIF I B WAIZARE, —BARRIE] “ 7 WP, ik,
WRIENLEE . “%7 B&ESAEE 7 WHAAREMKRE KR TIE, DI
FEM 2 A T 1T
TEF-FTAEFENXT, HE T —REE[-F 6 B & RN R R E, RERE
BUEL T FHAR R 25 B2 4% B R E, DA — R &pid-F & LA E, W
AP & . fEE-F TAEMRKT, BEeR&HKMECHIT ID MFEFRE.

H N L&Y Pr G R &EH 3 E 1P Mk & Bk R SO X o5
— R PP e LIERE, R F AR 2P 7 67 SR R4 =AW
AR “MOCifs”, “Berinds” f “BEpg R & iy BN &M, 1E
TETAEH T —RZE&PP-F a3 &, WRANER H Cr RS Ho b i it e
AR, WEIEE N “&7 RE, EREF I TRzl Tra
WS . RS TIERNAT, BAH S8, TRlEe 2484, EIEWNHE
HUR, HARE I R E eE F AR

AEW R HADIRERIBCE, 9 7 infri@id ar 4T ECE HA, SCIL HA ThfE.

63.2 FiL B HA

ARG HA [ TARR A B A 3 A, An] AR AU, BA
JURE, M (FEHABS IR E) MIhRE. BT, RS aes.
N T ORIV S B BEIEH TAR, P& B IR S 20 )

63.2.1 GEEEAERE

HA SEARTCE, AIREM HA AR ThAE. fds: AR, OBbsEEmit. 36
SO E
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i B AR

P2 configure terminal R B A

HIR2 ha-group HEANHATRCE 5 5

I3 enable (backup-master| M EHA T/ER, 32 shHATH
master-master) At TAEB 7 N EEME &

JU%8  primary-failover self e B i Sk, self A<
A.B.C.D peer A.B.C.D ip, peerNX}uip

06  second-failover self A.B.C.D it B £ @ S bk, self A H:
peer A.B.C.D ip, peer Xy uip

HP6  unitID <1-2> MC&E #cID. W& MIDS, HT

PRI N I 6 1%

HI]  grob-style FCEA SR, 0 $8 A
(master |backup|disable) 5. BIAAEH

I8  ha-time <1-3> B B Co Bk 3K 1) B o HUAE Y

1-3%, BRIABLE 3T
A 1%Q float mac (enbale|disable) Eﬂ%%@EﬁI%ZjJMAC

{8 disable W] LAHTH X2 5% 3 % E .

1# il no primary-failover 7] UL X A2 08 4 (1% E
1§ il no second-failover fJ LR X5 55 5 1 ¥ E .
f# /1l no ha-time 7T LA X P 8 1 E

1. MERXEWBEHALTRITEE, LTI EAED
AR 2. LEMAT, BHEik&tea ID LHAEE AR

3. EABAT, MEiLE0t 58X L MM E,

4. B4 ik & 4 B K £ W G 2 S B A AN .

63.22 BECERLERD

T RZ &GP G 8% HA DI SR B Fan RPN E s, HECE 5%
—Ak&E, MRS LR ERD RS — G 8% b, B 17
B LAER, ARIE T M6 deaic BEARTR .

Mo B IR
i configure terminal BEAC B A
HP%2  ha-group HBEANHANLE 11 5

IR config-sync self A.B.C.D BCE [ A8 A IPH L, self A
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peer E.F.G.H f@lp, peer?'ﬂ;'ﬂ‘jﬁmﬁip
53%%4 autosyn enable }jﬁﬁ Qij] WJ):
(R contis detect S I TR U 55 A LA A A 2

AR BRAREIA] G Dy 193

{# 1 no config-sync 7] LLHGE AP 3R 3 B E
{# Fil no autosyn enable AJ LLEUTE X 25 38 5 HI W B
{# Fi§ no config detect 7 LAEH X5 3% 5 3

\ 1. AdAostsg b7 Uife HA GB1Z b A0 R, A5 2 M i

2 8% 30 P,
BN o s Rfestammal s, A HA JR T # 47 AR
TEE,
3. B MENERR S RES, ToUE HA B T @ 5 4 )
%%c
BEiLed, RBH—6 2 RS SMET,

ﬁaf&n%ﬁab, AR Y HA A 6ELE, VRRP, a4
Bl ARRLEEES>ED  MEREDEEL IPAAAWEE.,
6. B 5 3] 3 Av Szt s i [F] 2508 245 7 i 15 B

63.2.3 BLEEERL

ERFPPURENRRFLL, 8T RIESETIRN, C2@ETERA T, mt

IRHEAT AL A
fic & AP 3R:

98] configure terminal HE B R

#9%2  ha-group HEAHARBCLE 5 R

9%  mirroring-address self G IPHbE, self A
A.B.C.D peer E.F.G.H Huip, peer X! uip
[alternate]

IR sync connection JB HiERE[F

02§  fdb backup (enable | Wik, 8 Hfdbi E 30 [F 5
disable)

f#F no mirroring-address [alternate] 1] LAEXIH X 2098 3 1% &
{# [ no sync connection 7] AEUH X538 5 1% B
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63.2.4 BpEISITHLE

A MFE PO IER L DR B R A A, S IR B B IS AT R,
étﬂfm%ilﬁﬁzﬁaﬁﬂ‘, 2GR B FPRA I, SRAEL S5 A T

fic B AR
R configure terminal HEN T B A
W2 ha-group HENHARLE 7 5
FIE3 sysmon-gw A.B.C.D <1-2> HM il B LA HE, HMJyfd FEk A

WA B
S5 sysmon-interface IF NAME Hic B s 1 W g

timeout <0-3600>

H IS sysmon-trunk TRUNK_ NAME T B e A B A W g

threshold <0-100>

f# FH no sysmon-gw A.B.C.D 7] LLEUH X038 3 1 E .
{# /i no sysmon-interface IF_NAME #] LABUH G258 3 (R E .
1 11 no sysmon-trunk TRUNK_NAME ] DLEUH #3558 3 1 E .

63.2.5 ELEEIL/HAHATIhEE

HA ThEER )5, A AR 15 HACRS IR RO TAE, 1EB& IR FF& B 280
HA RS AAE, WAL I)fe

W= 8
2| configure terminal Ny
%2 ha-group HENEANL B T
I3 standby {5 1 HAMH R DI B

§ 41 no standby FHriE HA R ThRE

°)

wARRAEERE LR A, WITE HAMARHKRE, R
A TR, BMERXREEFRESRT., —MRYD
B a4, B4 2 £ 4% ha 0 B & B, T Ak 4T standby
A, RERHME, THE BT no standby # & b
, AXFET VA £ KAF ha 2 RAE RS FE. A AT ha

e
et
Y B A




AR R

- £ emeetiy 24T Tl ACE HA I

63.2.6 it &

i 4%,
HARTSEIH#EIh&E

HA Difgfash)e, ] thar &m0 HACIRZS T Tk T B U, B R & 22
#r B, BRI T WA

W=k 8
I configure terminal HEE B R
%2 ha-group HENEANL B 5 5
H IR swap 1 B HAEAT HA T 4 (5] e

A PRAEZRELRR. wRARKIRE, AH AL
Zﬁ& LRGP T, MTARRAT swap &4, IR FA
T ) Bob—6iE, FRERMIRETEIRENREE, Fit

. PRThaz & LR ARER EEXFLT.

63.3 Bt & =5

63.3.1 ICERGI1: AEXHFER

E UKo

WEaE T L& FEa, 288 FW_A, FW_B1EANTTR RS, TA/EEE &R
X LIITR&EMIIIRE. BT —&a3R& (X FW_A) AN, JEiE
TRIERELF 2R, HA DIMNZRT DUeAN IR . BRI NS, & (FW_A) I
HUEED, AR B R % (FW_A) 37 HABCE, JFH35h HA Thig
RIGIEH I — 6% (FW_B) IIARMZ T, FHE0 HA Tifg. X AR & I
k45024 eth0, ethl, HA JE{S il Fd & 7F eth2 L.

FIHM
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Hie B AP IR
S FW_A T
S BEFW_A TIEE
FW_A(config)# ha-group
FW_A(ha-group)# primary-failover self 3.3.3.3 peer 3.3.3.5
LR FEFW_AMR MR O
FW_A(ha-group)# sysmon-interface ethO timeout 3

FW_A(ha-group)# sysmon-interface eth1 timeout 3
AU MEFW_AR TR IR R sIHATYE
FW_A(ha-group)# enable backup-master

X% FW_B L E
HE1 EEFW B HIHABS
FW_B (config)# ha-group

FW_B (ha-group)# primary-failover self 3.3.3.5 peer 3.3.3.3
LR EFW_ BRI
FW_B (ha-group)# sysmon-interface ethO timeout 3

FW_B (ha-group)# sysmon-interface eth1 timeout 3
A BCEFW_BM TR EEHATIRE, HITEFSIMAC
FW_B (ha-group)# enable backup-master

FW_B (ha-group)# float mac enbale

P B 45 2R

enable backup-master




A U i 1 et va |

unitiD 1

primary-failover self 3.3.3.3 peer 3.3.3.5
sysmon-interface ethO timeout 3
sysmon-interface ethl timeout 3

float mac enbale

63.3.2 BEERF2: AEEXTER

E UKt

a8 F—Rz22PyTrE, 258 FW_A, FW_BERTIAREAE, TAEMEEEH
X EHIUCREMIITIRE. HRILH P — GBI (B FW_A) K%, JFIE
FRIESIF L, HA LIRZTT OB AN S SRR, Bt (FW_AD i
MRS, ARG R AT S (FW_A) #H7 HATCE, JF/E30 HA Thig.
RGN — B s (FW_B) IMAMZ, JERzh HA Thig. X R#RB% HA
HAE LR E A ethO .

Ny P

. - g .
active W o l"’ﬂ active
- working

working
ethll ethl

R

eS|

b g

il

i
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X g FW_A PR E :
L1 FEFW_A FHAE:N
FW_A(config)# ha-group
FW_A(ha-group)# primary-failover self 3.3.3.3 peer 3.3.3.5
AR FCEFW_AR AR E 3IHAL)RE
FW_A(ha-group)# enable master-master

X FW_B ML E -
L1 EEFW_B MHARO
FW_B (config)# ha-group
FW_B (ha-group)# primary-failover self 3.3.3.5 peer 3.3.3.3

AU o EFW B LAERAIE H S HA)RE
FW_B (ha-group)# enable master-master
e B 45 2R

!
ha-group
primary-failover self 3.3.3.3 peer 3.3.3.5

enable master-master

63.4 HAMIE 5EiR

63.4.1 &F HAMRE

H I ERFW_ARHARLEE R
FW_A# show ha conf

workmode: backup-master

Unit-id: 1

grob style:

pry-self:30.1.1.40 pry-peer:30.1.1.50
sec-self:0.0.0.0 sec-peer:0.0.0.0

ha-time: 3

config-sync self:30.1.1.40 peer:30.1.1.50
config detect: OFF

sync connection ON

autosyn enable ON

mirroring-address self 30.1.1.40 peer 30.1.1.50
fdb backup enable
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FW_A#
ATVER], TAEBCNE &, dEHmhERE .. FPMEE .

IR ERFW_ARHAEE B

FW_A#show sysmon-gw

FW_A#show sysmon-interface

FW_A#show sysmon-trunk

SYEE, M. B0, RO BB NE B R

63.4.2 BE HARS

IYEEZNE
FW_A 5 FW_B TR &, LTAEEFESEAXT, FHzh HA Il FW_A BT
W
YR S 451
P EIRFW_ARTHARSE R

FW_A#
FW_A# show ha state
Local : Hostname=FW_A Status=Master, Unit-id=1, Sysmon-down=0
Remote: Hostname=FW_B Status=Master, Unit-id=2, Sysmon-down=0
Config: N/A  Softversion: N/A
FW_A#
X B Local Brn A A E S, BN, MhalkEs.
Remote & x (5 5, AREEINEH, Fhatkds.
REATERNRWERANEMILE R T AERENA, DREEE
B fHANSYNC, FontlE, ASYNCERAR, NIABE unkownZE it A7 3k
BEREEE.
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63.4.3 iR

B debug ha iy & KFEATH I -
debug ha cfg AELEMHKHAEE
debug ha event  ha REHKER
debug ha recv BB 1) ha i 30fE B
debug ha send KiEH ha 05 2
debug ha session ZEE:FIHHIEE

debug ha recv iR 541 :

FW_Ad# terminal monitor

FW_A# debug ha recv

FW_A# Ha rcv packet (170 bytes) workmode=backup-master ifstatus=1 type=0
mac=00-10-f3-0e-56-c2 sec=0 usec=0

I am master and receive other backup packet

I keep being master

BRI HT:

AR N, AR TSRS B OISR IRRF R X A £ RS
KN 170bytes, TARRMEAON LR, Xz FORAESER . (1 FRIER, 0

B, KRNSO (0 R NEFMIRERI, 1 LR ATIREHR IO

debug ha send #5241

FW_A# terminal monitor

FW_A# debug ha send

FW_A# HA send a keep_alive packet (send bytes 170 buflen 170) status=Master type=1
ifstatus=1 secs=4098 usecs=773124

HA send a keep_alive packet (send bytes 170 buflen 170) status=Master type=1 ifstatus=1
secs=4100 usecs=633885

HA send a keep_alive packet (send bytes 170 buflen 170) status=Master type=1 ifstatus=1
secs=4101 usecs=634034

ZR5HT:

AR RN 170bytes, H EPIRE VT, HOCRADNEPREHRC. HfE
FURZASIE S o i T AR A 22 M3 32 e R I )4 .
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63.5 BESTHT

63.5.1 HATE S imiB{E

M5 show ha statefit H A6 & FlLocal KPR ES(E B, % H RemotetR A5 Bo
T ha FE5 A 1 & .

® hall2EHE EM. Mftharl 2+ o E%E.

®  hallMZ T,
fR R 25 b (R AR TR 22

®  showhaconfl &L E . WA IER, WiEcE.
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AlE SNMP

64.1 SNMP 1S LR

SNMP (Simple Network Management Protocol) B[ f&j B4 & HL MY, 2

IETF (Internet Engineeriing Task Force, HBEM TRATS4) & LHI—ERT
SGMP (Simple Gateway Monitor Protocol, & 5[4 ¢ IS HRS0) 1N 4 5 35 b
Wo LA SNMP NEIAR KK HE R G (NMS)H, & B TR FH SNMP #4737
I A BRI 2% B IR T SCREIZ AR S e A Canvh BENL AR, L 2o 2% H A8
Hub. MZITEINLEE), FEMTTIMMZRE ., BUORSEE . B2 FES

farey
=Fo

SNMPvV3 £ 7 SNMPVL 1 SNMPv2 5 T- B A SRR, [FIR a3 58 1
R 28 B B IR 2 A PR, RAE T TP IRAS BRI OR 2 B0 IE AN 7 I 428 1) 45 22 4
HPREPE. SNMPV3 IETEZETY 7ML, B0 BAE R AEA B N, se%
LREEZ AN FTLL, ERE S E I R T H, ks B

AR 7 5 -
HRAR F R T snmpv3 e, STBLT snmpva s LB AL, SETRNT 24
A A mib .

64.2 fic E SNMP

64.2.1 HERERE R

T REEPF & R &K T SNMP ({6 A & B (5 5 a1 bR R A& TR

% 64-1 SNMP Hr&EEER

NE
flife/A% I IRZS (enable/disable) disable AR I
M Avl =] ] O E
R Av2e e H A E
M Av3 =] ] S E
WENMNE ol ] O B
trapsthhi: 7 AR E
EIEZS public ] O E
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Usmf J°

HY

CIRAYIEE D

64.2.2 FLE )5 AISNMPALEL

JA e ¥ SNMP ACEE, Ja FH G %07 i il LAV ) e 4 (1) MIB A5 2,

Hic B DIk
FIR configure terminal HEC B A
F 2 snmp HE\snmplic B 5 55
SR snmp enable & FsnmpfLEE

7£ snmp 5 4 Nl snmp disable 7] LSS snmp /8
SR
4 (1): snmp NAME

enable J& FsnmpALER
disable % Hsnmp U

o

o

A P AR E SNMP LG 7 fe 3t SNMP 24t 3h #8648 38 — F B
iE .

64.2.3 FLE R &YEMNE

Mo B WA B BN PR ER.

Hic B AP IR
| configure terminal HENC B A
F P2 snmp HE\snmpfic B 5 55
FIR3 syslocation abc fic & 17 15 B Jvabce
| end [B] Fljenablefii

1 [ no syslocation 7] LLEUTE X} syslocation i &, fdH k& #E4 B = .

S -

4 (1): syslocation NAME
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NAME WAL EE R

HE

64.2.4 BCE traphhhl

fid & snmp AAHE K% trap B trap {8 B0 1P Hudilk,

fic B AP IR
| configure terminal B R
%2 snmp HEAsnmplic & 5 4
WIE3 trap address 192.168.31.2 Hn—Mrapibhik4192.168.31.2
IR end 5] Ellenablef 3
f# il no trap address A.B.C.D A] LA 1% trap Hubik (O & . 7] [FIBS 8 N2 A~ trap
itk
SR«

4 (1): trap address A.B.C.D

AB.CD trapfs B R IZEHIIPHLAE ¥

64.2.5 B & community

fic'E snmp [ BIA 755 .

Hic B AP IR:
| configure terminal HENC E A
F P2 snmp HE\snmpfic B 5 55
FIR3 community abc i & H14 Jyabce
FIRA end 0] #enable s 5

% no community v LI XS AR 38, AFH R E 2R IAE public.
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S -

4 (1): community NAME

NAME EIRZNSAIEE DS public

64.2.6 . ESNMPJRA

Bic & snmp ARER R FH B AR A .

fic B A IR
HIE configure terminal HE P B A
S IR2 snmp HEsnmplic B 15 5
I3 version v1 J& Flsnmp/REEVLIAR A
L end 6] Benableti =X,

{8 no version v1 7] LLSGH snmp A3 vl b4 .

ZH ] -

4 (1): version (v1|v2c|v3)

(vijv2c|v3) J& FAsnmp R ER R A )& H

64.2.7 BLESNMP USMH 7

Bc & snmpv3 P BLR P X6k 2 AR AR R 28 559

W= &
i configure terminal HENC B A
HIR2 snmp #E A\ snmplic & 5 5
SR snmpv3 usm-user ul auth-mode MD5 it B 1% FH /' ul, S FH MDSAIESLVE R
11111111 privacy DES 11111111 DESHN# H %, %% 11111111,
A end 6] Fenablet 5,

fiiH] no snmpv3 usm-user ul AT LAMIER A/ ul, £ no snmpv2 usm-user 7]
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CABHER BT AT F 7 o

S :
4 (1): snmpv3 usm-user NAME auth-mode (MD5|SHA) PASSWORD1
privacy (DES|AES) PASSWORD2

NAME IRk 7o
(MD5|SHA) IE S 5
PASSWORD1 NS5 A 7
(DES|AES) PG 87 5
PASSWORD?2 PG S P 7

64.2.8 B BESNMPEHIP

FCE snmp BFHE 1P, HIFXARAE B SNMP F5RiEATIEIE.

W ¥
P configure terminal N B AR
IE2 snmp HEAsnmplic B 75 5
IR add ip address 192.168.31.2 I — N PR IPHE11E192.168.31.2,
WIRA end 5] $llenableff =,

f# Fl delete ip address 192.168.31.2 n] LAMIFRE#E 1P ikt 192.168.31.2,

SR -
#4 (1): add ip address A.B.C.D

AB.CD AT | Ptk ¥

64.3 Bt & X
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64.3.1 BEE XM 1: #iTMIB Browserif % &MIBFEE

ES Uk

MR 2N T — R 2P ra, K7 snmp AREE, SCHF vl v2e. v3, it
HHLA peHl, %3 T iReasoning MIB Browser B4/ A Bk o

>

AL A 55 4

Hic & AP IR
A i &R el
800C_3# configure terminal
800C_3(config)# snmp
800C_3(config-snmp)# snmp enable

800C_3(config-snmp)# syslocation abc

800C_3(config-snmp)# community public

800C_3(config-snmp)# trap address 192.168.31.2

800C_3(config-snmp)# snmpv3 usm-user ul auth-mode MD5 11111111 privacy
DES 11111111

800C_3(config-snmp)# end

800C_3#

4L -MIB Browser [ H &

Ni
=
52
N
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# Advanced

Address |192.168.31.58 |

Part | 161 |

Read Community

Write Cormrnunity

SHMP Yersion |3 -/
SHMPv3

LISM User |ul |

Auth Alogrithm | MDS -/

Auth Password |ssssssas |

Privacy dlogrithm |DE5 - |

Privacy Password

Context Mame | |

| ik, Jl Cancel |

Hic B 45 R
DUT [ show running-config 15 &
snmp

snmp enable

syslocation abc

trap address 192.168.31.2

snmpv3 usm-user ul auth-mode MD5 secret
XMrOjfrdUmsSj5p7teDZnBoGy+MLHK26ENNT QfWyFPUmj207vvHJIEaFzfpMIv
uHx privacy DES secret XMrOjfrJumSj5p7teDZnBoGy+MLHk2

6ENNTQfWyFPUmMj207vwHJEaFzfpMIvuHXx!

64.4 SNMP 5315 54t 4p

64.4.1 EHusmMH P

7 usm user:
H I 7RusmA PTG B
800C_3(config)# snmp

800C_3(config-snmp)# show snmpv3 usm-user
usm-user authentication privacy
ul MD5 DES
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total usm-user number: 1
800C_3(config-snmp)#

] LAE HsnmpBc & —A~usmM 7, MD5IAMIEDES % o

64.4.2 BEFHRAXER

debug snmp
A snmp A FEFE,
RABBRAPF T Aad 4, dThebaamestiTE
A WP RERE, EAKS CPU R RELZAENAF, LA
AR KRB, — &2 H nodebug snmp 442 F R Ak .
64.5 % WLEE 5 HT

64.5.1 HEMR1: BHIEAREVT RIS MIBE

% Ui 1] FR I B 7R P IE SR

i PR 5755 5 e B A IR susm Y P FE B A IE 7
fipe ok K2 IAE O AR 545 s Alusm - O C B
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05 T E

65.1 Jo 2k 45 kA

HATS IR — AR B G U T Wi-Fi THASBLHRTE 53 5% 2 WX 48 T RE AR
P Wi-Fi ZThfg S 802.11n Phill, RS iE#23) A imid it Wi-Fi 1E4:28) F — %
RGBT SEILIC A 2% K U7 n) SRES S o 16 S R B M 4% ThRe b, i
NS E ML 4G . 5G SIM K, ATLALE T —R&&piy-F & LI T M4 iE
Tk 0 T Y 4% U ) ELERDN o G IX PRI RE,  RRAE OR AR AL TG LR 2% . PIEC (S
Bs.

65.2 it & Jo 2 4%

65.2.1 ELEWi-Fi

BCE Wi-Fi 20T, 75EEE Wi-Fi 8 OMM T 1P Hibk. DHCP k%535 .

Wi-Fi fRC B LT R -

wifi HEAWi-Filig & 5
ssid SSID Bl B Wi-Fidh o5 2 5K
auth-mode (none|wpa-psk|wpa2-psk) Hic B AIETT 0
passwd PASSWD fic B Wi-Fi [ L 255G
band (2.4GHz | 5GHz) channel CHANNEL EFRWi-Fift T/ESIE, DL TAE(SiH
country (China | Japan) HEREE K CHATSCR A EATE 4D
power (on | off) 14 BB/2% FHIWiI-Fi
A 1. F—R&apiprea L, Wi-Fi Pist g eydp@izo b
—— ge_wlan,
A=

2. FRuLpFaWi-Fi 2 T/EA—FIET.
3. INIERYE LRV EE 845,
4. AR E RS KX, 7T LME A 691218 & RFE 69

65.2.2 E EEEBENME

e 5 7 B0 X 2% 1 T LA AN T




T REEHYIT Gmtr ST F M %§MEI

lte HEN I 5 7 Bl 10 2% T B A
power T E/R AT B3 A2 2 ) 2%

ﬁ 1. TRz &piFa Bt X 69 SIM £ 4 477/EF Standard
SIM, #3EMini SIM. Nano SIM. Micro SIM,

B
2. SIM TR XL HFMAEH . A TR P el @ ey i
T, #3# SIM T
3. FReepirtatl, ¥4I RNEITRGHEED
H ge_ltes
4. ge_lte O RIEE R IP Huht a7 X PPPoE,
65.3 fit & =

65.3.1 F&&MEHCE RHI

RBIIR:

A (R 30 4% S AN AR 0 24 s 5 2 E A6 U5 ) IR o L by T 380A Sl ek 4k
LB HLMELM . JFHNTEE%E, [TE G P Reapyra
KBS AR 2% o I C B 1 TE 2 Dh BEREIR 1K)~ — ARz 2B -1 & IR 4 AT LA
KA IR TR

PRI

1. AR RIR s 2. PRI A il R — R A G T R
SR, T DAV ) ELIRIY o T AR R 1 7 b P I AT DA 4 BEL

2. WMTHRAMETLIKMEL, 752 HIBOE 4G 185 M 4K 7 i LI .

BB BN A

() /AJr’f «()»

m_ (T) !

ik

1. EE Wi-Fi




F AR A Bt &1 rame |

I show wifi config BRWI-Fish 4 i B
country: China
ssid: wl_network-5G
password: wl-passwd-12345678
band: 5GHz
channel: 0
auth-mode: wpa2-personal
SIR2 configure termial HENC B AR
F IR dhep fi. & DHCP Server
share-net server-1 subnet 192.168.0.1/24
share-net server-1 router 192.168.0.1
share-net server-1 dns 114.114.114.114 8.8.8.8
share-net server-1192.168.0.2 192.168.0.100 infinite

LIRS interface ge_wlan it B Wi-Fidz [

IR ip address 192.168.0.1/24 i B 42 L1 IP i

] dhcpserver enable Wi-Fif% 1 fdi fedhcp server
2. MEBEM%

P configure terminal HEAEE R

IR2 ip nat source ge_lte any any any interface fic & — 2%t 1 Nge_lte[FINATAL

SR interface ge_lte e I BC B A s

i ip address dhcp metric 100 gw reset dns reset £ b5 FIDHCP
3. BERAFER

IR configure terminal HEANEL B

5 1R2 firewall policy 1 it B — % A [ Age_wlan ) 43 [ -k 3%

action permit Fmg

name default
firewall-policy-group default
src-zone ge_wlan
dst-zone any
src-addr any
dst-addr any
service any
timerange always
user any

app any

enable

I, ZBIEE . B2 LUl Wi-Fi B85~ — Rz epira, 2T
— Rz epiyF A RN s Ry 5, Rl 4G iR R 3 R 4 U7 17 LRI .
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65.4 = WS 5 1

65.4.1 Wi-FiEiEsm

SIE BLEWI-Fifg, #3h%ZumEWi-Fidk .

Zaxil AT AT REA AR JLRR G 0L

Wi-Fi% FRRISSID# %

T 2 28 b AN RFSGAIE

P ol it AN SCREFT I R M5 18

AR B DHCPAR 55 2%

Hi RS B 28 it FITZE #2 1A SSID A& 75 1R

BT — 2R 6 FMWI-FisiiB h2.4GHz.
BT — LB FEWI-Fil S8, 825880 4 BT SRS 18
ABUCHL o

4. Ftge_wlanJF JEDHCPARSS, JFHCEDHCPARS %5

gtk

I I o

65.4.2 TN imTcikiic) kM

SIE Fesh e e T — R 2P AWI-Fifg, HI0EV ) B
Vi AR RE BAR LR 10

1 REHBEERIMNLE.

2. BEBIMNEETTE.

3. T E e K b e B X 2% T SRAS K X O R
4. RECEENAT.
5
1
2

77 K 33 SRS AR 2B A

THIR IS 4, B TS e LA SRASIE & 7 7 E i 1Pk o

MR S 2 (A5 5K, BT AR Efi TG A E, DEREE

LF IR A5

VRS B 1 ST SRAG A SR S, {0 B 2% (R IR SR AR R

4. BEMIEO e lte, FA S IEHEDY H R DAL FENAT .
KB KSR A2 A5 JE Y, VLRSS 75 1L

figE- ok

w
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66 WEB R FB5$A

66.1 HLiA

Web N3] LARG IE web B 452 & A0l WGy, W0 SQLIEN,  B5uli A
Wi (XSS), AEWS I g il B I 2 Bl iR . B2 AE HTTP i & 4iiE
I A 55 s 2 WA U R S g i), RIS B AE R LE A Web B2 FH SRECRE 28 R 2 5B
Al -

66.2 Bt Eweb R ARG IR SRR

66.2.1 BllEwebRFARFIPER

HRAE i AT P Q3 web I FH B9 5 o
BB AR
B config terminal HE PR B A

K2 waf policy <1-500> AB.CD [ EHmRAHLHEIEER
<0-65535> (IF_INJany)

HIE3 enable Jet FH ST

sl name NAME e B SHE 44 7

IR action (check_no_drop | event_action) i & $ & 51

%6 request-body (enable | disable) JR A5 A 17 SR A

WIRT reply-head (enable | disable) ST A5 Rl [m] 97 Sk

$ %8 reply-body (enable | disable) ST R[] R A4

%9 log (enable | disable) mHEHE

B0 verify-profile NAME 5 FAHTTP & M B ARAR
HEN set NAME 5S4

#E12  End IR [ R RO

P18 show waf policy EoRITE WEBMF by 3 5 i

<1-500>: W% 1D i .

A.B.C.D: Z{i#" web IR #5111 IP bl

<0-65535>: Z{R# web JIR 5545 )% .

(IF_INJany): A3 /2431278, any RRILEATA -
(check_no_drop|event_action): fic & WEB N B %% s0{E, chec_no_drop




RN e R e

WEB N B " I

Fon” WA THKT, event_action F R 1% F A s 1EALFE” .

(enable|disable): enable JG 2%~ 8 % WEB N H B4 51, disable &RxA
J& 1% WEB R H Bl 47 5K s

66.2.2 fiBEwebR FABH I ERE

AR SN 1D MR 5 RE 1 web S 5 47 SRS o

(W=l $
P config terminal HEAEE R
K2 no waf policy <1-500> il 2 | D) S s
LI end IR F RO
L show waf policy R BT S

66.2.3 &R —REFHTHER

MRAEHIE I 1D 5, HEN B SRIE P % DTS (S S AT 18 2

fic B DIk
P config terminal HEAEE R
5 1R2 waf policy <1-500> FRAE SRR ID, B A SREE N
F I3 enable Jt S
il | no enable 5K P S s
IR name NAME i, B SH s 4 7
IR no name TR S 44
SWIET action (check_no_drop|event_action) &5 S W& Zh A
HIR8 request-body (enable|disable) TR R A
L reply-head (enable|disable) S TR [E] RSk
BP0 reply-body (enable|disable) T TR I [B] R A4
HBEN end IR RS
9812 show waf policy TIRFTA K

66.2.4 EiflwebN ARG RIEHNEE

WA iy B A SRS e B B4 S SR 1D (SRS C
FeE A IR:

g

show waf policy

7 A SR

A YR2

show waf policy <1-500>

BIRTRE DI HENG
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WEB N B " I

66.2.5 & zweb R A B3P SR ES BO ETHLD 5

PABEASSEMG Sy kvt AT DATIC B A S A2 2 21 o4 s 2 ATl )5

Ao B AP IR:
FIR config terminal HEC B A
W IR2 waf  policy  move HE 1T 1DXT B S 3 3 J5 & 1D YT
(beforefafter) <1-500> NSRS 2 BT 2 JE
gL end IR R R RS
] show waf policy BN T SR

66.2.6 HEAwebR FARH R

PASEAN SR gk v, T DAPC B s SROMGS 7 22 1) B HE S 2 AT

BoE P IR
P config terminal HEAEE R
K2 waf policy insert <1-500> A.B.C.D I {if & ID X o7 [ 5 0 3 4 31 J5 & DXt
<0-65535>  (IF_INJany) NP S e 2 T
<1-500>
66.3 BLEE &

66.3.1 SIEHHGE

MR iy AT S B S5

Bo B P IR
IR config terminal HEANELE AR
#HIR2 waf set NAME e & 44 7
SR description .LINE fic B AR
S IRA end IR [EEE R
2] show waf set EoRTH H44E

66.3.2 fHBREAFER
MR 5 2 M B 4 e 1 4

B E DI
| config terminal HENC B A
B IR2 no waf set NAME MHBRFE & 2 4
LIRS end IR B REA AR 5
SHIRA show waf set BoRTE $H1HE
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66.3.3 EELE

MR iy BF BT F ARG B udE e 4 7 I E R E .

fic &0 1%.
2| show waf set WoNTE FRE
12 show waf set NAME BoRRE L T H 5

66.4 fit & X -

66.4.1 ARG EALLEHE

bR

PC it T —Z2Pi-F & K& Web iS4, Huiliky 192.168.1.2, ¥
S~ 80, BIFZ{H4E)y ALL. #3EE% ID 2N 100,

ZE:SZEQE
ADC

Server

PC

1. BCEDIR:

host(config)# waf policy 100 192.168.1.2 80 any
host(config-waf-policy)# enable
host(config-waf-policy)# set ALL

host(config-waf-policy)# log enable

2. BCE S

host# show waf policy 100

waf policy 100 192.168.1.2 80 any
enable

set ALL
match statistic: 0

host#

3. B 5
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filhc ALL HAFEE PSR, Eaos v H &, IEWIRCE K.




